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MESSAGE
It is undeniably a great pleasure to know that the School Of Computer Sciences
is organising the Annual Software Meet, Interface 2018 and that a technical
publication is being published on this occasion. The theme chosen for the event
is of great interest. I congratulate the Organisers for providing a platform for
interaction of various academicians and students through this technical meet. I
am confident that this meet will come up with important recomentations. I wish
the event a great success. I am sure that ‘IT GLIMPSE’ - the annual technical
publication shall be a platform for the students to express their creative pursuit
which develops in them originality of thought and perception. The content of the
publication reflect the wonderful creativity of thoughts and imagination of our
researchers/students.

Dr. Sabu Thomas
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MESSAGE
The School feels extremely happy and proud to present before you the 20th issue
of our annual technical publication ‘IT Glimpse’, which focuses on a wide spectrum
of research/technical papers. The formal release of IT Glimpse, both printed and
online, is scheduled during the inaugural function of INTERFACE 2018, the 2-day
annual technical meet conducted by C$$A of the School.
Computer Science Students Association (C$$A) of the School constituted in the year
1996 is one of the most active students’ organizations in the campus. Over the past
few years, ‘Interface’ has grown to be a major software meet attracting delegates
from institutions and Universities all over the state. The entire C$$A team has been
working hard for the last few weeks to make the 23rd edition of ‘Interface’ a grand
success. The co-operation and support of faculty members, non teaching staff
members, research scholars and our beloved alumni in the endeavour deserves
special mention. It is always a matter of great pleasure to note that the front cover
of IT Glimpse is designed by Mr. Dileep K. Prasad, our alumnus of 2001-03 MSc
batch, for the consecutive 18th year.
I would like to congratulate the editor Ms. Shivani P, her team and the entire C$$A
family on their extremely dedicated team work to make IT Glimpse an interesting
and informative one. I hope that the current issue also turns out to be an informative
and interesting experience for its readers.
Dr. Anuj Mohamed
Patron,C$$A

EDITORIAL

WHEN YOUR GENEROSITY TOWARDS KNOWLEDGE TENDS TO EXPLORE...
No knowledge can be born with it nor gained at a mother’s womb. One has to
pursue his region of interest and as it never comes to your door knocking to serve
you automatically. Taking out of yourself from a comfortable zone to dipping
immensely your substances to interested zone, the innovative and creative ideas
will start to awaken within you.
Here, we serve you “IT GLIMPSE -20th Edition”, a most worth awaited “pot of
knowledge” a technical publication of School Of Computer Sciences, is being
brought to you together with the bits of knowledge of the genius personalities.
As it is promising for the delegates who tend to explore the knowledge of the
universe. In this new year of “ IT GLIMPSE,” the knowledge will come to you with
another upgraded technologies and techniques to seek for in one book together.
The most worth mentioning part here is overwhelming support comes from
my teachers, fellow beings, and well-wishers who have helped this technical
publication possible. I hereby express my considerable appreciation and respect
to all the authors of the articles in the technical publication.
Being on the sovereign of satisfaction, I would proudly say that “It is not just
another edition, but an anthology of thoughts to the new route to technologies.”
Here the IT GLIMPSE 2018.

SHIVANI P
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ABOUT US
SCHOOL OF COMPUTER SCIENCES
Mahatma Gandhi University is the premier educational institution that was
established on 2nd October 1983 and is located at Kottayam in Kerala. The university
is now acknowledged to be one of India’s leading universities and has made
immense strides in the field of research, development centers and industries. In the
year 1990, the university started School of Computer Sciences with an objective to
impart higher education and research in the field of Computer Science. The school
offers MSc. in Computer Science, an M.Tech in Computer Science and Technology,
MPhil in Computer Science, PhD, short Add-on courses in different scientific and
computional tools and encourages blended learning using e-learning resources.

FACULTY MEMBERS
Dr.Anuj Mohamed
HOD and Associate Prof. MCA (NIT Calicut), Ph.D (Mahatma Gandhi University)
Dr. R Vijayakumar
Prof. M.Tech (IIT Bombay), Ph.D (University of Kerala)
Dr. Bindu V R
Associate Prof. MSc. (University of Kerala), Ph.D (Mahatma Gandhi University)
Dr. Pushpalatha K P
Associate Prof. MCA (Madurai Kamaraj University), Ph.D (Mahatma Gandhi
University)
Dr.Ivy Prathap
Assistant Prof. MSc (Mahatma Gandhi University) , Ph.D(Anna University)
Ms.Jyothy Raj. V
Assistant Prof. MCA (Bharathiar University)
Mr. Ashok Babu
Assistant Prof. M.E Communication Systems
Ms. Chinju K
Assistant Prof. M.E CSE (Coimbatore)

STUDENT ACTIVITIES
Almost all students actively participate in the various extra-curricular activities
of the department students union, Debate groups, Nature Clubs, National Service
Scheme, Quiz groups, Massive Online Open Course (MOOC), sports etc.
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COMPUTER SCIENCE STUDENTS’ ASSOCIATION (C$$A)
C$$A (Computer Science Students’ Association) is the association of the students
of the School. It was established in 1996 with a goal of developing the overall skills
of the students of the School. C$$A takes pride in being known as the most active
student’s association in the Mahatma Gandhi University Campus. C$$A provides
a platform for the students and the alumni to interact through various technical
activities and the annual alumni meet. C$$A organizes Debates and Workshops
on current developments in IT related fields. It also organizes Seminars based on
latest trends in IT, Personality Development, Career Guidance and so on. The major
activity of the C$$A is INTERFACE- an Annual Software Contest. The Publication
Club of C$$A subscribes to Technical Publications related to computer science
field every year. All the students get facilities to read these publications and to use
the related CD with the aid of librarian.

INTERFACE
Interface is a 2 day ultimate software contest conducted by C$$A. The first
INTERFACE was held in 1996. Paper Presentation, System Analysis and Design
contest and Computer related Quiz competition were the major events in
INTERFACE ‘96.
INTERFACE provides a common platform for the computer science and computer
technology students and is conducted in the month of December for the convenience
of a majority of the students’ community. Invitations are sent to MSc. and M.Tech
students of all South Indian Colleges. Food and accommodation are free for the
contestants during the two days of INTERFACE. The whole event is exclusively
done by the C$$A under the guidance and support of the faculty members and
Alumni.
This year 2018, the 23rd Interface comes with a handful of events like Coruscate,
Rejoinder, Illusion, Artistry, Triumph, Tracert, Vanquish and Au-Fait. These include
Coding, Quiz, Web Designing, Poster Designing, Gaming, Cyber Skills, Innovative
Idea and Star of the INTERFACE 2018.

IT GLIMPSE
In connection with INTERFACE, an Annual Technical Publication-IT GLIMPSE is
released by C$$A every year with articles and papers from the students, research
scholars, alumni and the faculty. The first issue of IT Glimpse was released in 1999.
The 20th issue of IT Glimpse is released during INTERFACE 2018. In addition to
covering recent trends, technologies and research developments in the area of
computer science, the publication also aims to highlight the students’ activities of
the school.
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ANNUAL REPORT
FOR THE YEAR 2017-2018
Computer Science Students Association (C$$A) was established with an objective
to develop overall skills of the students of the School of Computer Sciences. CSSA
has been one of the most actively working students’ organizations in the Mahatma
Gandhi University Campus. With the invaluable advice of our teachers, and
togetherness of the fraternity, we have gone a long way in achieving our objectives.
Here I present the Annual Report of the CSSA activities for the year 2017-2018
before you.
Office-Bearers of C$$A till 30th june 2018
CSSA Patron
: Dr. Anuj Mohamed
CSSA President
: Mr.Jyothish V. R.
Vice President
: Ms.Anjali Pradeep U.
Gen. Secretary 		
: Ms.Amrutha Mohandas
Join. Secretary 		
: Mr.Mathew Stephen
Treasurer
		
: Ms.Anjali Pradeep U.
IT Glimpse Editor 		
: Ms.Neethu A. D.,Ms.Swathy K. Chandran
Librarian 			
: Ms.Reshma Haridas
Placement Co-ordinator : Ms.Surya P. S., Mr.Jaison M. Cherian ,Ms.Maria K. Tom
EXECUTIVE MEMBERS
Mr.Bijo K. John
Mr.Arun Narayanan
Mr.Rajesh P. P.
Ms.Reshma K. Salim
Mr.Ananthakrishnan
Ms.Nyaribo Nyangara Knight
Mr.Naveen N.
Mr.Ananthakrishnan
Ms.Ashitha M.
Mr.Sujith P. S.
Ms.Shefiya
Mr.Abin Sebastian
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Office-Bearers for C$$A 2018-2019 were elected in the general body held on 30th
June 2018 are:
President 		
: Mr.Mathew Stephen
Vice President
: Ms.Tiny Ann Thomas
Gen. Secretary
: Ms.Manumol V. S.
Join. Secretary
: Mr.Manu Das
Treasurer
: Ms.Tiny Ann Thomas
IT Glimpse Editor
: Ms.Shivani P.
Associate Editor
:Ms.Divya Shajan
Placement Co-ordinators : Mr.Vishal Sreekumar
				 :Ms.Aneesha Tomy
Website Administrator
: Mr.Aby Thomas
Librarian
:Ms.Nisma Naushad
EXECUTIVE MEMBERS
Mr.Ananthakrishnan
Mr.Vishal Sreekumar
Ms.Reshma Raju
Mr.Mathew P. John
Ms.Nila
Mr.Sujith P. S.
Mr.Sam Kurian
Ms.Nikhila R.

C$$A ACTIVITIES
In the year 2017-2018 CSSA conducted and associated with various activities which
were creative and constructive in nature.Various workshops organized by the
department gave hands-on experience to students. A two days’ workshop on Network
Simulator-3 was organised on 19th and 20th December 2017, with the support of
DST-PURSE. Another seminar on Digital Image Processing, Pattern Recognition and
Computer Vision using Mathlab was conducted for five days from 8th January to 12h
January 2018. The sessions were carried out by Dr. S. Mahesh Anand.Shasthrayan
Exhibition was conducted on Februay 26, 2018. Students participated actively in all
activities of the programme. The International Women’s Day was observed with a quiz
competition on 9th March 2018. Soceity and Educating Women was the core topic.
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The Onam celebrations was avoided this year due to flood calamities. CSSA
contributed a sum of Rs. 7000 to Chief Minister’s Disaster Relief Fund (CMDRF)
with the intension of being a part of help extended to flood affected people and
participate in rebuilding of our state. A workshop organised by by BIIC took place
in the school on 27th September 2018. Dr. Kalyani Pullathu conducted the sessions.

INTERFACE 2017
Interface is the Annual Technical fest of post graduate level computer Science
students conducted by School of Computer Sciences, in association with Computer
Science Students Association(C$$A). The 22nd Interface was held on 8th and 9th
of December 2017. Dr. Babu Sebastian, Honourable Vice Chancellor of Mahatma
Gandhi University inaugurated the event. Dr. Anuj Mohamed, HOD of the school
presided over the function. She also released the theme music of Interface. A
seminar on Conceptualizing IOT was also organised on 8th December as part of
the meet. Mr. Pradeep P, Project coordinator/Analyst at Fingent Technologies was
the resource person. Technical competitions entitling Coruscate, Illusion, Tracert,
Triumph, Rejoinder,Sentient and Exponer were conducted successfully. SB College
Changanchery won the overall championship. Alumni meet was also held along
with Interface on 9th December.

IT GLIMPSE 2017
IT Glimpse is the annual technical publication by C$$A with articles and papers
from the students, research scholars, alumni and the faculty. In addition to covering
recent trends,technologies and research developments in the area of computer
science, the publication also aims to highlight the activities of the students of the
school.
Dr. Babu Sebastian, Honourable Vice Chancellor released 19th edition of IT
Glimpse in the inaugural session of Interface 2017. Dr. R Vijayakumar, Professor of
the school released the online version. This edition covered very wide spectrum of
the recent developments in the IT field and maintained a high degree of technical
competence. A special congratulations to the editors Ms. Neethu A D and Ms.
Swathy K Chandran is long due.
Before concluding this annual report, I would like express my heart-felt gratitude
to our HOD, Dr. Anuj Mohamed for her help, advice and encouragement in all
the C$$A activities. All the teaching and non teaching staff are remembered with
thanks for their unstinting help and support. I would also like to express our
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whole hearted appreciation for members of Alumini and especially for Mr.Dilip
K Prasad for the wonderful work that he has done in designing the cover page of
IT Glimpse.Once again expressing my thanks to one and all on behalf of C$$A, I
submit this Annual Report to the General Body for approval.

Manumol V. S.
General Secretary, C$$A
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A GLIMPSE OF CURRENT TECHNOLOGIES
—AN OPTIMISTIC APPROACH
Dr.R.Vijayakumar
Professor, School of Computer Sciences
Mahatma Gandhi University

Kiran V K
NSS College of 0f Engineering
Palakkad

Abstract
The 21st Century Technology Professional needs to emerge more as a “partner” rather than
just an “expert”. And doing so will require a dramatically new mindset. While this might
sound discomforting to some of you, with an open mind and a willingness to learn (and
unlearn), most of us will change to succeed in the new age.Technology can be described
technically in the following ways as Tangible: blueprints, models, operating manuals,
prototypes; as Intangible: consultancy, problem-solving, and training methods; as High
: entirely or almost entirely automated and intelligent technology that manipulates ever
finer matter and ever powerful forces;as Intermediate: semi automated partially intelligent
technology that manipulates refined matter and medium level forces;as Low : laborintensive technology, that manipulates only coarse or gross matter and weaker forces in
the current technological developments. The mystical world of Big Data unveils itself, the
future will belong to those who not only know how to extract data but also understand
what insights would be useful to business, and how these can be gained. Popular job search
portal Career Profiles predicts Data Mining and Analytics will be one of the most sought
after skills in future. However, it defines it as not just “those who know how to find it” but
also “those who understand it and those who know how to use it.”

Keywords:Augmented reality,Virtual Reality,Leap Motion,Eye
tribe,Project fiona,Parallella

I. INTRODUCTION

design, production, and utilization of goods

Technology [1]is defined by the Editors of and services, and in the organization of
Encyclopedia Britannica; “the application of human activities.”The subject of technology
scientific knowledge to the practical aims is treated in a number of articles. For
of human life or, as it is sometimes phrased, general treatment, see technology, history
to the change and manipulation of the of; hand tool. For description of the
human environment ”.The term Technology materials that are both the object and means
[2] can be defined in simple terms as “The of manipulating the environment, see
purposeful application of information in the elastomers; industrial ceramics; industrial
15

glass;

metallurgy;

mineral

deposit;

see automation; engineering; production

mineral processing; mining; plastic. For

system; systems engineering.

the generation of energy, see energy

The technology professionals would be to

conversion; coal mining; coal utilization;

become familiar with the complex analytics

petroleum production; petroleum refining.

that

For treatment of food production, see

preferences before designing and building

agriculture,

agricultural

digital products and services. As companies

economics; beekeeping; beer; cereal farming;

undergo smart transformation through

coffee; commercial fishing; dairy farming;

digitalization, they will have to “reimagine”

distilled spirit; food preservation; fruit

the human experience they are facilitating.

farming; livestock farming; poultry farming;

Just as Facebook did not code or develop

soft drink; tea; vegetable farming; wine. For

a social network, but took natural human

the techniques of construction technology,

tendencies and channeled them in a

see bridge; building construction; canals

particular way. After all, we go online not

and inland waterways; dam; harbours and

for bits or electrons, but for each other.

sea works; lighthouse; roads and highways;

Experts believe that in the coming future

tunnels

excavations;

new fields like bioengineering will ensure

environmental works. For the manufacture

our neurobiological bases are leveraged to

and design of the means of transportation,

ensure technology better serves humanity.

see aerospace industry; automotive industry;

The world of technology is moving far

ship construction. For communications

beyond writing code! As physical and digital

technology, see broadcasting; computer

companies converge to create enterprises,

science;

creativity

history

and

of;

underground

information

photography;

printing;

processing;
photoengraving;

typography;telecommunication.

go

into

will

understanding

customer

comecentre-stage

in

designing and building the most appealing

For

user experience. So, much as they have

of other

resisted it thus far, this is nudging purists

manufacturing industries, see adhesive;

to accept the importance of expanding

clothing

dye;

their world, including Art into the so-far

forestry;

watertight world of Science-Technology-

the

processes
and

and

products

footwear

explosive;

floor

chemical

industry;

industry;

covering;

man-made

fibre;

Engineering-Mathematics (STEM).

surface coating; papermaking; soap and

comecentre-stage in designing and building

detergent; textile. For medical applications

the most appealing user experience. So,

of technology, see diagnosis; therapeutics;

much as they have resisted it thus far, this

drug; medicine, history of; pharmaceutical

is nudging purists to accept the importance

industry. For military applications, see

of expanding their world, including Art

military technology. For treatment of the

into the so-far watertight world of Science-

organization

Technology-Engineering-Mathematics

of

technological

systems,
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(STEM).

decision

What is missing from traditional STEM

experience, and reinvent business models.

approaches is what has always been

B.Intelligent Apps and Analytics:

the “secret sauce” to human progress --

It’s expected that over the next few years,

creativity. When we think about the success

every application and service will be

of the American auto industry in its heyday,

incorporating AI at some level. It’s predicted

or Apple’s present success, it’s because both

that by 2018, every major smartphone will

pioneered taking a product that was purely

have a dedicated AI chip. It’ll become an

functional and made it desirable. Both took

inseparable part of our lives and we won’t

a piece of technology and provided artistry.

even notice it. Intelligent apps will create

II.CURRENT TECHNOLOGIES

a new intelligent layer between people and

In 2018 there are emerging technological

systems for transforming the work and

developments are ; 10 Upcoming Technology
That May Change The World. We have
seen great leaps in digital technology
in past five years. Smartphones, cloud
computing, multi-touch tablets, these are
all innovations that revolutionized the way
we live and work. However, believe it or not,
we are just getting started. Technology will
get even better. In the future, we could live
like how people in science fiction movies
did. Here are about 10 upcoming, real-life
products that is set to revolutionize the
world as we know it. Get ready to control
the desktop and slice Ninja fruits with your
eyes. Get ready to print your own creative
physical product. Get ready to dive into the
virtual world, and interact with them. Come
unfold the future with us.

A.AI Foundations:
According to a Gartner survey, about 59% of
organizations are still in their initial stages
of gathering information to build their AI
strategies. It’s expected that through 2018,
AI will be increasingly used to enhance

making,

improve

customer

workplace structure. Augmented analytics
will also become an important part of
businesses.The combination of AI and
machine learning will help intelligent things
to interact in a more cohesive way with us
and our surroundings. Devices like Amazon
Echo and Google Home are changing our
living rooms. As a result, multiple smart
devices will work either independently or
with human input.

C.Digital Twins:
For those who don’t know, a digital twin
is a digital representation of a real-world
entity or system. While it’s one of the
most important technology trends for
2018, by 2020, it’s expected that about 21
billion connected sensors will result in
the existence in billions. With this shift
to an integrated digital world, marketers,
healthcare professionals, and planners will
get the benefit.Edge computing is a topology
in whichinformation sources closer to
information

processing

and

content

collection and delivery. While it could be
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apparent that Cloud and Edge computing

execute

are competing in approach, the reality is a

blockchain and its applications as the legality

lot different. If implemented together, Cloud

of blockchain and bitcoin applications

could be used to create a service-oriented

remains suspicious in many parts of the

model and Edge could offer a delivery style

world, including India, China and Russia.

for execution of disconnected parts of a

Events are a critical part of any business as

cloud service.

they reflect the notable states and changes

D.Conversational Platform:

in a business. With the advancements in AI

The conversational platforms have the

and IoT, business events can be detected

power to process different user queries and

quickly and analyzed with more accuracy.

complicated interactions. In near future,

It’s predicted that by 2020, such “event

these platforms will evolve to process

thinking” will be needed for 80% of digital

more complex actions. By working out

business solutions.

the challenges like the structured way of

E.Continuous Adaptive Risk and Trust:

communication of users, it could be made

With

even better. You don’t need an introduction

sophisticated tools, the organizations need

to AR, VR, and MR technologies and how

to take care of threats more closely to

they are changing the way we interact

combat threats like WannaCryransomware.

with the digital world and they continue

With Continuous Adaptive Risk and Trust

to find a prominent position in the chart

(CARTA), the organizations can get their

of technology trends for 2018. Recently,

hands on real-time, risk, and trust-based

Microsoft upped its MR games by partnering

decision making. In the digital world,

with many OEMs and released Windows

organizations would need to integrate

10 MR headsets. Apple and Google have

security into their DevOps to deliver a

brought AR apps to smartphones. Gartner

continuous “DevSecOps” process.

predicts that in the next 5 years, the focus
will be on MR, where a user maintains a
presence in the physical world and interacts
with objects in digital and real-world.Block_
chain is another disruptive technology that
has taken the technology and business
world by storm and things aren’t going to
change in 2018. With a clear understanding
of the opportunities and limitations of
blockchain, an organization can make
sure that its teams understand what is
and isn’t possible. Also, it’s advisable to

the

caution

usage

while

of

dealing

more

and

with

more

III.TECHNOLOGIES EMERGING
A.Google Glass
Augmented Reality has already entered
into our life in the forms of simulated
experiment and education app, but Google
is taking it several steps higher with Google
Glass. Theoretically, with Google Glass, you
are able to view social mediafeeds, text,
Google Maps, as well as navigate with GPS
and take photos. You will also get the latest
updates while you are on the ground.
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Form 1 is one such personal 3D printer which
can be yours at just $2799. It may sound
like a high price but to have the luxury of
getting producing your own prototypes,
that’s a reaonable price.Imagine a future
where every individual professional has
the capability to mass produce their
It’s truly what we called vision, and it’s
absolutely possible given the fact that
the Google’s co-founder, Sergey Brin has
demo’ed the glass with skydivers and
creatives. Currently the device is only
available to some developers with the
price tag of $1500, but expect other tech
companies trying it out and building an
affordable consumer version.

B. D Printing:
Just as the term suggests, 3D printing is
the technology that could forge your digital
design into a solid real-life product. It’s
nothing new for the advanced mechanical
industry, but a personal 3D printer is
definitely a revolutionary idea.Everybody
can create their own physical product based

own creative physical products without
limitation. This is the future where personal
productivity and creativity are maximized.

C.Oculus Rift
Virtual Reality gaming is here in the form
of Oculus Rift. This history-defining 3D
headset lets you mentally feel that you are
actually inside a video game. In the Rift’s
virtual world, you could turn your head
around with ultra-low latency to view the
world in high resolution display.There are
premium products in the market that can
do the same, but Rift wants you to enjoy the
experience at only $300, and the package
even comes as a development kit. This is
the beginning of the revolution for nextgeneration gaming.

on their custom design, and no approval
needed from any giant manufacturer! Even
the James Bond’s Aston Martin which was
crashed in the movie was a 3D printed
product.

The timing is perfect as the world is
currently bombarded with the virtual
reality topic that could also be attributed
to Sword Art Online, the anime series
featuring the characters playing games in
19

an entirely virtual world. While we’re

this.

They

successfully

created

the

getting there, it could take a few more years

technology to allow you to control your

to reach that level of realism. Oculus Rift is

tablet, play flight simulator, and even slice

our first step.

fruits in Fruit Ninja only with your eye

D.Leap Motion

movements.

Multi-touch desktop is a (miserably) failed
product due to the fact that hands could
get very tired with prolonged use, but Leap
Motion wants to challenge this dark area
again with a more advanced idea. It lets
you control the desktop with fingers, but
without touching the screen.
It’s basically taking the common eyetracking technology and combining it with
a front-facing camera plus some serious
computer-vision algorithm, and voila, fruit
slicing done with the eyes! A live demo
was done in LeWeb this year and we may
actually be able to see it in in action in
mobile devices in 2013.
It’s not your typical motion sensor, as Leap

Currently the company is still seeking

Motion allows you to scroll the web page,

partnership to bring this sci-fi tech into the

zoom in the map and photos, sign documents

consumer market but you and I know that

and even play a first person shooter game

this product is simply too awesome to fail.

with only hand and finger movements.

F. SmartThings

The smooth reaction is the most crucial

The current problem that most devices have

key point here. More importantly, you

is that they function as a standalone being,

can own this future with just $70, a price

and it require effort for tech competitors to

of a premium PS3 game title.If this device

actually partner with each other and build

could completely work with Oculus Rift to

products that can truly connect with each

simulate a real-time gaming experience,

other. SmartThings is here to make your

gaming is going to get a major make-over.

every device, digital or non-digital, connect

E.Eye Tribe

together and benefit you. device, digital or

Eye tracking has been actively discussed

non-digital, connect together and benefit

by

you.

technology

enthusiasts

throughout

these years, but it’s really challenging to

With SmartThings you can get your smoke

implement. But Eye Tribe actually did
20

Developers can create and debut web apps
without the blockade of requirements set by
app stores, and users could even customize
the OS based on their needs. Currently
the OS has made its debut on Androidcompatible phones, and the impression
so far, is great.You can use the OS to do
essential tasks you do on iOS or Android:
alarms, humidity, pressure and vibration

calling

friends,

browsing

web,

taking

sensors to detect changes in your house

photos, playing games, they are all possible

and alert you through your smartphone!

on Firefox OS, set to rock the smartphone

Imagine the possibilities with this.You could

market.

track who’s been inside your house, turn

G.Project Fiona

on the lights while you’re entering a room,

Meet the first generation of the gaming

shut windows and doors when you leave the

tablet. Razer’s Project Fiona is a serious

house, all with the help of something that

gaming tablet built for hardcore gaming.

only costs $500. Feel like a tech lord in your

Once it’s out, it will be the frontier for the

castle with this marvel.

future tablets, as tech companies might

G.Firefox OS

want to build their own tablets, dedicated

iOS and Android are great, but they each have

towards gaming, but for now Fiona is the

their own rules and policies that certainly

only possible one that will debut in 2013.

inhibit the creative efforts of developers.

This beast features next generation Intel®

Mozilla has since decided to build a new

Core i7 processor geared to render all

mobile operating system from scratch, one

your favorite PC games, all at the palm of

that will focus on true openness, freedom

your hands. Crowned as the best gaming

and user choice. It’s Firefox OS.Firefox OS

accessories manufacturer, Razer clearly

is built on Gonk, Gecko and Gaia software

knows how to build user experience straight

layers – for the rest of us, it means it is

into the tablet, and that means 3-axis gyro,

built on open source, and it carries web

magnetometer, accelerometer and full-

technologies such as HTML5and CSS3.

screen user interface supporting multitouch. My body and soul are ready.
Crowned as the best gaming accessories
manufacturer, Razer clearly knows how to
build user experience straight into the tablet,
and that means 3-axis gyro, magnetometer,
accelerometer and fullscreen user interface
supporting multi-touch. My body and soul
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are ready.

I never thought the future of computing
could be kick-started with just $99, which
is

made

possible

using

crowdfunding

platforms.

I.Google Driverless Car
I could still remember the day I watch the
iRobot as a teen, and being skeptical about
my brother’s statement that one day, the
driverless car will become reality. And it’s

H.Parallella

now a reality, made possible by… a search
engine company, Google.

Parallella is going to change the way that

While the data source is still a

computers are made, and Adaptevaoffers

secret recipe, the Google driverless car

you chance to join in on this revolution.

is powered by artificial intelligence that

Simply put, it’s a supercomputer for

utilizes the input from the video cameras

everyone. Basically, an energy-efficient

inside the car, a sensor on the vehicle’s

computer built for processing complex

top, and some radar and position sensors

software simultaneously and effectively.

attached to different positions of the car.

Real-time object tracking, holographic

Sounds like a lot of effort to mimic the

heads-up display, speech recognition will

human intelligence in a car, but so far

become even stronger and smarter with

the system has successfully driven 1609

Parallella.

kilometres without human commands.”You
can count on one hand the number of
years it will take before ordinary people
can experience this.” Google co-founder,
Sergey Brin said. However, innovation
is

an

achievement,consumerization

is

the headache, as Google currently face
The project has been successfully funded
so far, with an estimated delivery date of
February 2013. For a mini supercomputer,
the price seems really promising since it’s
magically $99! It’s not recommended for
the non-programmer and non-Linux user,
but the kit is loaded with development
software to create your personal projects.

the challenge to forge the system into an
affordable gem that every worker with an
average salary could benefit from.
Sergey Brin said. However, innovation
is

an

achievement,consumerization

is

the headache, as Google currently face
the challenge to forge the system into an
affordable gem that every worker with an
average salary could benefit from.
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wrote in their book The Second Machine
Age, “Lifetime learning and continued
training and retraining” will be key to
success as workers will “have to commit to
a lifetime of practicing and updating their
skills.”As a starting point, we should assess
where we stand on the journey today and
design a roadmap for a U2.0. And to aid us
on this journey, a new thinking is evolving in

IV.CONCLUSION
For too long technology professionals have
acted as sentinels guarding their islands of
specialisation, cut off from the mainland of
business or other technology isles. In the
interconnected world of the 21st century
enterprise, however, there are no islands. As
we say hello to artificial intelligence, robotics
and smart machines aka Internet of Things,
our workplaces will see a confluence of
technologies and platforms linking teams,
functions and organizations like a web

education. As is being predicted; education
will become an “on-demand service” where
people “pull down a module of learning”
when they need it. “Large bundles of
knowledge, as in traditional courses, will be
out. Specific will be in”.
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Abstract
Information security is becoming important in data storage and transmission with the
fast progression of electronic data exchange. Various techniques have been discovered
from time to time to encrypt the images to make them more secure. While transferring
images over a network, protection must be ensured to conserve the confidentiality and
authenticity of images. This paper provides a review and comparison of some of the recent
image encryption techniques on the basis of different parameters like imperceptibility,
visual degradation, compression friendliness, speed and key space.

Keywords: Image Security, Image Encryption, Image Decryption.

I.INTRODUCTION

like large data redundancy and mass data

in capacity, the encryption of images differs
communication and storage of images. from that of texts. Therefore, techniques
Images play a significant role in internet that are appropriate for text data may not
communication,
multimedia
systems, be possibly good for multimedia data.
Security

is

an

important

issue

medical imaging, military communication, The efficiency and security of an image
military, E-Commerce, financial transaction encryption scheme can be evaluated based
and mobile phone applications. Since, on the parameters like:
these images may carry highly confidential a. Correlation coeffiecient
information, it is important to protect the Correlation determines the relationship
confidential image data from unauthorized between two variables. In other words,
access. Image security must ensure correlation is a measure that computes
confidentiality, integrity and authenticity. degree of similarity between two variables.
Different techniques are available for Correlation coefficient is a useful measure
images security and one among them is to judge encryption quality of any
encryption. Encryption is a widespread cryptosystem. Any image cryptosystem is
technique to sustain multimedia image said to be good, if encryption algorithm
security in transmission over the internet. hides all attributes of a plaintext image,
Due to several inherent features of images and encrypted image is totally random and
24

encryption is discussed below.

highly uncorrelated.

A. Image Encryption-Then-Transmission
Entropy of a source gives idea about self Using DNA Encryption Algorithm and the
information i.e., information provided by a Double Chaos (Fu, Xing-Quan, et al. 2018)
b. Information Entropy Analysis

random process about itself. The concept

Fu, Xing-Quan, et al. [1] proposed a novel

of entropy is very important for analyzing

image

an encryption scheme. Information entropy

system using the DNA encryption algorithm

is the main feature of uncertainty. It

and the double chaotic system-which

shows the degree of uncertainties in any

contains the optical chaos and the coupled

communication system.

map lattice chaotic system. In the system,

c.Diffusion

Characteristics

of

encryption-then-transmission

a with identical chaotic injection from a

Cryptosystem

master laser with two optical feedbacks, two

A good cryptosystem must ensure a good

slave lasers (SL1 and SL2) can output similar

diffusion, means if one bit of the plaintext is

chaotic signals served as chaotic carrier to

changed, then the ciphertext should change

transmit image and used to generate the

completely, in an unpredictable manner.

core part of the encryption scheme. A 128-b

Diffusion

image

key is selected to generate the original value

encryption algorithm mean that the output

of the double-chaotic system, which decides

pixels of ciphertext image should depend

the DNA complementary rule, hence, the

on the input pixels of plaintext image in a

key is hypersensitive in encryption and

very complex way.

decryption process. The simulation results

characteristics

of

an

d. Number of Pixel Change Rate (NPCR) show that the cryptosystem is enough
and Unified Average Change Intensity against the traditional attacks, such as
statistical attack, differential attack, brute
(UACI)
For any encryption algorithm, it is a desirable

force attack, and entropy attack.

B. Robust Encryption of Quantum
image should cause a significant change Medical Images (El-Latif, Ahmed A. Abd,
in the ciphertext image. Two common Bassem Abd-El-Atty, and Muhammad
measures are used to check the influence Talha, 2018)
property that a small change in plaintext

of a one pixel change on the overall image.

El-Latif, Ahmed A. Abd, Bassem Abd-El-

These two measures are Number of Pixel

Atty, and Muhammad Talha [2] proposed a

Change Rate (NPCR) and Unified Average

framework for the chaos-based quantum

Change Intensity.

encryption

II.RECENT ADVANCEMENTS IN
IMAGE ENCRYPTION

A

Brief

overview

advancements

in

of

the

some

area

of

of

healthcare

images.

The

proposed algorithm utilizes gray code
and a chaotic map. The quantum image is

recent

scrambled by quantum gray code. Then,

image

the scrambled quantum image is encrypted
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using a quantum XOR operation based on

created for distinct plain-images. Simulation

a key generator controlled by the logistic-

results and security scrutiny confirm that

sine map. In the framework, healthcare

the suggested cipher has several brilliant

staff in one location sends cipher images to

characteristics, including the robustness

the cloud. The healthcare staff in another

against various types of attacks.

location receives the images from the cloud.

secure manner. This paper also proposes a

D. A New Color Image Encryption Scheme
based on Logistic Map over the Finite
Field ZN (Yang, Bo, and Xiaofeng Liao,
2017)

novel approach for the efficient quantum

Yang, Bo, and Xiaofeng Liao [4] generalize

image encryption of healthcare media.

the chaotic Logistic map to the finite field,

The circuits of the proposed encryption/

and find that there exists an automorphic

decryption algorithm are devised based on

mapping between two Logistic maps with

an NEQR quantum image representation.

the different control parameters over the

Numerical

analyses

finite field ZN. Moreover, they adopt the

show that the proposed quantum image

sequences generated by the automorphic

encryption approach is robust, realizable

mapping to design a color image encryption

and has high efficiency compared with its

scheme.

classical counterpart.

Image encryption scheme steps are

C.
An
Efficient
Chaotic
Image
Cryptosystem Based on Simultaneous
Permutation and Diffusion Operations
(Diab, Hossam., 2018)

1. The sender choose the plain-image.

By decrypting the content of the images,
the healthcare staff can assist users in a

and

simulation

2. The sender choose Key1 and Key2.
3.

Key sequences k1 and k2 generated

by

using Logistic mapping over the finite

Diab, Hossam.[3] suggests an efficient

field according Key1 and automorphic

image cryptosystem based on simultaneous

Logistic mapping over the finite field

permutation and diffusion functions that

according Key2 respectively.

process the image pixels in a dynamic

4. Encryption including encryption1 and

order fashion. Specifically, the proposed
method employs the Chebyshev-Chebyshev

encryption2.
5. Output the cipher-image.

map to horizontally and vertically mix the

Image decryption scheme steps are

plain-image information. Then, it utilizes

1.

the modified Logistic map to mask the

2. The Receiver choose the Key.

image pixels and shuffle the masked values

3. Key sequence k generated by using

simultaneously. Meanwhile, the control

Logistic mapping over the finite field

parameters of the employed chaos systems

according Key.

The Receiver get the cipher-image.

are directly correlated to the plain-image

4. Decryption.

to assure that different key-streams are

5. Output the decrypted plain-image.
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Security and performance analysis also

logic to generate image key. It is also possible

show that the proposed scheme has very

to encrypt partial image and can be applied

good properties which provide a strong

as a block cipher instead of stream cipher

guarantee for the algorithm efficiency.

to get good results.

Therefore,

F.A Novel Chaos based Secure Image
Encryption
Algorithm
(Mondal,
Bhaskar, and Tarni Mandal, 2016)

the

proposed

scheme

is

feasible for implementing image and data
encryption.

E. Fast Image Encryption based on Random
Image Key (Khalaf, Abdulrahman Dira,
2016)

Bhaskar Mondal and Tarni Mandal [6]

Abdulrahman Dira Khalaf [5] designed

has three stages - the random number

an efficient Symmetric key encryption

generation process, the image permutation

algorithm for colour images. For encryption

process and substitution process. In the

and decryption operations random image

first stage two different random numbers

key generated with minimum time execution

matrix are generated based on a chaotic

is used. XOR operation is performed on

standard map. In the second stage the

the encrypted image to ensure diffusion

pixels of original image is shuffled twice

and to maintain a higher level of security

using the random matrix generated in the

upon transference. Image transformation

first stage. First shuffle the image once

is carried out using wavelet transform.

and take the transpose of the one round

Wavelet decomposition will filter the given

permuted image. Then the transposed

image into two components depending on

image is permuted for the second time.

rows: these are Low pass filter (L) and High

The third stage is the substitution stage

pass filter (H) . Each one will decompose in

where the pixels in the permuted image are

the same way to extract four components:

substituted using a combination of simple

LL,HL,LH and HH based on columns;

matrix manipulations and digital circuits.

the

last

represent

This process also requires a new random

the

horizontal,

and

diagonal

number matrix. This scheme sustains any

Two-dimension

inverse

intrusion, and ensures safety of the image.

wavelet transform reconstructs the four

cipher instead of stream cipher to get good

components to recover the original image.

results.

The basic idea is to cut the picture into
Encryption key is generated as follows:

F. A Novel Chaos based Secure Image
Encryption Algorithm (Mondal, Bhaskar,
and Tarni Mandal, 2016)

Rotate the origin image to three directions

Bhaskar Mondal and Tarni Mandal [6]

(left, right and down).Then the images are

introduced a chaos based algorithm for

cut and scrambled randomly and apply XOR

image encryption. The encryption algorithm

three

respectively.

components
vertical

smaller parts horizontally and vertically.

introduced a chaos based algorithm for
image encryption. The encryption algorithm
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has three stages - the random number

image is XORed with the random key stream

generation process, the image permutation

to get the cipher image. The experimental

process and substitution process. In the

results show that this algorithm ensures

first stage two different random numbers

high security and can be competitive for

matrix are generated based on a chaotic

image encryption.

standard map. In the second stage the

first stage. First shuffle the image once

H.A New Image Encryption Algorithm
based on Logistic Chaotic Map with
Varying Parameter (Liu, Lingfeng, and
Suoxia Miao, 2016)

and take the transpose of the one round

Lingfeng Liu et a. [8] proposed a new image

permuted image. Then the transposed

encryption algorithm based on parameter-

image is permuted for the second time.

varied logistic chaotic map and dynamical

The third stage is the substitution stage

algorithm. The parameter varied logistic

where the pixels in the permuted image are

map resist the phase space reconstruction

substituted using a combination of simple

attack. The parameter varied logistic map is

matrix manipulations and digital circuits.

used to shuffle the plain image, and then

This process also requires a new random

use a dynamical algorithm to encrypt the

number matrix. This scheme sustains any

image. In this paper, a shuffling algorithm

intrusion, and ensures safety of the image.

is described based on parameter varied

G. A New Image Encryption Method
Based on Knight’s Travel Path and True
Random Number (Sivakumar, T., and
Raman Venkatesan , 2016)

logistic system. The experiment results

pixels of original image is shuffled twice
using the random matrix generated in the

show that this algorithm ensures high
security and can be competitive for image
encryption.

Travel Path and true random number.

I. Image Encryption Based On Arnold Cat
Map and S-Box (Gupta, Priyanka, Sonia
Singh, and Isha Mangal, 2014)

The Knight’s Travel Path is used to scan

Priyanka

the pixels of an image in the appropriate

Manga [9] introduced an image encryption

pattern to permute the pixels position and

technique based on the combination of the

to obtain the scrambled image. It will ensure

pixel shuffling and S-box of AES encryption

confusion. The scrambled image is further

algorithm. Arnold cat map is used to shuffle

XORed with the randomly generated keys

the positions of the image pixels in the

to get the cipher image. In this approach,

spatial-domain. Then the shuffled image is

the pixel position permutation is performed

encrypted by nonlinear byte-substitution

for the randomly chosen initial positions

using S-box. These two steps are performed

of the Knight at , 5) with chessboard order

for k iterations. They have experimentally

of 32 X 32. The pixel position permuted

demonstrated that the algorithm has an

T Sivakumar et al. [7] introduced an image
encryption method based on the Knight’s

Gupta,Sonia Singh

and

Isha
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appropriate resistance against statistical

correlation coefficients of the various

attacks but it is weak against differential

methods.

analysis.

UACI values, and Table3 represents the

III.COMPARISON OF RESULTS
A comparison of various chaos based
encryption techniques discussed above is
given in Tables 1,2 and 3. Table 1 shows the

Table

2

shows

NPCR

and

information entropy. By analyzing the table
we can easily understand the methods,
advantages and disadvantages of each
technique.

TABLE 1: Comparison of three different correlations

Methods
[1]

[2]
[3]
[4]
[5]

[6]
[7]
[8]
[9]

Horizontal
-0.0475(R)
-0.0016(G)
-0.0118(B)
-0.0020(img1)
0.0054
-0.0064
0.0636(R)
0.075(G)
0.0591(B)
0.0006
0.05
0.0821

Correlations
Vertical
0.0196(R)
0.0012(G)
0.0196(B)
-0.0095(img1)
0.00943
0.0107
0.0548(R)
0.0683(G)
0.0508(B)
Not given
0.0081
0.04
0.0489

Diagonal
0.0135(R)
0.0105(G)
0.0364(B)
-0.0015(img1)
0.0085
0.0051
0.053(R)
0.0564(G)
0.048
0.0012
0.02
Not given

TABLE 2: Comparison of NPCR and UACI values

Methods
[1]

[2]
[3]
[4]
[5]
[6]

NPCR
99.62(R)
99.43(G)
99.24(B)
99.6643(IMG1)
99.6343
99.61
99.3922
99.61

UACI
33.46(R)
33.21(G)
33.83(B)
28.9754(IMG1)
33.5274
33.51
24.4334
33.5

29

[7]
[8]
[9]

99.6323
0.99594

28.5758
0.33414
Not given

TABLE 3: Comparison of Entropy Values

Methods
[1]
[2]
[3]
[4]
[5]
[6]
[7]
[8]
[9]

Entropy of original image Entropy of cipher image
7.4767
7.9998
7.1024
7.9878
Not given
7.4767
7.9997
7.7697
7.7597
7.7578
7.9967
7.4578
7.9593
Not given
Not given

IV.CONCLUSION
In this internet world, the security for

Journal 10.3 (2018): 1-15.
[2] El-Latif, Ahmed A. Abd,

Bassem

digital images has become highly important

Abd-El-Atty, and Muhammad Talha.

since the communication by transmitting

“Robust

of digital products over the open network

medical images.” IEEE Access 6 (2018):

occur very frequently. In this paper, some

1073-1081

recent image encryption techniques have

encryption

of

quantum

[3] Diab, Hossam. “An efficient chaotic

been reviewed. A comparison of various

image

image encryption algorithms on the basis of

simultaneous

different parameters like imperceptibility,

diffusion operations.” IEEE Access 6

visual

(2018): 42227-42244.

degradation,

compression

cryptosystem

based

permutation

on
and

friendliness, speed and key space have also

[4] Yang, Bo, and Xiaofeng Liao. “A new

been done. All the techniques are suitable

color image encryption scheme based

for

Each

on logistic map over the finite field Z

technique is unique in its own way, which is

N.” Multimedia Tools and Applications

real-time

image

encryption.

(2018): 1-19.
[5] Khalaf, Abdulrahman

suitable for different applications.
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Abstract
Software development firms have adopted different models and frameworks to improve the
state of their software engineering practices. These Software Process Improvement(SPI)
efforts facilitate organisational change, technology transition and bring profound results
in creating quality software. This article examines the significance of SPI efforts in software
development firms and the factors that influence the implementation of SPI.
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1.INTRODUCTION

practices, and transformations that people

In the recent years, due to the dynamic use to develop and maintain software and
growth of business needs, there has been the associated products (e.g., project plans,

a correspondingly significant increase in design documents, code, test cases, and user
rapidly changing customer requirements. manuals). A softwareprocess can be defined
So software development firms should have as the coherent set of policies, organizational
technologies,
procedures,
stable, disciplined and mature processes structures,
to create quality products. The key success andartifacts that are needed to conceive,
parameter behind this achievement is the develop, deploy, andmaintain a software

continuous and systematic execution of product.As an organization matures, the
efforts to improve the existing software software process becomes better defined

But process becomes better defined and more
software firms face certain limitations and consistently implemented throughout the
challenges in reaching process improvement organization. Process defines a framework
processes

objective.

and

working

methods.

II.SOFTWARE PROCESS
IMPROVEMENT

for a set of Key Process Areas (KPAs) that

must bestablished for effective delivery of
software engineering technologyA process

Software Engineering Institute (SEI) defines integrates people, methods and and tools
software process as a set of activities,methods, resulting in the improvement of product
32

efficiency and quality.

their own significance in guiding and

Software Process Improvement (SPI)

improving existing software processes. The

activities transform the existing approach to

points to be considered while discussing

software development into something that

software process improvement activity are

is more focused, more repeatable and more

•

SPI models allow to align the way of

reliable in terms of quality of the software

developing software and create stable

produced and timeliness of delivery. It is the

processes

modification of the current software process

sharing.

methods in a software development firm.

•

that

enables

knowledge

Helps in addressing scalability to leverage

SPI focuses on addressing how to improve

the resources of the organization and to

the capabilities of a software development

examine business trends.

organization

through

maturing

and

•

SPI models provide the infrastructure

comparative benchmarking of its software

and stability necessary to deal with the

processes. Many organizations seek to

changing technology.

assess their processes and raise the quality

•

Improving the process makes the use of

of their software by improving process

technology to be competitive, disciplined

performance. This is termed as process

and mature thereby maximizing the

improvement.

productivity.

The various traditional software

•

SPI

efforts

help

workforce

ISO (International Standards Organization)

objectives by helping them to work

series, CMMI (Capability Maturity Model

smarter, not harder and with improved

Integration), Six Sigma, TQM (Total Quality

consistency.
•

Improves

meet

organization

process improvement methodologies are

Management), IDEAL etc.

to

the

the

the

business

effectiveness

and

III.ROLE OF SOFTWARE PROCESS
•
IMPROVEMENT MODELS

efficiency of processes.

Software Process Improvement models

software in time, with an unmanaged

play a multifaceted role in the growth of a

process.

It is difficult to produce high quality

software development firm. Improvements

IV.FACTORS THAT INFLUENCE SPI

can be implemented on an ad hoc basis, but

There are several factors that affect the

systematic process improvement guided by

implementation and deployment of SPI in

models or standards is the most effective

software development firms. These factors

and efficient approach to improve the

can be grouped into:

quality, productivity, and predictability of

•Critical Success Factors(CSF)

software development, acquisition, and

•Critical Resistance Factors(CRF)

maintenance efforts. Each of the traditional

Critical Success Factors

models used by software firms have

There are certain elements in software firms
33

that help them to reap the multifaceted

•

benefits of SPI. These aspects can be grouped
into critical success factors or key factors

model.
•

that lead to a successful implementation of
SPI. They are:
•

Systematic

management

procedures
•
•

Management commitment and support
Staff involvement in SPI as SPI leaders
Knowledge and training in SPI

•

Focus on organizational process

•

Organizational culture and knowledge

through SPI efforts are high, there are some
barriers or hurdles in the implementation
of SPI making the path to maturity long and
difficult for software development firms.
Some of them are:
management

support

and

commitment
•

Lack of quality policies

•

Ad hoc procedures

•

Organizational politics

•

Lack of focus in the key requirements of
the organization

•

Shorter time frames in completing the
Concurrent focus on many improvement
Financial restrictions in implementing
Stringent

documentation

and

V.STEPS IN IMPLEMENTING SPI
The demand for reliable and quality
software firms have sharpened the focus on

Even though the benefits and value created

Poor

implementation

software is increasing at a rapid pace and

Evaluating the growth of SPI

Critical Resistance Factors

•

SPI

and

procedures for most SPI models

sharing
•

in

experience

SPI
•

•

training,

areas
•

or change agents

of

projects
•

for SPI efforts

Lack

knowledge
•

project

Unrealistic expectations for the SPI

Unrealistic expectations for the SPI
model

•

Lack of quality policies

•

Ad hoc procedures

•

Organizational politics

•

Lack of focus in the key requirements

improving software processes. The steps to
be followed in implementing SPI are:
1. Assessment of existing software process
and software engineering practices to
uncover both strength and weakness.
2. Education and training for practitioners
and

managers

on

concepts,

methods,

technology and quality related topics for
process improvement.
3. Selection of process characteristics and
tools that best suits the organization.
4. Redesigning the software process by
identifying, applying and refining new
techniques
and

to

transform

dramatically
software

improve

processes

by

considering the existing process(“as-is”),
transitional process(“here-to-there”) and
target process(“to-be”).
5. Evaluation or assessment of the degree to
which changes have been instantiated and
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adopted, and the status of the progress in
quality.

East Technical University ,(2009).
[5] Wiegers Karl E., Process Improvement

VI.CONCLUSION

that Works,

Software

It can be concluded that software process

Magazine,

improvement plays

processimpact.com.
Yo n g h u i C A O , S o f t w a r e P r o c e s s

a

pivotal role in

bringing quality and maturity in software
development firms. The key to survival of

[6]

7(10),

Development

(1999)

http://www.

Improvement Framework Based on

a software development firm is continuous

CMMI Continuous Model Using QFD,

process

IJCSI International Journal of Computer

improvement.

Organizational

factors as well as human factors play a vital
role in the success of implementation of SPI.
Getting a deeper, wider and more accurate
picture of organizational procedures in
managing software projects can result in
improving existing software process from
time to time.
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Abstract
A lot of researchers from different continents are putting their effort to build automated
gait recognition systems. Advances in the precision of automated gait recognition suggest
that this knowledge could before long form the basis for a new generation of security
systems. It could also support various areas like human detection, identification, sports
medicine, physiotherapy etc.

Keywords: human detection, identification, gait analysis, criminal
identification

I. INTRODUCTION

Passive/Non-Invasive

method.

Active

A biometric is a measure to quantify the biometrics require a person’s cooperation
identity of a human based on a physiological and will not work if they deny their
(face, ear, eye, iris, retina, hand geometry participation in the process. Passive
fingerprint or voice) or behavioral (speech, biometrics does not require a user’s active
keystroke) participation and can be successful without
characteristic.It is an efficient personal a person even knowing that they have been
identifier since it is unique to and is analyzed. Gait analysis is classified under
embodied in each person, so it cannot behavioral and non-invasive biometrics.
gait,

signature

gesture

and

be forgotten, lost or stolen like other
conventional identification methods such as
cards and passwords.
A. Types of biometrics
Biometrics is cataegorized into Physiological
and Behavioral Biometrics based on the
biometric trait used for the system.
Another classification based on the method
through which biometric information

is

collected, divides the biometric in to two.
They

are

Active/Invasive

method

Figure 1:Biometrics

and
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iris, voice, and signature can be captured
only by physical contact or at a close
distance from the recording probe.
Gait analysis is useful in the field of
Advanced

Security

[1],

sports/Fitness

and Medicinal Advancement. It includes
Realization of a person’s unique Gait
signature and calculating Gait parameters
by extracting Region of Interest from
captured sagittal view of a person using
Figure 2:Categories of biometrics

II. GAIT BIOMETRICS
Everyone knows that it is easily possible
to recognize a friend or family member
from their walk even from a distance.
Researchers around the globe are trying
to build computerized gait recognition
systems. Recent advances in the accuracy
of automated gait recognition suggest that
this technology could soon form the basis
for a new generation of security systems
Gait is a person’s manner of walking.

optimized algorithms.
Gait analysis can be done mainly
using one of the three following approaches:
1. Using wearable sensors [2]
2. Using floor sensors and
3. Image processing. I am interested in
image processing methods.
In gait analysis observation of an entire
gate cycle and study of multiple features
can lead to successful person detection.
Given below is a diagram showing an entire
human gate cycle showing various phases.

Biometric gait recognition refers to verifying
and/or identifying persons using their
walking style. Human recognition based
on gait is relatively recent, compared to the
traditional approaches such as fingerprint
recognition. Compared to other biometrics,
gait has some unique characteristics. The
most striking feature of gait as a biometric
trait is its unobtrusiveness, i.e., the fact that,
unlike other biometrics, it can be captured
at a distance and without requiring the
prior consent of the observed person. Most
other biometrics such as fingerprints, face,

Figure 3:Phases of a complete gait girl
Gait analysis generally follows one of the
following

two

approaches

namely the

Model-based approach and the modelFree Approach. Model-free gait recognition
technologies use gait features extracted
directly from images captured from human
walking sequences. Most of these model37

free techniques use silhouettes or partial
silhouettes

of bodies to

analyze

Step angle, Gate phases,Posture

III. CHALLENGES

gait

information.Model-based gait recognition

Implementing

techniques classify based on human body

identification system for large population

structures and skeletal data.[1]

in a real application is still challenging due

a

gait-based

personal

to the fact that the imaging of natural gait
being easily influenced by various factors,
such as scene structure, illumination,
clothing

variation,

conditions,

Figure 4:Gait Recognition Technology

footwear,

walking

speed,

carrying
occlusions

and camera views[3]. In order to obtain

Let us focus on the model free mechanism

acceptable recognition rate, it is important

as it is simple and fast to process. Figure 5

to obtain good segmentation of the gait

depicts the sequence of steps used in the

silhouettes. However, many factors often

most common methodology used in model

lead to inaccuracy in the segmentation,

free image processing based gait analysis

e.g., similarity of colours between the

[4][5].

subject’s clothes and background, changes
in background due to illumination or
appearance of new objects etc.

IV. CONCLUSION
Gait

analysis

momentum

as

is
a

currently
successful

gaining
analyzing

tool in applications like medical analysis

Figure 5:Model Free Image
Processing based Gait analysis

especially sports medicine, physiotherapy,
access

control,

criminal

identification

Video capture can be done with the help of

using surveillance cameras etc.

A lot of

standard video cameras or by cc TV cameras.

research is going on in areas of feature

Video to frame conversion, background

extraction, training and classification of

subtraction and silhouette extraction can

gait silhouettes. Sooner gait based human

be considered as image preprocessing

detection is going to be an important

steps for segmenting out the region of

security mechanism.More efficient human

interest from a frame. There are multiple

detection can be achieved by obtaining

features that could be extracted and used

good segmentation of gait silhouette.[6]

for recognition. Major gait features used for

Efficiency in human identification can be

gait based human identification are: Stride

increased by Multi Modal Approach where

velocity, Step length, Stride length, Cadence,

we can combine gait analysis together with
38

Gait Recognition: Approaches Datasets

other existing biometrics.

and Challenges” 4th international
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Abstract
Generation of clean karaoke tracks is still an unsolved fundamental research problem
in Digital Music Technology. Today, there is a high demand for karaoke tracks among
amateur and professional singers. Even though a lot of karaoke tracks of popular songs
are available online, there still exist even more songs for which the karaoke tracks are
not available. This paper describes some of the existing automatic karaoke generation
methods, which can suppress or extract the vocal portion in audio music signals

Keywords- Vocal Sepaartion, Karaoke Generation, MIDI,
HPSS

1.INTRODUCTION
Karaoke of a song is the track of the song
without the vocal part. Karaoke is said to be
invented in 1971 [1], and it is regarded as one
of the earliest examples of technology-based
music applications for amateur music fans.
It is currently one of the major ways of enjoying music, and is considered as one of
major leisure activities. Songs created by
amateur musicians that are typically distributed through web sites, have become considerably popular recently, especially in the
last decade. Recent growth of the web-based
music community prompts many amateur
musicians to upload their songs, and many
listeners enjoy these songs as well as the

songs created by professional musicians.
Today there is a high demand for karaoke tracks among amateur and professional
singers. Even though a lot of karaoke tracks
of popular songs are available online, there
still exist even more songs for which the karaoke tracks are not available. At present,
there is no foolproof automatic method to
generate karaoke tracks from original song
tracks. The current techniques of creating
karaoke for these kinds of songs is very expensive because the current karaoke systems require pre-made MIDI data, which
are created manually by skilled craftspeople who have the ability of music dictation.
Hence research to develop techniques that

40

can generate karaoke signals automatical-

corded tracks of a song. It only requires the

ly from mixed music signals, such as MP3

already-mixed music audio signals (such as

data, have very high significance.

ordinary CDs, MP3 data, etc.) The system

II. EXISTING METHODS

enables users to reduce the vocal part and

In order to create karaoke data from mixed

change the key of accompanying sounds.

music signals, there are mainly two ap-

Euterpe is aimed at generating a karaoke

proaches:

signal automatically from a wider range of

A.Audio−>MIDI−>MIDI−>Audio

music signals, especially monaural (mono-

This approach uses the following sequential

phonic) music signals, to which the simple

processing:

center-removal-based karaoke generation

(1) Audio to MIDI (Musical Instrument Dig-

techniques cannot be applied. This system

ital Interface, a standard which provides

has two functions: singing voice suppres-

symbolic musical information) conversion

sion and key conversion.12The singing voice

based on general music transcription tech-

suppression is based on two-stage HPSS

niques such as multiple F0 analysis [2].

(Harmonic/Percussive Sound Separation),

(2) Estimate which parts of the MIDI data

which is effective as a vocal enhancer. The

are vocal, and delete them from the MIDI

technique also works effectively as a vocal

data.

suppressor. Singing voice may be regarded

(3) MIDI −> Audio synthesis, which is a triv-

as a stationary signal in a very short peri-

ial task in computer music technology.

od (in milliseconds), but it may not be so in

However, this approach is not easy till date

a very long period (in seconds), due to its

because there are still many difficulties

fluctuations. The relative time-scale de-

to solve the sub-problems(1)and (2) listed

cides whether a singing voice appears as a

above.

harmonic (stationary) signal or percussive

B. Audio −> Audio

(non-stationary) signal. Using this property

Another approach is the direct audio-to-au-

of singing voice, Euterpe extracts the vocal

dio conversion, using signal processing

part from a music signal by applying the lo-

techniques. A prominent work in this area

cal convolutive operation HPSS twice [3].

is an interactive music player named Eu-

HPSS separates a music signal into har-

terpe which generates quasi-karaoke sig-

monic components and percussive compo-

nals from ordinary music signals [3]. It is

nents. That is:

probably the only real-time automatic ka-

(Input) + HPSS(L1)−> (Harmonic including

raoke system that integrates two important

Vocal) , (Percussive)

features: singing voice suppression and key

where L1 is a frame length of STFT (Short-

conversion.

time Fourier Transform).

Euterpe does not require separately-re-

To the contrary, if applied to a spec41

To the contrary, if applied to a spectrogram

like CenterPanRemover and some plugins

of long frame length L2 >> L1, HPSS sep-

for the software Audacity [4] are based on

arates the same signal quite differently in

this method or its variant. This approach is

the following way:

based on the common practice of the pres-

(Input) + HPSS(L2) −>(Harmonic), (Fluctu-

ent day professional music creation pro-

ated + Percussive)

cedure that all the instruments including

Since singing voice often has fluctuations,

singing voice are separately recorded, and

vocal components tend to be separated into

the vocal component is placed on the cen-

“percussive” component in this case. There-

ter, when all the parts are mixed down by

fore, applying HPSS twice on differently-re-

recording engineers. That is, both left and

solved spectrograms, a signal can be sepa-

right channels contain almost exactly equal

rated to three components: the harmonic

vocal components and the channel subtrac-

(e.g., guitar), the fluctuated (e.g., vocal), and

tion cancels the vocal component, resulting

the percussive (e.g., tabla). That is:

in the karaoke of the song.

(Input) + Two stage HPSS−>(Harmonic),

A drawback of this simplest method is that it

(Vocal), (Percussive)

can be applied only to stereo music signals.

An advantage of this approach is that it does

In addition, the creation procedure should

not need any explicit models, no training

be based on the professional convention.

data of singing voice, which may be com-

That is, the technique may not work effec-

plicated or may be infeasible for real-time

tively for live recordings and cannot be ap-

processing. The two-stage HPSS just need

plied to monaural signals. In order to cov-

two operations: FFT and the convolutive

er a wider range of recordings, a technique

operation (namely HPSS). it works in re-

that automatically removes singing voice

al-time (on-line) since the streaming HPSS

based on its nature, not on the recording

is basically a one-pass technique.

convention, is needed. To date, the number

The key conversion in Euterpe is based on

of academic literature that principally fo-

the pitch shift technique based on phase

cused on this task seems limited. Howev-

vocoder. It works in real-time and it keeps

er, some automatic audio-to-audio karaoke

the timbre of the sound.

generation techniques were proposed, such

C. Vocal Suppression

as the techniques based on Bayesian model

For stereo music signals, there is a wide-

[5], F0 estimation [6], Deep Leaning [7] and

ly-known simple method to generate a

RPCA based model [8].

karaoke A quasi-karaoke signal can be

D. Vocal Extraction

obtained just by subtracting the right chan-

In the music signal processing communi-

nel.from the left channel of a stereo signal.

ty, the opposite side of the karaoke gen-

Many free automatic karaoke generators

eration task, namely vocal extraction (en42

hancement), has been attracting more in-

monicity and Spectral Smoothness”,

terest. The aim here is not to remove the vo-

IEEE Transactions on Speech Au-

cal, but to separate it from the orchestra in

dio Process, Vol.11, No.6, pp.804–816

order to enhance it. There have been many
studies including Hsu & Jang’s unvoiced

(2003).
[3] Tachibana,H.,

singing voice enhancement [16], techniques

Sagayama,

based on Nonnegative Matrix Factorization

dio-to-audio Karaoke Generation Sys-

[10], two-stage HPSS [11] etc. Of these, two-

tem for Monaural Recordings Based

stage HPSS [11] has an advantage that it

on Singing Voice Suppression and Key

performs well in terms of GNSDR (General-

Conversion Techniques” Journal of In-

ized Normalized Signal to Distortion Ratio

formation Processing Vol.24 No.3 470–

[12]), it is efficient, and it works in real-time

482 (May 2016).

with a little latency. This technique is effective also as a vocal suppression technique,
and is used as a technical component of
automatic audio-to-audio karaoke systems.

CONCLUSION
An introduction to the research problem of karaoke generation, and a review
of some of the existing automatic karaoke
generation methods which can suppress
or extract the vocal portion in audio music signals are presented in this paper. The
task of generating clean karaoke tracks
remains to be an unsolved fundamental
research problem in Digital Music Technology and offers scope for rigorous research. Vocal extraction for enhancement,
the other side of the karaoke generation
task, also demands extensive research.
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Abstract
Machine monitoring has its importance in determining conditions of different machine
parts for forecasting various mechanical failures. With the view of eliminating undesired
maintenance costs and production loss, condition monitoring has been adopted in different
sectors. For predicting the life of different machine components a method called “Machine
Fault Diagnostics and Condition Monitoring using Augmented Reality and Internet of
Things” is proposed here. The main objective of the method proposed here is to diagnose
a machine and its parts by monitoring different parameters like temperature, pressure,
speed, vibration noise etc., to predict overheating, wear and tear or any other kinds of
defects. The values of these parameters will be taken to analyze the working conditions
of different machine components and finally to predict their life. IoT has its importance
in making the machines connected by employing sensors which are mounted onto the
machine parts for collecting data from them. Sensors like temperature sensors, pressure
sensors, vibration sensors, proximity sensors etc., are most commonly used for condition
monitoring. Machine parts that can be taken for monitoring may include gearbox, engine
parts or even any kinds of pumps can be used. Data collected will be deployed to cloud
servers like Thingspeak or MQTT Broker for further analysis in the future. Thingspeak
with the assistance of Mathlab, allows visualization of data. These data will be taken and
visualized using augmented reality in any devices like hololens, tablets or smartphones by
building an android application with the help of a developing environment called Unity.
The users will be able to see a visual overlay of the collected data which gives the health
information of the machines that help them to infer whether a component is to be replaced
or not. Thus continuous evaluation is made possible and minute defects can be detected
before the occurrence of a catastrophic breakdown. The benefits of this type of method
include reducing downtimes of machinery along with production losses and an accurate
maintenance scheduling is possible.
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1.INTRODUCTION

world. The view is made interesting using

Internet of Things (IoT) which is also called

different devices like HUD (head-up dis-

“Internet of Everything” is one of the leading

play), Hololens, smart phones, tablets and

technologies that has an inevitable role in

many others. It helps in making the inter-

the forthcoming technological revolution.

action of the user with the environment an

IoT defines a connected world of different

easy task. AR has its uses in medical field,

physical objects that are able to communi-

navigation, education, disaster detection

cate with each other. The technology has its

and for different training processes. Some

significance in describing any object (can

of the applications are shown in Fig 1 The

include a wide variety of devices like elec-

combined technology called ARIoT (Aug-

trical devices, machines, automobiles, home

mented Reality & Internet of Things) has

appliances etc.,) in a digital form which

opened the wide gates for various appli-

makes them to be identified easily by others.

cations that can sooth the work and life

Hence IoT have a wide range of applications

styles of the users. Machine Fault Diag-

like home automation, environment moni-

nostics and Condition Monitoring is one

toring, energy management, transportation,

of the important applications of ARIoT.

medical assistance and the list goes on. The

In this work, marker based Augmented

uses and impacts made by this technology

Reality android application is developed

on our life is numerous. As new devices are

to monitor the working of machine parts.

being added to be connected with IoT the

Sensors like temperature sensor, pressure

complexity will also increase and is a top-

sensor, proximity sensor, vbration sensor

ic to be considered immediately in future.

etc. can be mounted at different locations

The second comes the Augmented Re-

of the machines to monitor the parameters

ality (AR) which is also one of the marvel-

like temperature, pressure, object detec-

ous technologies of the recent times. Un-

tion, vibration. Thus the application pro-

like virtual reality that can take a person

vides the visualization of the data collected

to some virtual world using some devices

from those sensor. After the analysis of the

(Google Cardboard, VR bundle etc.,) AR is

data, the condition of the machine can be

able to bring some virtual objects to the

predicted. Notifications and warning can be

real world using some computer generat-

given to the user in this manner. Thus the

ed components like audio, image video etc.,

operator can monitor different machines

or changing the user’s perception of real

remotely without getting his hands dirty.
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II.LITERATURE SURVEY

malfunctioning of the smartphone occurs

M. Ezhilazhahi et al. proposed IoT based

the sensors can then connect to other

Plant Soil Moisture Monitoring with the

devices that are available at the vicinity.

help of Wireless Sensor Networks [1] to

Thus the transmission is done without any

develop a remote monitoring system to

interruption. Reports are generated with

monitor the soil moisture of the plant

the processed data and if any emergency

continuously. IoT enabled system for soil

happens stakeholders will be informed.

moisture monitoring is implemented here

Apurv Nigam et al. presented a prototype

in real time basis. Here soil moisture sensor

which was developed for farmers. It used

is used and is dipped into soil. The value

Augmented Reality for pests and insects

from the sensor will be displayed on LCD.

identification and their management [3].
Some of the insects are to be destroyed and
some are needed for the wellbeing of the
farm. Hence their identification is a major
tasks. As farmers are not aware or trained
for this, AR takes its role in assisting them
for performing this task in a much easy way.
E. Stylianidis et al. presented a model for
the real representation of the underground
networks

Figure1:Augmented Reality Examples
Raspberry pi is employed to collect the
data which is then uploaded to cloud. After
analyzing the sensor data the user can
monitor the level of water in the soil. Zain
Ul Abideen et al. defined an IoT Model for
Health Monitoring [2]. As people are very
much ignorant in monitoring their health
on a regular basis many new health issues
are rising on a large scale. This can be
avoided by the use of new smart devices and
by various communication methodologies.
IoT

aids

in

collecting

sensitive

data

from sensors that are connected to the
patient’s body. These data is then send to
the server using smartphones. If any kind

like

water,

electricity,

gas,

sewerage, etc. underground networks [4]. For
avoiding damages to existing infrastructure
that can lead to a huge money loss this
method was helpful. Accurate positioning of
these utilities are a much demanded tasks
and the digging operations are much risky
and dangerous and can also cause asset
and money loss. The method employs the
use of technologies like Augmented Reality
(AR), Global Navigation Satellite Systems
(GNSS), Geographic Information Systems
(GIS) and different sensors. With the aid
of these technologies, 3D visualization of
underground utilities are made possible.
Geodatabases are also used along with
these technologies for monitoring and
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management of the utilities.

finally pay them all. Teemu Leppanen et al.

Dongsik Jo et al. proposed a method

used, Web-based android AR applications

that uses AR and IoT together as ARIoT

along with IoT enabled devices [7]. The

for providing in-situ manuals for AR

work utilized a Web-based AR application

appliances [5]. The model has various

framework that runs in a web browser. The

services like identification of targets objects,

working of different devices are monitored.

fast recognition, tracking, extraction of

Here a coffee maker was taken which

important details and displaying visual

was given a visual tag. The coffee maker

overlay of the obtained details to the clients.

was connected to sensors. A mobile agent

AR is an interaction technology which have

was introduced to this IoT environment

wide applications that can enhance the

to monitor the state of the coffee maker.

user’s experience to their environment.

AR assisted in displaying the states of the

Markers will be attached to the target objects

coffee maker using this sensor data.

for their identification. Along with IoT, AR

III. PROPOSED SYSTEM

has its advantage in identifying connected

Machine Fault Diagnostics and Condition

objects. Nestor Lobo et al. implemented a

Monitoring is done for monitoring the

model called “Intelli-Mirror”objects. Nestor

working

Lobo et al. implemented a model called

Any machine part can be taken for the

“Intelli-Mirror” [6]. The model used image

experiment. It can be gearbox or a pump or

processing techniques for the detection of

a cooling fan. IoT has its role in collecting

users and for displaying images of clothes

sensor data and AR helps him providing

on the user. The need of continuously

visual effect for this data. AR can be

changing the garments for their selection is

implemented in many ways. It can be of

avoided here. Thus the switching between

different types like 1) Marker based, 2)

different garments is made possible by

Markerless based, 3) Projection based and

the application of AR and thereby reduces

4) Superimposition based. Marker based

the time of the customers for their trials.

Augmented Reality is used in this work.

Decision making is made easy and the

Architectural model of the work is shown

garments will also not get damaged that can

in Fig. 2. A coolant fan for controlling the

happen during trials. IoT implemented on

working condition of transformer is taken

Raspberry pi forms the base of Intelli-Mirror.

for study.

It can update to latest inventory. During

A. Hardware and Software Components

the
scanning
process,information
like name,size,price,and UID is also
provided to the user. The user can add
list of different garments to a cart and

1)Sensor: A sensor is a device or module

of

the

respective

machines.

that can collect information from its
environment and can also respond back. It
can take input from the environment and
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give output back to it.

2)NodeMCU: NodeMCU is a firmware based
on ESP-12 module and is open source. Fig.
3 shows NodeMCU. It has L106 32-bit RISC
microprocessor with 32 KiB instruction
RAM, 32 KIB cache, 80 KiB user data and
16 KiB system data RAM with 16 GPIO
pins. It is used as the WiFi module for
sending the collected data source. Fig. 3

Figure 2:Data Flow in IoT

shows NodeMCU. It has L106 32-bit RISC
microprocessor with 32 KiB instruction

The input parameters can be in any form like

RAM, 32 KIB cache, 80 KiB user data and

motion, pressure, moisture, heat, vibration

16 KiB system data RAM with 16 GPIO pins.

etc. The output can be converted to human

It is used as the WiFi module for sending

readable form and can be processed. A

the collected data

sensor should obey certain rules like it
should be sensitive to measured properties
and insensitive to others. Sensor modules
have an important role in making the objects
connected and smarter. IoT platforms
deliver their functions using these sensors.
The list of sensors is an endless one. Some of
them include temperature sensor, humidity
sensor, pressure sensor, proximity sensor,
accelerometer, gas sensor, chemical sensor,
water quality sensor, IR sensor, level sensor,
motion detectors etc. Main parameters
that are to be monitored are temperature,
pressure, vibration, revolutions per second
(rpm) and proximity detection. Hence
those sensors are mainly used for machine
monitoring. As temperature is an inevitable
parameter it can be considered for the
demo. DHT11 is the sensor used here which
can read both temperature and humidity
values. Fig. 3 shows DHT11. It is integrated
with 8 bit microcontroller and gives digital

Fig 3:DHTII & NodeMCU
3)Unity: Unity is a game engine that has
different applications. It supports crossplatforms which is used to develop games and
simulations that are both two dimensional
and three dimensional. Pokemon Go, Angry
Birds, Temple Run 2 etc., were developed
using Unity platform. It supports 27 different
platforms including Android, iOS, Windows,
Linux, Oculus Rift etc. Unity can be used
for developing an AR marker based android
application for providing the visual effect of
the sensor data and for monitoring the live
working of the machine parts.
4)Arduino

IDE:

Arduino

integrated

development environment (IDE) is an
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application written in java. Arduino IDE

6)Other Components: The working of the

is a cross platform application that has a

coolant fan is controlled. A 12V dc coolant fan

message area, a tool bar and a text console.

is used for maintaining a healthy operating

The code editor provides mechanism like one

temperature condition for the transformer.

click for compiling and uploading the codes.

Jumper wires of type male to male, male to

The program written on the editor is called

female and female to female are used here

a sketch that are files with .ino extension.

for establishing the connection setup. 12V

Both C and C++ is supported in this IDE.

dc source is also neededfor powering the

A software library is supplied by Arduino

coolant fan. A smart phone is required for

IDE. Every sketch will have two functions

running the android application which is

and uploading the codes. The program

used as a device for monitoring the coolant

written on the editor is called a sketch that

fan. This application provides the interface

are files with .ino extension. Both C and C++

for the user to monitor the workings.

is supported in this IDE. A software library

B.Methodology

is supplied by Arduino IDE. Every sketch

The task of machine monitoring can be

will have two functions:

partitioned into various modules. Selection

1) setup function which is called once after

of the machine component is the primary

every reset or power-up

task. Here a cooling fan which is used in

2) loop function which will be executed

transformers is considered for the demo.

repeatedly in the main program.

The various tasks for monitoring and

5)L293D motor Driver: L293D Motor Driver is

controlling the working condition of the

used for running the motor. It is a 16 pin IC

coolant fan is discussed here.

and is able to control two motors at a time

1)Collection of sensor data: Temperature

and in any direction. It works with the help

and humidity measuring sensor DHT11

of H-bridge circuit that can allow the flow of

is used for monitoring the conditions

voltage in any direction. It takes 5V as VCC

like temperature and humidity of the

which is the input for its internal operation

surrounding environment in which the fan

and VSS is the voltage that ranges from 9V

is placed. It is one of the accurate sensor

to 36V which is provided to run the motor.

used. DHT11 has three pins which are VCC,

The motor driver IC is shown in the Fig. 4.

GND and DATA OUT. The sensor is powered
by providing 5V to the positive pin and the
negative pin is grounded and the data out
pin is taken for the input data. Temperature
is measured in degree Celsius by the sensor
and humidity is read in percentage amount.

Fig 4:L293D Driver Motor

The data out value will be of 5V which
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cannot be taken as the input by the

lightweight messaging protocol that uses

NodeMCU. Hence the voltage is reduced

a communication pattern of publish and

to 3.3V using a level shifter created by the

subscription. MQTT protocol is used for

integration of three 1 resistors. The output

machine-to-machine communication that

is then given to the D2 pin of the NodeMCU.

has an important role in the world of IoT.

The values will be read continuously after

MQQT sessions normally have four stages

each 10 milliseconds. A sketch will be

that includes connection, authentication,

created in Arduino IDE that defines the

communication

code for reading the sensor values. This

these tasks will be carried out through a

code will be then uploaded to the WiFi

sketch which will be uploaded to the WiFi

module. Corresponding board (NodeMCU

module. Using a standard port (1883 for

1.0; ESP-12E Module) and port number

non-encrypted transmission and 8000

(COM 7) should be specified correctly for

for encrypted transmission) clients can

the proper working. The necessary libraries

be connected to the broker. CloudMQTT

for using WiFi facility, DHT11 sensor access

is the MQTT Broker whichis managed by

and MQTT protocol operations should also

the Mosquitto servers in the cloud. MQTT

be included in the code.

protocol is described in the Fig. 6 and Fig. 7.

2)Deploying

data

to

cloud:

After

and

termination.

All

the

collection of data from the DHt11 sensor,
it will be deployed to the cloud using
NodeMCU which is the WiFi module. The
connection setup is shown in the Fig. 5.
NodeMCU can only be provided with 3.3V
as input. Hence 3 resistors of 1k is used
to create a level shifter. Thus the output
signal of 5V is reduced to 3.3V. Data out

Fig 6: HiveMQ

from DHT11 after level shifting is given to
data pin 2. VCC and GND is given by the
NodeMCU module. The data collected will
be deployed to cloud. Cloudmqtt, which is
an IoT based cloud platform or HiveMQ
dashboard which is a browser based MQTT
Broker and Things peak can be used for
this purpose. Message Query Telemetry
Transport (MQTT) is the protocol used for
transferring the data to the cloud. It is a

Fig 7: CloudMQTT
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Initially the connection is established with

Using Vuforia, a 3D model for the coolant

the broker using the server name and

fan is created. The fan in the model can

port number. After that NodeMCU will be

work with the same speed of the coolant fan

continuo usly sending values to the broker

if the speed value is provided to it.

within a time interval of 10 milliseconds.

4)Analysis of data: Next comes the data

The values will be published under a single

analysis part. The temperature and sensor

topic name. For each type of messages

values received in unity will be displayed

a unique message topic is needed. Any

to the user through the interface along

number of clients that are connected to the

with the 3D model. Here a threshold value

same broker can subscribe these sensor

is set for the temperature representing

values under the same topic name.

normal working of the fan. Threshold values

3) Taking values to Unity:Using the same

should be taken in such a way that it will

MQTT protocol the sensor data can be taken

satisfy minimum needed criteria. If the

from cloud to unity engine. This will be

temperature is above this value it is indicated

achieved by subscribing the sensor values

that the environment is overheated and

from the broker. M2MQTT packages should

is to be cooled. For this a calculated value

be imported in unity for performing this

is send back to the device for increasing

task. Host name and port number should

the speed of the fan inorder to cool the

be correct for the proper connection.

working environment. If the value is below

Vuforia is a Software Development Kit for

threshold, the speed should be reduced for

android devices that aids in generating

increasing the temperature. So a two way

marker based or markerless based AR

communication can be established here.

visualization applications. It can assist the

Humidity value can also be considered along

users for the creation, position tracking

with temperature value.or increasing the

and view of virtual objects in the real

temperature. So a two way communication

world. Some threshold values are set for

can be established here. Humidity value can

the perfect working of the fan and the

also be considered along with temperature

data is processed. By using Unity when

value after receiving the sensor values, the

the fan is scanned a 3D model of the fan

speed of the fan is controlled according to

is seen on the application created by the

the value send by the user. After analyzing

user. The values taken from the cloud is

the sensor values, these will be displayed

also displayed along with the model. The

along with the current status of the working

main purpose of Unity is to create a user

environment on the user interface using

interface through which sensor values are

the AR visualization method. Notifications,

displayed along with the working model

warnings and suggestions can also be

and the controlling is also made possible.

provided to the user.
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the

gearboxes, cooling fan etc. It will be of great

speed value to the broker, NodeMCU will

impact, if the life of different components

subscribe this value. According to this

can be predicted. Sensor data is taken for

value the dutycycle will be varied. Using

analyzing the working conditions of these

the L293D Motor Driver IC, the speed of

components. If any minor damages have

the coolant fan will be controlled. Thus

occurred which can be managed by the

maintaining a perfect working condition

operator by sending some commands to

for the transformer. Pins 1 and 16 should be

the device, he can perform the task without

enabled in the IC. Input to the fan motor is

opening the machine which in turn is a

provided from output pins 3 and 6. Power

tedious task. So by the use of both AR & IoT,

will be provided using pin 8 (VCC). Pin 5

the machines can be made connected to the

should be grounded and connected to the

worker.

5)Speed control:

After

publishing
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Abstract
Big Data Analytics and Deep Learning are two high-focus areas of data science. Deep
Learning algorithms extract high-level, complex abstractions as data representations
through a hierarchical learning process. Complex abstractions are learnt at a given
level based on relatively simpler abstractions formulated in the preceding level in the
hierarchy. A key benefit of Deep Learning is the analysis and learning of massive amounts
of unsupervised data, making it a valuable tool for Big Data Analytics where raw data is
largely unlabeled and un-categorized. Currently, Deep Learning is a very active research
area in pattern recognition and machine learning society. It has achieved unprecedented
success in applications of essential fields such as Computer Vision, Speech and Audio
Processing, and Natural Language Processing. Every day there are enormous amounts of
data generated by multiple sources. So the term of data is converted to Big Data which face
challenges in information acquisition and decision-making processes. Dealing with these
data can be supported by Deep Learning capabilities, especially its ability to deal with both
the labeled and unlabelled data which are often collected abundantly in Big Data. So Deep
Learning is recently coming to play a significant role in reaching solutions for Big Data
analytics.

Keywords—cancer; machine learning; artificial neural
networks; support vector machine; Decision Tree

I.INTRODUCTION

level (more abstract) features are defined in

Deep Learning algorithms are one promising terms of lower-level (less abstract) features.
avenue of research into the automated The hierarchical learning architecture of
extraction of complex data representations Deep Learning algorithms is motivated
(features) at high levels of abstraction. by artificial intelligence emulating the
Such

algorithms

hierarchical
and

develop

architecture

representing

data,

a

layered, deep, layered learning process of the

of

learning primary sensorial areas of the neocortex

where

higher- in the human brain, which automatically
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extracts features and abstractions from from

challenges

the underlying data [1-4]. Deep Learning

data analysis, including format variation

algorithms

when

of the raw data, fast moving streaming

dealing with learning from large amounts

data, trustworthiness of the data analysis,

of unsupervised data, and typically learn

highly distributed input sources, noisy

data representations in a greedy layer-wise

and poor quality data, high dimensionality,

fashion [5].

scalability of algorithms, imbalanced input

Big Data represents the general realm

data, unsupervised and uncategorized data,

of problems and techniques used for

limited supervised/labeled data,etc.

application

are

quite

domains

beneficial

that

collect

and

maintain massive volumes of raw data for
domain-specific data analysis. Modern
data-intensive technologies as well as
increased computational and data storage
resources have contributed heavily to the
development of Big Data science. Technology
based companies such as Google, Yahoo,
Microsoft, and Amazon have collected and
maintained data that is measured in exabyte
proportions or larger. Moreover, social
media organizations such as Facebook,
YouTube, and Twitter have billions of
users that constantly generate a very large
quantity of data. Various organizations
have invested in developing products using
Big Data Analytics to addressing their
monitoring, experimentation, data analysis,
simulations, and other knowledge and
business needs, making it a central topic in
data science research.
Mining and extracting meaningful patterns
from massive input data for decision
making, prediction, and other inferencing
is at the core of Big Data Analytics. In
addition to analyzing massive volumes of
data, Big Data Analytics poses other unique

for

machine

learning

and

II. DEEP LEARNING IN
DATAMINING AND MACHINE
LEARNING

The

main

concept

in

deep

leaning

algorithms is automating the extraction of
representations (abstractions) from the data.
Deep learning algorithms use a huge amount
of unsupervised data to automatically
extract

complex

representation.

These

algorithms are largely motivated by the
field of artificial intelligence, which has the
general goal of emulating the human brain’s
ability to observe, analyze, learn, and make
decisions, especially for extremely complex
problems. Work pertaining to these complex
challenges has been a key motivation
behind Deep Learning algorithms which
strive to emulate the hierarchical learning
approach of the human brain. Models
based on shallow learning architectures
such as decision trees, support vector
machines, and case-based reasoning may
fall short when attempting to extract useful
information

from

complex

structures

and relationships in the input corpus. In
contrast, Deep Learning architectures have
the capability to generalize in non-local
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and

global

patterns

ways,

and

generating

learning

relationships

beyond

immediate neighbors in the data [2]. Deep
learning is in fact an important step toward
artificial intelligence. It not only provides
complex representations of data which are
suitable for AI tasks but also makes the
machines independent of human knowledge
which is the ultimate goal of AI. It extracts
representations directly from unsupervised
data without human interference.

amounts of data and data collected
from different sources. One example of
application of Deep Learning in Big Data
is Microsoft speech recognition (MAVIS)
that is using Deep Learning enables
searching of audios and video files
through human voices and speeches.
Another usage of Deep Learning on Big
Data environment is used by Google
company for Image search service. They
used Deep Learning for understanding

Deep Learning is about learning multiple

images so that can be used for image
annotation and tagging that is useful
for image search engines and image
retrieval or even image indexing.

levels of representations and abstractions

III.BIG DATA ANALYTICS

that help to make sense of data such as

Big Data generally refers to data that

images, sound, and text. One of the unique

exceeds the typical storage, processing,

characteristics of deep learning algorithms

and computing capacity of conventional

is its ability to utilize unlabelled data

databases and data analysis techniques.

during training. We are able to discover

As a resource, Big Data requires tools and

intermediate or abstract representations

methods that can be applied to analyze

which are carried out using unsupervised

and extract patterns from large-scale

learning in a hierarchical fashion, One

data. The rise of Big Data has been caused

level each time then higher-level features

by increased data storage capabilities,

are defined based on lower-level features.

increased computational processing power,

It can improve classification modelling

and availability of increased volumes of

results and it has a major capability for

data, which give organization more data

generalization of learning.

than they have computing resources and

Deep Learning is a promising avenue
of research into automated complex feature
extraction at a high level of abstraction.

If we want to have a look of application

technologies to process. In addition to

of Deep Learning in Big Data, Deep

the obvious great volumes of data, Big

Learning deals mainly with two V’s of Big

Data is also associated with other specific

Data characteristics: Volume and Variety.

complexities, often referred to as the four Vs:

It means that Deep Learning are suited

Volume, Variety, Velocity, and Veracity. Big

for analysing and extracting useful
knowledge
from both large huge

Data Analytics faces a number of challenges
beyond those implied by the four Vs. While
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not meant to be an exhaustive list, some

hierarchically, through passing the data

key problem areas include: data quality

over multiple transformation layers [8].

and validation, data cleansing, feature

Therefore,

engineering,

and

are considered as Deep architectures of

data reduction, data representations and

successive layers in which a nonlinear

distributed data sources, data sampling,

transformation is applied to each layer’s

scalability of algorithms, data visualization,

input to provide a representation of its

parallel and distributed data processing,

output. In machine learning community,

real-time analysis and decision making,

Deep Learning can be used as a new tool that

crowdsourcing

and

semantic

input

helps in Big Data analytics. Deep Learning

for

improved

data

analysis,

tracing

algorithms are exposed to do well compared

and

analyzing

data

provenance,

high-dimensionality

Deep

Learning

algorithms

data

to relatively shallow learning architectures

discovery and integration, parallel and

at extracting global and non-local patterns

distributed computing, exploratory data

and relationships in the data. The extracted

analysis and interpretation, integrating

representations by Deep Learning can be

heterogenous data, and developing new

reflected as a real source of knowledge for

models for massive data computation.

decision-making,

In machine learning community, dealing

semantic indexing, and for other purposes

with Big Data can be supported by Deep

in Big Data analytics [8]. Deep Learning

Learning according to its ability to extract

algorithms and architectures are more

complex abstractions. It provides high-

aptly suitable to address issues related

level data representation from large-scale

to volume and variety of Big Data. Deep

data especially unlabeled data, which are

Learning can deal with massive amounts

collected abundantly in Big Data [7]. Big

of labeled and unlabeled input data. In

Data analytics problems can be summarized

addition, it can handle its incompleteness

as extracting hidden patterns from massive

and noise properties and provide high-

volumes of data, fast information retrieval,

level representations for it. Deep Learning

data

simplifying

can learn factors of data variation and

discriminative discriminative tasks. These

make effective integrating of different

problems can be better solved with the

data formats. It also can provide online

aid of Deep Learning. Deep Learning

learning, learning one instance at a time for

together with Big Data is reflected as the

handling fast coming of data streams. All

“big deals and the bases for an American

these capabilities are an aid to make Deep

innovation and economic revolution”.The

Learning an effective Big Data analytic tool.

indexing/tagging,

and

information

retrieval,

objective of Deep Learning is to learn a
complex and abstract data representation
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IV.DEEP LEARNING
CHALLENGES IN BIG DATA

There are several areas of Big Data where
Deep Learning needs extra exploration
to cover them. Deep Learning achieves
limited

progress

in

Learning

with

streaming data, distributed computing,
and dealing with high dimensional data.
A. Real-time Non-stationary Data
Real-time data refers that there is a highspeed generation of data, which needed to
be processed promptly. Nonstationary data
means that the distribution of data is varying
over time. Providing efficient analysis for
these data is profitable in monitoring tasks,
such as fraud detection [10]. Real-time
nonstationary data are frequently collected
and present a challenging area in Big Data
analytics. Finding an ideal feature set size
becomes difficult for largescale online
datasets whose distribution may change
over time.
Online incremental learning is considered
a solution for learning from such data
[5]. Incremental feature learning offers
an effective manner to learn from large
datasets through starting with a slight set
of initial features. The idea of such learning
is to add new feature mappings to the
existing feature set and then merge them
redundantly. In recent years, only limited
progress has been made on deep online
learning, it is important to acclimate Deep
Learning algorithms to be able to handle
large scale of online, real-time data streams.
B. Data parallelism
Big data often retains large scale of inputs,

high dimensionality attributes, and great
varieties of output. These properties lead
to high complexity of running time and
proposed models. Deep learning algorithms
with a central processor and storage
face a challenge in dealing with these
properties. Instead, distributed frameworks
with parallelized machines are desired.
Popular mini-batch stochastic gradient
techniques of Deep Learning are wellknown to be difficult to be parallelized over
computers. Novel architectures of sound
parallel learning algorithms needed to be
further developed to make Deep Learning
techniques scalable to large scale input data.
Parallel implementation utilizes clusters
of CPUs or GPUs in increasing speed of
training without decreasing the accuracy
learning algorithms.
The deep learning techniques have several
limitations in processing big data with
existing techniques. One of the major
reasons is processing the big and large
amount of data in vector space. However,
several

sophisticated

and

optimized

algorithms exist which can process data
with high speed and classify feature learning
with high accuracy.
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Abstract
In traditional video conferencing systems, it is impossible for users to have eye contact
when looking at the conversation partner’s face displayed on the screen, due to the disparity
between the locations of the camera and the screen. So the problem of gaze correction
is revisited by presenting a solution based on supervised machine learning. At training
time, the system observes pairs of images, where each pair contains the face of the same
person with a fixed angular difference in gaze direction. It then learns to synthesize a pair
of images from the the given image. After learning, the system gets the ability to redirect
the gaze of a previously unseen person by the same angular difference as in the training
set. Unlike many previous solutions to gaze problem in videoconferencing, the system
is purely monocular, i.e. it does not require any hardware apart from an in-built webcamera of a laptop. Being based on efficient machine learning predictors such as decision
forests, the system is fast and runs in real-time on a single core of a modern laptop. This
is a real-time system which has good robustness against different lighting conditions and
head poses, and it provides visually convincing and natural results while relying only on a
single webcam that can be positioned almost anywhere around the screen.

Keywords: Random Forest,Viola-Jones,Gaze redirection,Localization

I.INTRODUCTION

that they achieve eye contact. Few image

The word ”gaze” is synonym with the word parts have such a dramatic effect on
”look” and it means to fix the eyes in a the perception of an image like regions
steady intent look. Current context refers to depicting eyes of a person. Humans can
the person behind a display who is engaged infer a lot of information about the owner
in a tele-conferencing and is watching the of the eyes, her intent, her mood, and the
other interlocutor. ”Gaze” Correction” refers world around her, from the appearance
to the process of controlling and directing of the eyes and, in particular, from the
the ”gaze” or ”look” of each interlocutor so direction of the gaze.Overall, the role of
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gaze in human communication is long

cannot be applied to consumer level video

known to be very high [1]. The task of gaze

conferencing systems, which typically use

redirection i.e. the modification of gaze in

only webcams. Another common scenario

order to make an impression of changed

that needs gaze redirection are “talking

gaze direction emerges in several scenarios.

head”- type videos with teleprompting.

First and foremost, there is a problem of

Another example is movie post-production

gaze in video conferencing that has been

and photo editing in order to make gaze

attracting researchers and engineers for

direction consistent with the ideas of the

a long time. The problem manifests itself

photographer or the movie director. All

as the inability of the people engaged into

of these scenarios put very high demands

a videoconferencing to maintain gaze

on the realism of the result of the digital

contact. The lack of gaze contact is due

alteration, and some of them also require

to the disparity between the image of the

real-time or near real-time operation.

interlocutor’s face on the screen and the

Despite decades of research, finding a

camera. As a result, the gaze into the eyes of

monocular solution that would rely on the

the other person on the screen is perceived

laptop/portable device camera as the only

as a downward stare by the interlocutor.

image acquisition hardware remains an

Videoconferencing is becoming more and

open question.

more widely used with the introduction

The challenge is to meet the requirements

of both consumer and enterprise video

of (a) realism, (b) having gaze direction/

communication

allowing

viewpoint position altered sufficiently for

people in different locations to meet face-

reestablishing the gaze contact, (c) real-time

to-face with each other without having

performance. Meeting the first requirement,

to travel to a common location. However,

realism, is particularly difficult due to the

most current video conferencing systems

well-known uncanny valley effect [8], i.e.

are not able to maintain eye contact

the sense of irritation evoked by realistic

between

participants

renderings of humans with noticeable

due to the disparity between the locations

visual artifacts, which stems from the

of the videoconferencing window and the

particular acuteness of the human visual

camera. This problem has been addressed

system towards the appearance of other

in some high-end level videoconferencing

humans and human faces in particular.

systems by using special hardware, such

Here the problem of monocular gaze

as semi transparent mirrors/screens [2, 3],

correction is being revisited using machine

cameras with depth sensors [4, 5], or stereo

learning techniques, and presents a new

cameras [6, 7]. However due to the extra

system for monocular gaze correction. The

hardware

system synthesizes realistic views with a

the

technologies,

conversation

dependence,

these

solutions
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gaze systematically redirected upwards.

these methods aim to reposition the iris

The synthesis is based on supervised

using computer vision techniques like

machine learning in which a special kind

segmenting and warping [14–16], which

of randomized decision tree ensembles

all suffer some robustness issues under

called eye flow forests are used, for which a

various lighting conditions and do not have

large number of image pairs describing the

very satisfactory real-time performance.

gaze redirection process is collected and

The eye-replacement method proposed by

processed.

Wolf et al. [17] can establish very natural

II.OBJECTIVE

looking eye contact and is quite robust

To develop a gaze correction system that

under various lighting conditions; however

relies only on a single webcam, and thus can

due to the quality of the tracker, system

be integrated in current video conferencing

will fail to work when there are large head

systems running on various consumer level

motions. Also the method is unable to detect

devices, ranging from desktop computers

whether the user is looking sideways or not

to smartphones.

and simply replaces the eyes regardless

III.LITERATURE REVIEW

of the actual gaze direction. A recent

Previous researches which used a single

approach proposed by Kononenko et al. [18]

webcam for gaze correction has taken

aims to synthesize eyes looking up just by

two main approaches. The first category

modifying the original image, which turns

of approaches aims to perform the gaze

out to have a good real-time performance,

correction by synthesising a new view

and the result looks natural even when the

of the user’s face from a virtual point

user is looking sideways. However, due to

behind the screen in the center, which

the limitation of training data, the system

is equivalent to performing a rotation of

only supports vertical gaze redirection by

head/face or the entire image by some

10 to 15 degrees. Gaze correction problem

degrees [9–13]. However these approaches

had been solved by a number of systems

exhibit distortions on the contour of the

using a hardware-driven approach that

head, occluded areas and glasses frames.

relies on semi-transparent mirrors/screens

In addition, most of these methods do

[2, 3]. Another group of methods offers a

not perform any explicit changes in the

mixed

shapes of the eyes, which we believe is very

proceed in two steps. First, a dense depth

critical to gaze correction and might not

map is estimated either through the use

be modified sufficiently by merely rotating

of stereo matching [6, 7] or using RGB-D

the head model. The second category of

cameras [4, 5]. Then, a new synthetic view

approaches performs gaze correction by

corresponding to a virtual camera located

only processing the eyes [14–18]. Most of

behind the screen is created in real-time.

software/hardware

solution

and
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So

reliance

hardware

each videoconference is also needed. For an

represents an obvious obstacle to the

input image frame, most previous systems

adaptation of these techniques. While

for gaze correction synthesize a novel

a certain number of purely software,

view of a scene from a virtual viewpoint

monocular gaze correction approaches

co-located

have

of

Alternatively, a virtual view is synthesized

them have been generally unable to

which is restricted to the face region and

synthesize realistic images while meeting

stitched into the original video stream

the requirements of realism and being

[4,13]. Novel view synthesis is however

able to alter the perceived gaze direction

a challenging task, even in constrained

sufficiently.

conditions, due to such effects as occlusion,

been

on

additional

suggested

[9,19],

most

One exception is the system [17] that

disocclusion

with

and

the

screen

geometry

[6,7,9,19].

estimation

first pre records a sequence of frames where

uncertainties. Stitching real and synthetic

Bob gazes into the camera, and then, at the

views can alleviate some of these problems,

conference time, replaces Bob’s eyes with

but often results indistortions due to the

another copy of Bob’s eyes taken from one

multi-perspective nature of the stitched

of the prerecorded frames. The downside of

images. There is no attempt to synthesize a

[17], is that while the obtained images of Bob

view for a virtual camera.

achieve sufficient realism, Bob’s gaze in the

IV.PROPOSED SYSTEM

synthesised image remains ”locked” staring

Current system is based on supervised

unnaturally into the camera independently

machine learning. The system emulates

of the actual movement of Bob’s eyes. A

the change in the appearance resulting

related drawback is that the system needs

from a person changing her/his gaze

to pre-record a sufficient number of diverse

direction by a certain angle for example

images of Bob’s eyes. The most recent system

10 or 20 degree upwards by keeping the

[13] uses monocular real-time approximate

head pose unchanged. It runs in real-time

fitting of head model. Similarly to [4], the

on a single core of a laptop with a clear

approximate geometry is used to synthesize

potential for a real-time performance on

a high-quality novel view that is then

tablet computers. Emulating such gaze

stitched with the initial view through real-

redirection is challenging as it is associated

time optimization. The limitations of [4] are

with (a) complex non-rigid motion of eye

the potential face distortion due to multi-

muscles, eyelids, and eyeballs, (b) complex

perspective nature of the output images, as

occlusion/dis-occlusion of the eyeballs

well as the need for GPU to maintain the

by the eyelids, (c) change in illumination

real-time operation. Pre-recording heavily

patterns due to the complex changes in

occluded head parts under chin before

normal orientation. The system can be
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learned from a reasonable amount of

1) The scale invariant detector

training data even if the local appearance

The first step of the Viola-Jones face

change associated with gaze redirection

detection algorithm is to turn the input

is complex. Another advantage of gaze

image into an integral image. This is done

redirection as compared to view synthesis,

by making each pixel equal to the entire

is that gaze redirection can be performed

sum of all pixels above and to the left of

locally in the vicinity of each eye and thus

the concerned pixel. This is demonstrated

affects a small proportion of pixels in the

in Figure 1.1. This allows for the calculation

image. At runtime the system thus localizes

of the sum of all pixels inside any given

each eye and then performs local operations

rectangle using only four values. These

with eye regions pixels to accomplish gaze

values are the pixels in the integral image

redirection.

that coincide with the corners of the

A. FACE DETECTION

rectangle in the input image.

Viola-Jones [20] is the algorithm used by
the system for face detection. To scan a
sub-window capable of detecting faces
across a given input image is the basic
principle of Viola-Jones. The standard
image processing approach rescales the
input image to different sizes and then
run the fixed size detector through these
images. This approach is time consuming

Figure 1.1:Input Image,Integral Image,The scale invariant detector

due to the calculation of the different size
images. Contrary to the standard approach
Viola-Jones rescale the detector instead
of the input image and run the detector
many times through the image - each time
with a different size. At first one might
suspect both approaches to be equally time
consuming, but Viola-Jones have devised a
scale invariant detector that requires the
same number of calculations whatever the
size. This detector is constructed using a
so-called integral image and some simple
rectangular features reminiscent of Haar
wavelets.

Figure 1.2:Sum Calculation,The scale
invariant detector ,Sum of gray
rectangle=D-(B+C)+A
Since both rectangle B and C include
rectangle A the sum of A has to be added
to the calculation. It has now been
demonstrated how the sum of pixels
within rectangles of arbitrary size can be
calculated in constant time. The Viola-Jones
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face detector analyzes a given sub window

of detecting faces. In order to find these

using features consisting of two or more

features Viola-Jones use a modified version

rectangles. The different types of features

of the AdaBoost algorithm developed by
Freund and Schapire [21].
AdaBoost is a machine learning boosting
algorithm capable of constructing a strong
classifier through a weighted combination of
weak classifiers. A weak classifier classifies

Figure 1.3:Different types of features

correctly in only a little bit more than half

Each feature results in a single value which

the cases. Each feature is considered to be

is calculated by subtracting the sum of the

a potential weak classifier. A weak classifier

white rectangles from the sum of the black

is mathematically described as:

rectangles.

h(x, f, p, ) = ( 1 if pf(x) > p

Viola-Jones have empirically found that a

where x is a 24x24 pixel sub-window, f is

detector with a base resolution of 24x24

the applied feature, p the polarity and θ, the

pixels gives satisfactory results. When

threshold that decides whether x should be

allowing for all possible sizes and positions

classified as a positive (a face) or a negative

of the features in Figure 1.3, a total of

(a non-face). Since only a small amount of

approximately 1,60,000 different features

the possible 1,60,000 feature values are

can then be constructed. Thus, the amount

expected to be potential weak classifiers,

of possible features vastly outnumbers the

the AdaBoost algorithm is modified to

576 pixels contained in the detector at base

select only the best features.

resolution. These features may seem overly

2) The cascaded classifier

simple to perform such an advanced task

The basic principle of the Viola-Jones face

as face detection, but what the features

detection algorithm is to scan the detector

lack in complexity they most certainly have

many times through the same image each

in computational efficiency. One could

time with a new size. Even if an image should

understand the features as the computer’s

contain one or more faces it is obvious that

way of perceiving an input image. The hope

an excessive large amount of the evaluated

being that some features will yield large

sub-windows would still be negatives.

values when on top of a face. Operations

The negatives are the non faces. This

can also be carried out directly on the raw

realization leads to a different formulation

pixels, but the variation due to different pose

of the problem. Instead of finding faces, the

and individual characteristics would be

algorithm should discard non-faces. The

expected to hamper this approach. The goal

thought behind this statement is that it is

is to construct a mesh of features capable

faster to discard a non-face than to find a
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face. So a detector consisting of only one

in the final staged classifier is expected to

strong classifier which is strong suddenly

be very small.

seems inefficient since the evaluation time

B. GAZE REDIRECTION

is constant no matter the input. Hence the

1) Eye Localization

need for a cascaded classifier arises. The

The eye localization step within our system

cascaded classifier is composed of stages

is standard, as we use an off-the-shelf real-

each containing a strong classifier. The

time face alignment library [23] to localize

job of each stage is to determine whether

facial feature points. As the gaze-related

a given sub-window is definitely not a face

appearance change is essentially local to

or maybe a face. When a sub-window is

the eye regions, all further operations are

classified to be a non-face by a given stage

performed in the two areas surrounding

it is immediately discarded. Conversely a

the two eyes.

sub-window classified as a maybe-face is
passed on to the next stage in the cascade.
It follows that the more stages a given subwindow passes, the higher the chance the
sub-window actually contains a face. The
concept is illustrated with two stages in
Figure 1.4

Figure 1.5: Feature Point Extraction
2) Pixel wise replacement
After the eye bounding box is localized, the
method needs to alter pixels inside the box
to emulate gaze redirection. To accomplish
Figure 1.4:The Cascaded Classifier

this, machine learning is used. At a high-

In a single stage classifier one would

level, our method matches each pixel (x, y)

normally accept false negatives in order

to certain pixels within the training data.

to reduce the false positive rate. However,

This matching is based on the appearance

for the first stages in the staged classifier

of the patch surrounding the pixel, and

false positives are not considered to be

the location of the pixel w.r.t. the feature

a problem since the succeeding stages

points.

are expected to sort them out. Therefore

3) Handling scale variations

Viola-Jones prescribe the acceptance of

Rescale all training samples to have the

many false positives in the initial stages.

same characteristic radius. During gaze

Consequently the amount of false negatives

redirection at test time, for an eye with the
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characteristic radius , work is done at the

small artefacts can be seen around the eye

native resolution of the input image.

contours (last three rows in Figure 1.6).

4) Learning the forest

This is mainly because of the small error

When learning each split in a node of a tree,

of eye point locations returned by the face

first draw randomly several tests without

tracker.

specifying thresholds. Namely, sample dx,
dy and a channel c for appearance tests,
or a number of feature point for location
tests. Then learn an optimal threshold for
each of the drawn test. Denote as h the lefthand-sides of expressions and h1, . . . , hK
all the data sorted by this expression. Then
all thresholds of the form
hi + hi + 1

Figure 1.6:Various Transitions

2

Transition from open eyes to closed eyes

are sorted and probe them one-by-one

(first row from left to right). Transition when

using an efficient update of the coherence

the user’s head is turning to one side(second

scores and the quality score. Then set the

row from left to right). Transition when the

probabilities of choosing a test for split in

user is lowering down his head(third row

such a way that approximately half of tests

from left to right). Transition when the user

are appearance tests and half are location

is raising up his head(fourth row from left

tests. To randomize the trees and speed up

to right).

training, learn each tree on random part

VI. CONCLUSION

of the data. Afterwards re-populate each
tree using the whole training data, i.e. pass

The approach being presented for gaze

all training samples through the tree and

redirection

update the distributions of replacement

machine learning. The main advantages

error in the leaves. Thus, the structure of

of the approach is its ability to work

each tree is learned on random part of

with a monocular input and in real-time

the data but the leaves contains the error

on

distribution of all data.

novelty of the method for real-time gaze

When the transition happens during a

redirection is the use of a large training

blink, it does not make much difference

set in order to learn how to redirect gaze.

when blending is applied (first row in

The entity that is found learnable and

Figure 1.6). However when the transition

generalizable are the displacement vectors

occurs during a change of head pose, some

which are the eye flows, which can then

is

based

consumer-grade

on

supervised

devices. The

key
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be used within pixel-wise ”copy-paste”
operations. To achieve a real-time speed,
random forests are used. Learning to predict

Ninth IEEE International Conference
on, IEEE (2003) 191-198.
[7] Yang, R., Zhang, Z.:

Eye

gaze

the eye flow vectors has to be done in a

correction with stereo vision for

weakly supervised setting, and randomized

video- teleconferencing. In: Computer

tree learning is adapted for this.

Vision ECCV 2002. Springer (2002)
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Abstract

The term “cloud computing” is everywhere. In the simplest terms, cloud computing means
storing and accessing data and programs over the internet instead of your computer’s
hard drive. The cloud is just a metaphor for the internet. Cloud computing is shared pools
of configurable computer system resources and higher-level services that can be rapidly
provisioned with minimal management effort, often over the internet. Cloud computing
relies on sharing of resources to achieve coherence and economies of scale, similar to a
public utility. The main thing that grabs the organizations to adapt the cloud computing
technology is cost reduction through optimized and efficient computing, but there are
various vulnerabilities and threads in cloud computing that affect its security. Providing
security in such a system is a major concern as it uses public network to transmit data to a
remote server. Therefore the biggest problem of cloud computing system is its security. In
This paper we discussed different type of security issue related to cloud computingand
some possible solution for them.

Keywords:Cloud Framework, Types, Service Providers and
Models, Threats andRemedies.

1.INTRODUCTION

reliability

and

economies

of

scale.

Cloud computing is basically a collection
of different services provided by different
companies.It mainly depends on resource
sharing using internet enabled devices that
allow the function of application software.
The Cloud can serve a wide range of
application software. The Cloud can serve
a wide range of functions over the Internet,
such as storage from virtual servers, virtual
applications,

authorization

of

desktop

applications etc. By implementing resource
sharing, cloud computing is able to achieve

Fig 1: Infrastructure of a Cloud Network
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On-demand self-service: A consum-

matically control and optimize resource

er can unilaterally provision comput-

use by leveraging a metering capability at

ing capabilities, such as server time

some level of abstraction appropriate to

and network storage, as needed auto-

the type of service (e.g., storage, process-

matically without requiring human in-

ing, bandwidth and active user accounts).

teraction with each service provider.
ii. Broad network access: Capabilities are

Resource usage can be monitored, con-

available over the network and accessed

parency for the provider and consumer.

through standard mechanisms that pro-

Types: four Types of Cloud Computing

mote use by heterogeneous thin or thick

Models are Based on a deployment model,

client platforms (e.g., mobile phones,

we can classify cloud as:

tablets,

•

public

provid-

•

private

er’s computing resources are pooled

•

hybrid

to

•

community cloud

i.

laptops

iii. Resource
serve

and

pooling:
multiple

workstations).
The

consumers

us-

trolled and reported, providing trans-

ing a multi-tenant model, with dif-

Previously, we have explained how cloud

ferent physical and virtual resources

works. Basically, programs that are needed

dynamically assigned and reassigned

to run a certain application are now more

according to consumer demand. There

popularly locatedtion are now more popu-

is a sense of location independence in

larly located on a remote machine, owned

that the customer generally has no con-

by another company. This is done in order

trol or knowledge over the exact location

not to lose on the quality performance due

of the provided resources but may
be able to specify location at a higher level of abstraction (e.g., country,
state or datacenter). Examples of resources include storage, processing,
memory and network bandwidth.

to processing power of your own comput-

iv. Rapid elasticity: Capabilities can be
elastically provisioned and released, in
some cases automatically, to scale rapidly outward and inward commensurate
with demand. To the consumer, the capabilities available for provisioning often appear to be unlimited and can be

appropriated in any quantity at any time.
v. Measured service: Cloud systems auto

er, to save money on IT support, and yet remain advantageous on the market. These
computers that run the applications, store
the data, and use a server system, are basically what we call “the cloud”.
Public Cloud: When we talk about public
cloud, we mean that the whole computing
infrastructure is located on the premises
of a cloud computing company that offers
the cloud service. The location remains,
thus, separate from the customer and he
has no physical control over the infrastructure. As public clouds use shared resourc-
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es, they do excel mostly in performance, but

Community cloud:Implies an infrastruc-

are also most vulnerable to various attacks.

ture that is shared between organizations,

Private Cloud: Private Cloud provides the

usually with the shared data and data man-

same benefits of Public Cloud, but uses

agement concerns. For example, a commu-

dedicated, private hardware. Private cloud

nity cloud can belong to a government of

means using a cloud infrastructure (net-

a single country. Community clouds can

work) solely by one customer/organization.

be located both on and off the premises.

It is not shared with others, yet it is remote-

As

ly located. The companies have an option

mon cloud service is that one offer-

of choosing an on-premise private cloud as

ing data storage disks and virtual serv-

well, which is more expensive, but they do

ers,

have a physical control over the infrastruc-

Infrastructure-as-a-Service

ture. The security and control level is highest

panies are Amazon, Rackspace, Flexiscale.

while

Service models

the

using
cost

a

private

reduction

network.

can

be

Yet,
mini-

mal, ,if the company needs to invest
in

anon-premise

cloud

infrastructure.

explained

i.e.

before,

the

infrastructure.

most

com-

Examples
(IaaS)

of

com-

Based on a service the cloud model is offering, we are speaking of either:
• IaaS(Infrastructure-as-a-Service)

Hybrid Cloud: Hybrid cloud, of course,

•

PaaS (Platform-as-a-Service)

means, using both private and public

•

SaaS (Software-as-a-Service)

clouds, depending on their purpose. For ex-

•

or, Storage, Database, Information, Pro-

ample, public cloud can be used to interact

cess, Application, Integration, Security,

with customers, while keeping their data

Management, Testing-as-a-service.
If the cloud offers a development platform,

secured through a private cloud. Most people associate traditional public cloud service with elastic scalability and the ability to
handle constant shifts in demand. However,
performance issues can arise for certain data-intensive or high-availability workloads.

and this includes operating system, programming language execution environment, database, and web server, the model
is known as Platform-as-a-Service (PaaS),
examples of which are Google App Engine,
Microsoft Azure,
system

can

be

Salesforce.
frequently

Operating
upgrad-

ed and developed with PaaS, services
can be obtained from diverse sources, and programming can be worked
in

teams

(geographically

distributed).

Software-as-a-Service (SaaS), finally,
Fig 2:Private vs Public Cloud

means that users can access various software applications on a pay-per-use basis. As
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opposed to buying licensed programs, often

tools to build and host web applications.

very expensive. Examples of such services

PaaS is designed to give users access to

include widely used GMail, or Google Docs.

the components they require to quickly

The longer list will include Storage as

develop and operate web or mobile appli-

a service (STaaS), Security as a service

cations over the Internet, without worry-

(SECaaS), Data as a service (DaaS), Test en-

ing about setting up or managing the un-

vironment as a service (TEaaS), Desktop as

derlying infrastructure of servers, storage,

a service(DaaS), API as a service (APIaaS).

networks and databases. The third cloud
computing type is software-as-a-service
(SaaS) which is used for web-based applications. SaaS is a method for delivering
software applications over the Internet
where cloud providers host and manage
the software applications making it easier
to have the same application on all of your
devices at once by accessing it in the cloud.
Once you have understood the types of
cloud computing, based on location and

Fig 3:Cloud Services Types and Examples

services, the most important step is to

Cloud computing types are service deploy-

choose the right type of cloud and ser-

ment models which let you choose the level

vice, for a specific task with your clients.

of control over your information and types

Pros and cones

of services you need to provide. There are

Neither Cloud Computing is an excep-

three main types of cloud computing ser-

tion and experience both prons and

vices, sometimes called the cloud comput-

cons. Some of them are stated and de-

ing stack because they build on top of one

scribed in more details in this article

another. The first cloud computing type is

Pros

infrastructure-as-a-service (IaaS), which

•

Lower costs -the principle of sharing re-

is used for Internet-based access to stor-

sources (HW, SW, infrastructure...) gives

age and computing power. The most basic

to customer also the benefit of shar-

category of cloud computing types, IaaS

ing its costs. Customer do not have to

lets you rent IT infrastructure - servers and

buy expensive hardware, such as pow-

virtual machines, storage, networks and

erful workstations, large server solu-

operating systems - from a cloud provid-

tion and software applications. Cus-

er on a pay-as-you-go basis. The second

tomer needs only internet connection

cloud computing type is platform-as-a-

and basic PC with not high require-

service (PaaS) which gives developers the

ments. Simple laptop, netbook or mo84

bile phone is enough.Customer also

•

•

Instant access anywhere - one of the

pays only for what the real usage. These

most important benefit is availabil-

could be services, hardware resources

ity of a service anywhere. What is

or infrastructure or its combination.
Less IT employees - there is also no need

needed for accessing the service is

by customer to employ IT department

net. There is no dependence on plat-

in such wide range. There is only need

form (PC, MAC, mobile phone, car etc.).

to provide secure connection and a

•

•

computer

•

connected

to

the

inter-

Security - is a much discussed issue in

PC with web browser. For all other, the

the Cloud Computing service providing

technical support such as back-ups,

and could be put in both pros and cons

recovery, virus protection, updates,

as you see in a while. Service is protect-

software and hardware stability and

ed by usage and authorization. Users

functionality, helpdesk and support is

identify themselves by using an ID (Us-

maintained by the provider of a service.

ername) and Password (or also more so-

No special knowledge - client (cus-

phisticated method such as chip, finger-

tomer) does not need to have a high

print, face detection etc. can be used).

knowledge about hardware and com-

Communication between client and

plex software applications at all. Cli-

provider servers is secured. Data centre

ent just uses a service through web

is protected by firewalls and kept in se-

browser. Hardware resources can be

cured buildings. There generally there

shared between all clients and man-

is a very low risk of danger caused by

aged by usage or their requirements.

attack of third parties. BUT on the oth-

Easy to upgrade - massive increase of

er hand, a problem could be that client

performance (such as speed or storage

(customer) keeps all the data out of his

size) is provided immediately after sim-

computer – just at the providers´ serv-

ple order and applied by “a few clicks”.

ers. It means the client entrusts the data

Data centre can provide higher perfor-

to the provider (provider company) and

mance than common desktop PC or, on
the other hand, can be very efficient and

•

has in fact no physical control over them.
Requirements - technology, which

deliver just what customer needs at the

customer needs are very simple. Im-

moment (low performance) and thus

portant is only terminal as a lap-

again it saves resources and money.

top, desktop, mobile phone, netbook

This approach saves also time, costs for

etc. with web-browser, internet con-

new hardware, transport, is power (en-

nection and usually also created ac-

ergy) efficient and as a result saves the

count on a service at providers place.

environment, which is very discussed

Cones

issue these days.

•

Legal differences – as already aforemen85

tioned, we can describe one particular

•

targeted to the wide range of compa-

follow the PATRIOT Act (2001) which

nies that can’t provide specific func-

states that companies can be watched

tions and therefore are not flexible.
•

Dependence on internet connection-

about clients, if they are asked for in the

all

correspondence of anti-terrorist policy.

tions can be used on-line only thus

Dependence on provider – if compa-

any connection failure could be fatal.

the

Cloud

Computing

applica-

ny starts using the Cloud Computing

II.PROBLEM DEFINITION

service and replaces its previous in-

Virtual Machines: A virtual machine is a

formation system or changes IT struc-

software computer that, like a physical

ture, it becomes dependant on its ser-

computer, runs an operating system and

vice provider. Risks connected with

applications. The virtual machine is com-

such a dependency may include sud-

prised of a set of specification and config-

den change of prices or conditions of

uration files and is backed by the physical

a contract. Provider could be hit by

resources of a host. Every virtual machine

bankruptcy and end its business activ-

has virtual devices that provide the same

ities. Functions and applications might

functionality as physical hardware and

be changed without will of a customer

have additional benefits in terms of porta-

and if a provider suffers from technical

bility, manageability, and security. A virtual

problems, all the customers are out of

machine consists of several types of files

service which means without their data.

that you store on a supported storage device.

Reputation – Cloud Computing is very

The key files that make up a virtual ma-

new type of service. Not many compa-

chine are the configuration file, virtual
physical hardware and have addition-

nies has an experience with such a kind
of services and application outsourcing.
Many users are still worried about data
security tranmitted over the internet.
•

Less functions – solutions, which are

example. US companies are obliged to

and have to provide information and data

•

•

Migration costs – in some cases there
can be higher start-up costs. Company
may have to invest into users training,
any amendments which allows the communication of service provider and current company software and in some cases, switching to Cloud Computing could
lead to a change of business processes.

al benefits in terms of portability, manageability, and security. A virtual machine consists of several types of files that
you store on a supported storage device.
The key files that make up a virtual machine are the configuration file, virtual
disk file, NVRAM setting file, and the log
file. You configure virtual machine settings through the vSphere Web Client or
the vSphere Client. You do not need to
touch the key files. In computing, a virtual machine is an emulation of a comput86

er system. Virtual machines are based on

provide a platform-independent pro-

computer architectures and provide func-

gramming environmentthat masks the

tionality of a physical computer. Their im-

information of the underlying hardware

plementations may involve specialized

or operating system and allows program

hardware, software, or a combination.

execution to take place in the same way
on any given platform.Some of the ad•

vantages of a virtual machine include:
Allows multiple operating system
environments on a
computer

•

without

single physical
any

intervention

Virtual machines are widely available
and are easy to manage and maintain.

•

Offers
ing

Fig 4:Working of Virtual Machines in Cloud

and

application
disaster

provision-

recovery

options

Virtual machines are becoming more com-

Some of the drawbacks of virtual machines

monwith the evolution ofvirtualization tech-

include:

nology. Virtual machines are often created

•

They are not as efficient as a physical

to perform certain tasks that are different

computer because the hardware resourc-

than tasks performed in a host environment

es

Virtual machines are implemented by

•

are distributed in an indirect way.

Multiple VMs running on a single phys-

software emulation methods or hardware

ical machine can deliver unstable per-

virtualization techniques. Depending on

formance.

their use and level of correspondence
to any physical computer, virtual machines can be divided into two categories:
chines can be divided into two categories:
1. System Virtual Machines: A system
platform that supports the sharing of
the host computer’s physical resources between multiple virtual machines,
each running with its own copy of
the operating system. The virtualization technique is provided by a software layer known as a hypervisor,
which can run either on bare hardware or on top of an operating system.
2. Process Virtual Machine: Designed to

Fig 5: Types of Virtualization in Cloud
Various Attacks in Cloud Platform
Key

Cloud

Computing

Vulnerabilities:

There are three types of cloud computing services to choose from depending on how much control you need:
1. Software as a Service (SaaS)
2. Platform as a Service (PaaS)
3. Infrastructure as a Service (IaaS)
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You can read about the differences be-

Shared technology vulnerabilities: Cloud

tween these models in our blog ar-

computing involves the use of shared tech-

ticle Saas, PaaS, and IaaS Explained.

nologies such as virtualization and cloud

Cloud technology is still being actively de-

orchestration. Thus, by exploiting vulner-

veloped, and thus it has many vulnerabil-

abilities in any part of these technologies,

ities that can be exploited by cybercrimi-

attackers can cause significant damage to

nals or malicious insiders. Let’s look at the

many cloud users. Weaknesses in a hyper-

key cloud computing vulnerabilities that

visor can allow hackers to gain control over

raise security concerns among cloud users.

virtual machines or even the host itself. Inthe

Data threats: Cloud users store various

case of a virtual machine escape, hackers can

types of data in cloud environments, and

gain unrestricted access to the host through

a lot of that data contains sensitive in-

shared resources. So it’s necessary to pay at-

formation about users or business activ-

tention to the security of the cloud provider

ities. However, this data is susceptible to

that you entrust with your cloud solution.

loss, breach, or damage as the result of

Provider lock-in: Most modern cloud ser-

human actions, application vulnerabili-

vice providers make their clients dependent

ties, and unforeseen emergencies. It’s ob-

on their services with high switching costs.

vious that a cloud service provider can’t

Many cloud users feel locked in when pro-

prevent all data threats, but cloud de-

viders aren’t able to provide all the services

velopers should apply modern encryp-

they need. Make sure that your solution has

tion algorithms to ensure the integrity of

tools to help users easily migrate from other

data in transit from the user to the cloud.

providers, such as the ability to import data

Cloud API vulnerabilities: Application pro-

in various formats.

gramming interfaces (APIs) allow users to

Weak cryptography: Though cloud provid-

interact with cloud-based services. How-

ers use cryptographic algorithms to pro-

ever, vulnerabilities in APIs may signifi-

tect data in storage, they usually use limited

cantly impact the security of cloud or-

sources of entropy (such as the time) to au-

chestration,

provisioning,

tomatically generate random numbers for

and monitoring. Cloud developers need

data encryption. This may not be enough for

to implement strong controls over APIs.

strong data encryption, however, as attack-

Malicious insiders: Legitimate cloud us-

ers also use sophisticated decoding mecha-

ers who act maliciously have many ways

nisms to hack information. Thus, cloud de-

to arrange attacks or leak data in cloud

velopers should think about how to secure

environments. This threat can be min-

data before it moves to the cloud.
Vulnerable cloud services: While cloud-

imized

by

management,

cloud

developers,

howev-

er, by implementing identity and access

management

(IAM)

technologies.

computing platforms are designed as distributed systems of cloud services, these
88

services have little protection against each

infected service implementation module

other. Thus, an attacker can exploit vul-

to a SaaS or PaaS solution or a virtual

nerabilities in any one cloud service to

machine instance to an IaaS solution.

gain unauthorized access to data of le-

If the cloud system is successfully de-

gitimate users. For instance, the Open-

ceived, it will redirect the cloud user’s

Stack cloud platform had more than 150

requests to the hacker’s module or in-

known weaknesses in its cloud services in

stance, initiating the execution of mali-

2016. Creating a strong architecture can

cious code. Then the attacker can begin

isolate a user’s operations in the cloud.

their malicious activity such as manipu-

Attack Vectors for Cloud Computing:The

lating or stealing data or eavesdropping.

main goals of cyber attacks against cloud

During a cross-site scripting attack,

computing are getting access to user data

hackers add malicious scripts (Flash, Ja-

and preventing access to cloud services.

vaScript, etc.) to a vulnerable web page.

Both can cause serious harm to cloud us-

German researchers arranged an XSS

ers and shatter confidence in the security

attack against the Amazon Web Services

of cloud services. When arranging attacks

cloud computing platform in 2011. In the

in the cloud, hackers usually intrude into

case of SQL injection, attackers target

communications between cloud users and

SQL servers with vulnerable database

services or applications by:
• exploiting vulnerabilities in cloud com-

applications. In 2008, Sony’s PlayStation website became the victim of a SQL

puting;
•

stealing users’ credentials somewhere

•

injection attack.
Abuse of cloud services: Hackers can

outside the cloud;

use cheap cloud services to arrange DoS

using prior legitimate access to the

and brute force attacks on target users,

cloud after cracking a user’s passwords;
10 Most Common Types of Attacks on Cloud

companies, and even other cloud pro-

Computing

Bryan and Anderson arranged a DoS

There are many ways to attack cloud com-

attack by exploiting capacities of Ama-

puting services, and hackers are constantly

zon’s EC2 cloud infrastructure in 2010.

working on developing more sophisticated

As a result, they managed to make their

ones. Here’s a list of the ten most common

client unavailable on the internet by

types of cyber attacks performed against

spending only $6 to rent virtual services.

cloud users.
• Cloud malware injection attacks: Mal-

By renting servers from cloud provid-

•

viders. For instance, security experts

ers, hackers can use powerful cloud ca-

ware injection attacks are done to take

pacities to send thousands of possible

control of a user’s information in the
cloud. For this purpose, hackers add an

passwords to a target user’s account.
•

Denial of service attacks: DoS attacks
89

•

are designed to overload a system and

but this signature doesn’t secure the po-

make services unavailable to its users.

sitions in the document. Thus, XML sig-

These attacks are especially dangerous

nature element wrapping allows attack-

for cloud computing systems, as many

ers to manipulate an XML document. This

users may suffer as the result of flood-

weakness allowed attackers to modify

ing even a single cloud server. In case

an eavesdropped message as a result of

of high workload, cloud systems begin

a successful signature wrapping attack.
Man-in-the-cloud attacks: During this

to provide more computational power by involving more virtual machines
and service instances. While trying to

type of attack, hackers intercept and re-

prevent a cyber attack, the cloud system

vulnerabilities in the synchronization

actually makes it more devastating. Fi-

token system so that during the next syn-

nally, the cloud system slows down and

chronization with the cloud, the synchro-

legitimate users lose any availability to

nization token will be replaced with a new

access their cloud services. users lose

one that provides access to the attackers.

any availability to access their cloud

Moreover, there’s a risk that compro-

services. In the cloud environment, DoS

mised accounts will never be recovered.

attacks may be even more dangerous

•

•

configure cloud services by exploiting

•

if hackers use more zombie machines

tiated by a legitimate user who is pur-

to attack a large number of systems.
Side channel attacks: A side channel

posefully violating the security policy. In
a cloud environment, an attacker can be

attack is arranged by hackers when

a cloud provider administrator or an em-

they place a malicious virtual machine

ployee of a client company with extensive

on the same host as the target virtu-

privileges. To prevent malicious activity

al machine. During a side channel at-

of this type, cloud developers should de-

tack, hackers target system implemen-

sign secure architectures with different

tations of cryptographic algorithms.
However, this type of threat can be
avoided with a secure system design.
•

Insider attacks: An insider attack is ini-

Wrapping attacks: A wrapping attack
is an example of a man-in-the-middle
attack in the cloud environment. Cloud
computing is vulnerable to wrapping
attacks because cloud users typically
connect to services via a web browser. An
XML signature is used to protect users’
credentials from unauthorized access,

levels of access to cloud services.
•

Account or service hijacking: Account
or service hijacking is achieved after gaining access to a user’s credentials. There are various techniques for
achieving this, from fishing to spyware
to cookie poisoning. Once a cloud account has been hacked, attackers can
obtain auser’s personal information or
corporate data and compromise cloud
computing services. For instance, an
90

employee of Salesforce, a SaaS vendor,

•

•

New attacks: Spectre and Meltdown:

became the victim of a phishing scam

These two types of cyber attacks ap-

which led to the exposure of all of the

peared earlier this year and have al-

company’s client accounts in 2007.
Advanced persistent threats (APTs):

ready become a new threat to cloud

APTs are attacks that let hackers contin-

JavaScript code, adversaries can read

uously steal sensitive data stored in the

encrypted data from memory by ex-

cloud or exploit cloud services without

ploiting a design weakness in most

being noticed by legitimate users. The

modern processors. Both Spectre and

duration of these attacks allows hackers

Meltdown break the isolation between

to adapt to security measures against

applications and the operating system,

them. Once unauthorized access is es-

letting attackers read information from

tablished, hackers can move through

the kernel. This is a real headache for

data center networks and use net-

cloud developers, as not all cloud us-

work traffic for their malicious activity.

ers install the latest security patches.

computing. With the help of malicious

Fig 6:Security breaches on Cloud Environment

III.RESULT & DISCUSSION
7 Tips on How to Ensure the Security of
Cloud-Based Solutions: the dynamic nature of cloud services breaks the traditional security model used for on-site
software. It’s obvious that a cloud service
provider is unable to ensure total security
in the cloud. Part of the responsibility also
lies with cloud users. While the best way to
protect user data in the cloud is by providing a layered security approach, cloud ser-

vice providers should implement industry
best practices to ensure the utmost level of
cloud security on their side. Here are seven
tips on how cloud developers can ensure the
security of their cloud-based solutions.
•

Enhance security policies: When providing cloud services, software vendors
should limit the scope of their responsibility for protecting user data and operations in the cloud in their security
policies. Inform your clients about what
you do to ensure cloud security as well
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•

what security measures they need to

ogies are an effective defense against ac-

take on their side.
Use strong authentication: Stealing

count hijacking. Moreover, it’s import-

passwords is the most common way to

protecting data in transit against man-

access users’ data and services in the

in-the-middle attacks. Using strong en-

cloud. Thus, cloud developers should

cryption algorithms that contain salt

implement

authentication

and hashes can effectively deflect cyber

and identity management. Establish

attacks. Data stored in the cloud is also

multi-factor authentication. There are

vulnerable to unintentional damage, so

various tools that require both stat-

you can also ensure its recovery by pro-

strong

ant to prove end-to-end encryption for

ic passwords and dynamic passwords.
The latter confirms a user’s creden-

•

viding a data backup service.
Detect intrusions: Provide your cloud-

tials by providing a one-time password

based solution with a fully managed in-

on a mobile phone or using biometric

trusion detection system that can detect

schemes or hardware tokens.

and inform about the malicious use of

Implement access management: To in-

cloud services by intruders. Use an intru-

crease the security of services, cloud de-

sion detection system that provides net-

velopers should let cloud users assign

work monitoring and notifies about the

role-based permissions to different ad-

abnormal behavior of insiders.

ministrators so that users only have the

•

•

•

Secure APIs and access: Cloud develop-

capabilities assigned to them. More-

ers should be sure that clients can access

over, cloud orchestration should enable

the application only through secure APIs.

privileged users to establish the scope

This might require limiting the range of

of other users’ permissions according

IP addresses or providing access only

to their duties within the company.

through corporate networks or VPNs.

Protect data: Data in the cloud envi-

However, this approach can be difficult to

ronment needs to be encrypted at all

implement for public-facing applications.

stages of its transfer and storage:
• at the source (on the user’s side)

Thus, you can implement security pro-

•

•

tection via an API using special scripts,

in transit (during its transfer

templates, and recipes. You can even go

from the user to the cloud serv-

further and build security protection into

er)

your API.

at rest (when stored in the cloud

database
Data needs to be encrypted even before it goes to the cloud. Modern data
encryption and tokenization technol-

•

Protect cloud services: Limiting access to
cloud services is necessary to prevent attackers from gaining unauthorized access
to a user’s operations and data through
weaknesses in cloud services. When de92

signing cloud service architecture,

The concepts we have discussed here will

minimize event handler permissions

help to build a strong architecture for se-

to only those necessary for executing

curity in the field of cloud computation.

specific operations. Moreover, you can
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Abstract

The massive data generated by the Internet of Things (IoT) are considered of high business
value, and data mining algorithms can be applied to IoT to extract hidden information from
data. To many, the massive data generated or captured by IoT are considered having highly
useful and valuable information. Data mining will no doubt play a critical role in making
this kind of system smart enough to provide more convenient services and environments.
This paper begins with a discussion of the IoT. And a brief review of the features of “data
from IoT” and “data mining for IoT’ is given. Finally, challenges, open Research issues of
this ﬁeld are addressed.

Keywords:Internet of Things,Knowledge Discovery
Database,Big Data Mining

1.INTRODUCTION

to, several good surveys were presented

It sounds like mission impossible to connect recently each of which view the IoT
everything on the earth together via internet, from a different perspective:challenges
but Internet of Things (IoT) will dramatically [3], applications [4], standards [5], and
change our life in the foreseeable future, smartness [6], [7]. Among these surveys, a
by making many “impossible” possible. The comprehensive overview of the IoT from
basic idea of IoT is to connect all things1 three different angles, things, internet,
in the world to the internet. It is expected and semantics, was presentedby Atzoriand
that things can be identiﬁed automatically, his colleagues [2]. Another recent study,
can communicate with each other, and can inspired by [2], presented generic ﬁveeven make decisions by themselves. In fact, layer architecture to describe the overall
it is even anticipated that the emergence design of IoT. From the bottom up, the ﬁve
of IoT as a service provider will be a trend layers are: edge technology, access gateway,
although not all the technologies used are internet, middleware, and application.
brand-new. To clarify what the IoT refers Besides describing the infrastructures
95

and things of IoT, a number of more recent

can be used to enhance the performance

studies [8], [9], [10], [7], [4] emphasized that

knowledge to provide a more convenient

most things on the IoT are supposed to have

environment to people? This is where

intelligence, thus are called “smart objects”

knowledge discovery in databases (KDD)

(SO) and are assumed capable of being

and data mining technologies come into

identiﬁed, sensing events, interacting with

play, for these technologies provide possible

others, and making decisions by themselves

solutions to ﬁnd out the information

[10], [7]. One of the most important

hidden in the data of IoT, which can be

questions that arise now is, how do we

used to enhance the performance of

convert the data generated or captured

the system or to improve the quality of

by IoT into knowledge to provide a more

services this new environment can provide.

convenient environment to people? This is

A numerous

where Knowledge Discovery in Databases

focusing on using or developingeffective

(KDD)

technologies

data mining technologiesfor the IoT. The

come into play, for these technologies

resultsdescribedin [11],[12], [13], [14] show

provide possible solutions to ﬁnd out the

thatdata mining algorithms can be used to

information hidden in the data of IoT, which

make IoT more intelligent, thus providing

can be used to enhance the performance

smarter services.

and

data

mining

researches

are

therefore

II. DATA FROM IOT

Fig.1 Architecture of IoT with KDD
As depicted in Fig. 1, IoT collects data from

be converted into knowledge. The data

different sources, which may contain data

mining step is responsible for extracting

for the IoT itself. KDD, when applied to

patterns from the output of the data

IoT, will convert the data collected by IoT

processing step and then feeding them

into useful information that can then be

into the decision making step, which takes

converted into knowledge. The data mining

care of transforming its input into useful
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knowledge. It is important to note that all

pattern mining technologies can be used to

the steps of the KDD process may have

predict the action of inhabitants in a smart

a strong impact on the final results of

environment.

mining. For example, not all the attributes

A

of the data are useful for mining; so, feature

researcheson the IoT shows that some

selection is usually used to select the key

studies [16], [15], [17] have implied that

attributes from each record in the database

mining

for mining. The consequence is that data

increase the smartness of the IoT or relevant

mining algorithms may have a hard time

infrastructures. The focus of data mining

to find useful information (e.g., putting

technologies for the IoT is not only on the

patterns into appropriate groups) if the

smart home but also on the environment of

selected attributes cannot fully represent

our daily life, such as the selling strategy of

the characteristics of the data. It is also

a supermarket and the event detection on

important to note that the data fusion,

a transportation management system. Also,

large scale data, data transmission, and

data mining technologies are used in some

decentralized computing issues may have a

studies to enhance the performance of the

stronger impact on the system performance

IoT.

and service quality of IoT than KDD or data
mining algorithms alone may have on the
traditional applications.

III. DATA MINING FOR IOT

brief

historical

technologies

retrospect

can

be

of

the

used

to

IV.CHALLENGES AND OPEN
RESEARCH ISSUES IN IOT AND
BIG DATA ERA

With the rapid development of IoT, big data,
and cloud computing, the most fundamental

The relationships between big data, KDD,

challenge is to explore the large volumes

and data mining for IoT will be discussed

of data and extract useful information or

in this section. A simple comparison of the

knowledge for future actions [18]. The key

data mining technologies from different

characteristics of the data in IoT era can be

perspectives is given in Table I to outline

considered as big data; they are as follows.

the data mining technologies for the IoT.

1. Large volumes of data to read and

The “Goal” column of this table gives

write: the amount of data can be TB

the problem that needs to be solved; the

(terabytes), even PB (petabytes) and ZB

“Mining Algorithm” column the method

(zettabyte), so we need to explore fast

that can be used; and the “Data Source”

and effective mechanisms.

the input patterns that will be used. This

2. Heterogeneous data sources and data

table shows that allthe mining algorithms

types to integrate: in big data era, the

described in the table can be used to

data sources are diverse; for example,

increase the intelligence of the IoT. The

we need to integrate sensors data [19–

clustering,

21], cameras data, social media data,

classiﬁcation,

and

frequent
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and so on and all these data are different in

3. Complex knowledge to extract: the

format, byte, binary, string, number, and

knowledge is deeply hidden in large
volumes of data and the knowledge
is not straightforward, so we need to
analyze the properties of data and
find the association

so forth. We need to communicate with
different types of devices and different
systems and also need to extract data
from web pages.

Table1. Comparison of Mining Technologies.

A. Challenges: There are lots of challenges

locations. We need to deal with the variety,

when IoT andbig data come; the quantity

heterogeneity, and noise of the data, and it

of data is big but the quality is low and

is a big challenge to find the fault and even

the data are various from different data

harder to correct the data. In data mining

sources inherently possessing a great

algorithms area, how to modify traditional

many different types and representation

algorithms to big data environment is a

forms, and the data is heterogeneous, as-

big challenge to find the fault and even

structured,

even

harder to correct the data. In data mining

entirely unstructured. Here analyze the

algorithms area, how to modify traditional

challenges in data extracting, data mining

algorithms to big data environment is a big

algorithms, and data mining system area.

challenge.

Challenges are summarized below.

(ii)Second

(i)The first challenge is to access, extracting

uncertain and incomplete data for big data

large scale data from different data storage

applications. In data mining system, an

semi-structured,

and

challenge

is

how to

mine
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effective and security solution to share data

and parallel k-means algorithm based on

between different applications and systems

Hadoop platform are good practice. But

is one of the most important challenges,

there are still some algorithms which are not

since

as

adapted to parallel platform, this constraint

banking transactions and medical records,

on applying data mining technology to big

should be a matter of concern.

data platform. This would be a challenge for

B. Open Research Issues: In big data era, there

data mining related researchers and also a

are some openresearch issues including

great direction

data

iii) The most important work for big data

sensitive

checking,

information,

parallel

such

programming

model, and big data mining framework.

mining system is to develop an efficient

(i) There are lots of researches on finding

framework to support big data mining. In

errors hidden in data, such as [148]. Also

the big data mining framework, we need to

the data cleaning, filtering, and reduction

consider the security of data, the privacy,

mechanisms are introduced.

the data sharing mechanism, the growth

(ii)Parallel

programming

is

of data size, and so forth. A well designed

introduced to data mining and some

data mining framework for big data is a very

algorithms are adopted to be applied in it.

important direction and a big challenge.

Researchers have expanded existing data

Recent Works of Big Data Mining System for

mining methods in many ways, including

IoT. Indata mining system area, many large

the efficiency improvement of single-

companies as Facebook, Yahoo, and Twitter

source

methods,

benefit and contribute works to open source

designing a data mining mechanism from

projects. Big data mining infrastructure

a multisource perspective, and the study

includes the following.

of dynamic data mining methods and the

(i) Apache Mahout Project implements a

analysis of stream data [22]. For example,

wide range of machine learning and data

parallel association rule mining [23, 24]

mining algorithms [25].

knowledge

model

discovery

Fig.2 Big data mining system for IoT
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(ii) R Project is a programming language

the challlenges in data extracting,datamining

and software environment designed for

algorithms,and data mining system area.
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Abstract

Biometrics is the science and technology of measuring and analyz-ing physical
characteristics of a person such as DNA, eye retina, iris, ngerprints, hand measurement,
facial pattern, voice pattern etc. This information technology tool called is today widely
used as part of secu-rity measures across the world, more so by the police and intelligence
agencies. Federal agencies of a large number of countries, including USA, Germany, Italy,
Australia, and UK among others, have adapted to biometric security systems. Even a
couple of decades ago biometric authentication procedures were a part of science ctions.
But today biometrics is a reality and biometric access control systems are soon taking over
traditional access control measuresto guard sensitive data. The advantage of biometric
access control over traditional password protected systems is that not only are passwords
protected system easier to intercept as compared to biometric systems, but also it takes a
lot of time to recover a password if it is forgotten. Apart from ac-cess control biometrics is
also utilized as part of biometric attendance record.

Keywords: Biometrics,Behaviometrics,Forensic,Biometric Modality

I.INTRODUCTION

based on ngerprint and iris or eye retina

of recognition are still considered to be more
recognizing a person based on a physio- reliable and are preferred over the others.
logical
or
behavioral
characteristic. This is because these two attributes are the
Biometric technologies are becoming the en-tirely unique and are never the same
Biometrics

is

automated

methods

foundation of an extensive array of highly for two individuals. Also they are easy to
secure identification and personal veri register. Facial patterns can change with
cation solutions. As the level of verification weight changes and changes in facial hair
technologies is becoming apparent. Though pattern. Voice patterns also vary due to
biometric security can be based on any of cough, cold and other illnesses. Though DNA
the attributes discussed above, systems is the most unique feature of a human being
103

the complicacy involved in matching a DNA

is

deployed,

sample with an individual fails to make a

categorized in the following ve main groups:

DNA recognition system a popular access

forensic, government, commercial, health-

control measure. As a result ngerprint

care

access control and iris recognition systems

However, some applications are common to

are most widely used as a biometric security

these groups such as physical access, PC/

measure.

network access, time and attendance, etc.

and

the

applications

traveling

and

can

be

im-migration.

II.CHARACTERISTICS OF
BIOMETRIC

In the recent past, deep learning methods

Biometric characteristics can be divided in

for super-vised learning tasks in multiple

two main classes:

domains

•

natural language processing, and speech

have demonstrated remarkable success

Physiological

including

computer

vision,

It is related to the shape of the body.

processing. We can investigate the impact

Examples include, but are not limited to

of deep learning in the eld of biometrics,

ngerprint, face recognition, DNA, palm print,

given its success in other domains. Since

hand geometry, iris recogni-tion (which has

biometrics deals with identifying people

largely replaced retina recognition), and

by using their characteristics, it primarily

odor/scent.Physical biometrics is used for

involves supervised learning and can

either identi cation or verification.

leverage the success of deep learning in

•

other related domains.[1]

Behavioral

It is related to the behavior of a person.

A. Forensic

Examples include, but are not limited

The use of biometric in the law enforcement

to

voice.

and forensic is more known and from long

the

date, it is used mainly for identi cation of

term “behaviometrics” for this class of

criminals. In particular, the AFIS (automatic

biometrics.Behavioral biometrics is used

ngerprint identi cation system) has been

for verification.

used for this purpose. Lately the facial-

typing

Some

rhythm,

researchers

gait,
have

and
coined

III. APPLICATIONS
In the last years has considerably increased
the area of application of bio-metrics
and it’s expected that in the near future,
we will use biometry many times in our
dayly activities such as getting in the car,
openning the door of our house, accessing
to our bank acount, shoping by internet,
accessing to our PDA, mobil phone, laptops,
etc. Depending of where the biometrics

scan technology (mug shots) is being also
used for identi cation of suspects. Another
possible application is the veri cation of
persons of home arrest, a voice-scan is an
attractive solution for this problem. The
typical application are:
•

Identi cation of criminals- collecting
the evidence in the scene of crime (e.g.,
ngerprints) it is possible to compare
with data of suspects or make a search
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•

•

in the database of criminals.
Surveillance {using cameras one can

•

National Identification Cards - the idea is

monitor the very busy places such

to include digital biometric information

as stadiums, airports, meetings, etc.

in the national identi cation card.

Looking in the crowds for sus-pect,

This is the most ambi-tious biometric

based on the face recognition biometric,

program, since the identi cation must

using a images (e.g., mug shots) database

be performed in a large-scale database,

of wanted persons or criminals. Since

containing hundred of millions samples,

the events of September 11, 2001, the

corre-sponding to the whole population

interest in biometric surveillance has

of one country. This kind of cards can

in-creased dramatically, especially for

be used for multiple

air travel applications. Currently there

as controlling the collection of benefits,

are many cameras monitoring crowds at

avoiding duplicates of voter registration

airports for detecting wanted terrorists.

and drivers license emission. All this

Corrections

the

applications are primarily based on

(criminals)

nger-scan and AFIS technology, however

through a system of penal incarceration,

it is possible that facial-scan and iris-

rehabilitation, probation, and parole,

scan technology could be used in the

or the administrative system by which

future benefits, avoiding duplicates of

these are e ectuated. Is this cases

voter registration and drivers license

a biometric system can avoid the

emission. All

possibility of accidentally re-leasing the

primarily based on nger-scan and AFIS

wrong prisoner, or to ensure that people

technology, however it is possible that

leaving the facilities are really visitors

facial-scan and iris-scan technology

and not inmates.

could be used in the future.

treatment

•

application are:

-This
of

o

refers
enders

to

Probation and home arrest - biometric

•

this

purposes

applications

Voter ID and Elections - while

such

are

the

can also be used for post-release

biometric national ID card is still in

programs

to

project, in many countries are already

ensure the ful lment of the proba-tion,

used the biometry for the control of

parole and home detention terms.[2].

voting and voter registration for the

(conditional

released)

B. Government

national or regional elections. During

There are many application of the biometry

the registration of voter, the biometric

in the government sector. An AFIS is the

data is captured and stored in the card

primary system used for locating duplicates

and in the database for the later use

enrolls in bene ts systems, electronic

during the voting. The purpose is to

voting for local or national elections,

prevent the duplicate registration and

driver’s license emis-sion, etc. The typical

voting.
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•

Driver’s licenses - In many countries the

in this sector are:

driver license is also used as identi cation

•

document, therefore it is important to

for the access to the account in the bank

prevent the duplicate emission of the

allows to keep de nitive and auditable

driver license under di erent name. With

records of account access by employees

the use of biometric this problem can be

and customers. Using biometry the

eliminated. however it is important that

the customers can access accounts

the data must be shared between state,

and employees can log into their

because in some country such as United

workstations.

States, the license are controlled at the

•

states as opposed to the federal level.
•

Benefits Distribution (social service)- the

transaction allows more s-curity,
•

Expanded Service Kiosks - A more
receptive market for biometrics may be

prevents

the

special purpose kiosks, using biometric

government bene ts programs. Ensuring

veri cation to allow a greater variety of

that the legitimate recipients have a

nancial transaction than are currently

quick and convenient access to the

available though standard ATMs.

fraud

and

abuse

of

•

care and social security benefits.
Employee

authentication

government

use

of

biometric

Online banking-Internet based account
access is already widely used in many

-The

places,

for

the

inclusion

of

biometric

will make more secure this type of

PC, network, and data access is also

transactions

important for security of building and

there are many pilot programs using

protection of information. Below are

biometric in home banking.

more detailed this kind of appli-cations

•

also used in commercial sector.
•

ATMs - the use of biometric in the ATM

use of biometry in bene-ts distribution

bene ts such as unemployment, health
•

Account access - The use of biometric

Military programs -the

military

Telephony

from

home.

transaction

Currently,

-

Voice-

scan biometric can be used to make
has

more

secure

the

telephone-based

long been interested in biometrics and

transactions. In this type of application,

the technology has enjoyed extensive

when the costumer calls to make a

support from the national security

transaction, a biometric system will

community. [3].
C. Commercial

authenticate the customer’s identity

Banking and nancial services represent

of any additional device.

based on his or her voice with no need

enormous growth areas for biometric
technology,

with

many

•

PC/Network access - The use of biometric

deployments

log-in to local PCs or re-motely through

currently functioning and pilot project

network increase the security of the

announced frequently. Some applications

overall system keep-ing more protected
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•

the valuable information.

emergency, when a patient does not have

•

Physical access - the biometric is

identi cation document and is unable no

widely used for controlling the access to

communicate, biometric identi cation

building or restricted areas.
•

•

E-commerce - biometric e-commerce is

may be a good alternative to identify.
E. Travel and Immigration

the use of biometrics to verify of identity

The application in this sector includes the

of the individual conduction remote

use of biometrics to identify or verify the

transaction for goods or services.

identity of individual interacting during the

Time and attendance monitoring -

course of travel, with a travel or immigration

In this sector the biometrics is used

entity or acting in the capacity of travel or

for controlling the presence of the

immigration employee. Typical application

individuals in a determine area. For

are:

example for controlling the time sheet

•

used a biometric system in order to

of the employees or the presence of

reduce the inspection processing time

students at the classroom [4].
D. Health Care
The applications in this sector includes the

Air travel - In many airport are already

for authorized travelers.
•

Border crossing - The use of biometrics

use of biometrics to identify or verify the

to control the travelers crossing the

identity of individuals interacting with a

national or state border is increasing,

health-care entity or acting in the capacity

specially in regions with high volume of

of health-care employee or professional.

travelers or illegal immigrants.

The main aim of biometrics is to prevent

•

Employee access - Several airport use

fraud, protect the patient information and

biometric to control the physical access

control the sell of pharmaceutical products.

of employees to secure areas.

Some typical application are:
•

•

•

•

Passports - Some country already issues

PC/Network Access - the biometrics

passports with biometric infor-mation

are used to control a secure access of

on a barcode or smart chips. The use

the employees to the hospital network,

of biometrics prevent the emission of

primarily, in order to protect the patient

multiple passports for the same person

information

and also facilitates the identi cation at

Access

to

personal

information-

the airports and border controls.[5].

Using biometrics, the medical patient

F. Biometric Modality

information maybe stored on smart card

There is no single biometric modality that

or secure networks, this will enable the

is best for all implementations. Commonly

access of the patients to their personal

implemented

information.

modalities include: Finger-print, face, iris,

Patient identification - In case of

voice, signature and hand geometry. Many

or

studied

biometric
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other modalities are in various stages

visible within the iris of an eye from some

of development and assessment. Many

distance. It combines computer vision,

factors must be taken into account when

pattern recogni-tion, statistical inference

implementing a biometric system, including

and optics. Iris cameras, in general, take

but not limited to: physical location,

a digital photo of the iris pattern and

security risks, task (identi cation or veri ca-

recreating an encrypted digital template

tion), expected number of end users, user

of that pattern. That encrypted template

circumstances.. Each biometric modality

cannot be re-engineered or reproduced in

has its own strengths and weaknesses

any sort of visual image. Iris recognition

that must be evaluated in relation to the

therefore a ords the highest level defence

application before implementation. The e

against identity theft, the most rapidly

ectiveness of a particular implementation

growing

of biometric technology is dependent

involves no lasers or bright lights and

on how and where the technology is

authentication is essentially non-contact.

used. Key decision factors for selecting a

Today’s

particular biometric technology for a speci

infrared light to illumi-nate the iris without

c application includes but is not limited to:

causing harm or discomfort to the subject.

•

The environment

B.Fingerprint Scanner

•

Throughput needs (the required speed

A fingerprint scanner is an electronic

of the transaction)

device used to capture a digital image of

Costs associated with obtaining and

the ngerprint pattern. This scan is digitally

storing

processed to create a biometric template

•

templates

and

conducting

crime.The

commercial

imaging

iris

process

cameras

use

biometric recognition

which is stored and used for matching. [7]

•

Population size and demographics

C. Face Camera

•

Ergonomics

Face detection is used in biometrics, often

•

Interoperability with existing systems

as a part of (or together with) a facial

•

Other user considerations | for instance,

recognition system. It is also used in video

an access control system to a coal mine,

surveillance, human computer interface

where individuals might have very worn

and image database management. A face

and/or dirty ngerprints, will not be a

camera is a webcam with 2 Mpx or above

suitable environment for a ngerprint

which can take a clear crisp photograph

reader. [6].

of the face. Some recent digital cameras

IV.BIOMETRIC TECHNOLOGY

use face detection for autofocus. Also, face

A. Iris Scanner

detection is useful for selecting regions

Iris Scanner perform recognition detection

of interest in photo slideshows that use a

of a person’s identity by math-ematical

pan-and-scale Ken Burns e ect. That is,

analysis of the random patterns that are

the content of a given part of an image is
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transformed into features, after which a

[2] Springer International Publishing AG

classifier trained on example faces decides

2017 M. Tistarelli and C. Champod (eds.),

whether that particular region of the image

Handbook of Biometrics for Forensic

is a face, or not. A face model can contain

Science, Advances in Computer Vision

the appearance, shape, and motion of faces.

and Pattern Recognition.

CONCLUSION

[3] Biometrics,

A

Journal

of

the

Biometrics can only be limited by limiting

International Biometric Society (IBS),

one’s imagination. Biometric tech-nology is

Biometrics

now being used in almost every area. Not

Science

only that, but various types of biometric
systems are being used to achieve various
functionalities. We have short listed a few

and

Overview, National
Technology

Council.

http://www.biometricscatalog.org.
[4] Doubt cast on ngerprint security, BBC
News, May 17, 2002.

highly popular applications of biometrics

[5] Jain, Anil K. and Sharathchandra

technol-ogy. Although this list is no way

Pankanti. A Touch of Money.IEEE

complete it is simply an e ort to list a few

Spectrum, July 2006. p. 22-27.

of the more popular biometric applications.
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A NOVEL CHALLENGE TO USING AI TO
TRIAGE DISASTER AERIAL IMAGING
Greeshma M.S.
Project Fellow
School of Computer Sciences
Mahatma Gandhi University

Abstract
Effective assessment of aerial images has great potential to aid in disaster response efforts.
Aerial imagery is favorable because it can usually capture the condition of the surface
ground and provides a massive amount of information in a piece of satellite imagery. Since
obtaining aerial imagery is getting more simpler in recent years, applications in areas of
landslide detection and flood detection is highly in demand. A new data challenge to using
AI to triage natural disaster aerial imagery is discussed in this article.

Keywords-Triage, Aerial Imagery, Deep learning, 3D cloud
features

1.INTRODUCTION

occurred due to disaster, depending only

Disaster discoveryis one of the most
active research areas in Geo remote
sensing today because preserving human
lives is our priority once a disaster
occurred. When a disaster occurs relief
efforts need to begin immediately; delays
of days might have criticalconsequences
for those affected. However, it is essential
to determinewhich areas have been most
seriously affected and where to deploy
limited relief resources for maximum
effectiveness.When it comes to triaging
damage and immediate life safety
needs in the aftereffects of a natural
disaster, however, such technologyhas

on sensors[1], [2] and manually adjusting
imageprocessing
as

image

comparison
detection

techniques[3]

algebra,
and
method

such

post-classification

object-based
in

change

[4].Hence,

they

come across several significant problems.
For example, the range for studying the
happening of the disaster is limited due to
the insufficient number of sensor and also
the precision of information transmission
is low. Also that, the operators involved
is unable to handle a massive amount
of aerialimageries and detect disaster
occurrence

in

short

period

of

time.

Therefore, this may lead to confusion of

not yet become today.Prior studies have information or overlook of occurrence
mainlyfocused on detecting changes of a disaster. So, this article’s objective
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is to discuss an automatic disaster detection

III.TRIAGING

system through inspecting the occurrence

After destructive event such as flood, earth-

of a disaster in a broader range via aerial

quake, Tsunami etc.Relief actions must be

images

single

prioritized by acuity, or severity of con-

disaster assisted by artificial intelligence

dition,through triage.Triage, as it is un-

(AI) techniques.

derstood in the context of the emergency

and

monitoring

every

II.AERIAL IMAGING

department personnel often rely on geo-

Automated detection of damages is vital

graphic information, and especially aerial

inthe coordination of fast response actions

photographs, for purposes of site analysis

after destructivedisaster event such as

and operations support. Aerial Imagery is a

flood, earthquakes etc. Remote sensing

valuable data source to address these needs

technologyhas been recognized as a suitable

because aerial photography is of broad util-

source to provide timely datafor automated

ity, intuitive to use and cost effective to ac-

detection of damages for larger areas. In

quire.

particular,multi-view

diagonal

images

from manned aircraft and unmannedaerial
vehicles (UAV) have been recognized as
most suitable. From satellite imagery to
aircraft and UAV aerial imagery, the ability
to gain a birds-eye-view of a disaster is
critical to rapidly triage the level of resident
and infrastructure damage, the condition of
transportation corridors and to prioritize
relief efforts.

IV.USING AI TO TRIAGE
NATURAL DISASTER AERIAL

This new AI challenge focuses to address this
by directing on two initial areas: identifying
trees such as food and “nannyavilakal”and
roads from aerial imagery.Food producing
trees and nanyyavilakal are often a critical
source of economic and food security in the
state and widespread damage to them from
disasters can have long term impacts. The
first task of the challenge therefore focuses on building an image classifier that can
take an aerial image and return an annotation layer that identifies all coconut, banana and mango trees and their locations
in the photograph. Given rapid advances
in mobile low resource execution of neural networks, one could even imagine such
algorithms eventually operating in real-real-timer has even on the UAV itself in flight,

Figure 1:UAV aerial imagery

allowing it to autonomously adjust course
to image the most heavily damaged areas in
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greater detail.

imagery. The goal of using deep learning in

The second task revolves around identi-

this context is improve disaster response,

fying roads from imagery and determin-

datasets made available at no cost and to

ing whether they are one or two lanes and

the AI community this is an interesting

whether they are paved or dirt roads. De-

research question

ployed eventually in the field, such algo-

impact on people’s livelihoods.

having a real-world
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Abstract
Multi-tenant application is one of the main characteristics of cloud computing. Today
most of the application uses cache service for getting faster access and low response time.
Currently Memcache is used to cache data explicitly. In multi tenant cloud applications
data are often evicted mistakenly by cache service, which is managed by existing algorithms
such as LRU. SLA Driven cache optimization Approach for multi-tenant application is
built on PaaS. It helps to improve the cache performance and cost effectiveness of tenants.
This tries to improve the cache utilization by avoiding faulty evictions and unnecessary
storage retrievals. It provides only average response time to users. In the proposed work
HashMap is introduced as a new form of internal cache on PaaS for faster access. For
faster access caching of the data is common in cloud based applications while the security
is an important area that should not be neglected when these systems uses other third
party systems/networks as caching servers. So this paper proposes a security oriented
advanced cache approach within Platform as a Service (PaaS) for better security and
Quality of Service (QoS).

Keywords: Cache Optimization, Cloud computing, Multi-tenant
Application, QoS.

I.INTRODUCTION

service qualities for each tenant, more and

A multi-tenant application supports tenants more people advocate these applications
to share one application and database should abide by Service Level Agreements
instance while allowing them to configure (SLAs) to perform their computation needs.
the application to fit their needs respectively Several works has offered solutions to help
as if it runs on a dedicated environment these applications to improve resource
.To

ensure service qualities for each utilization during runtime. Most of these

tenant, more and more people advocate works focus on virtual machine (VM)
these applications should abide by Service management. Storage and cache are the
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important cloud services, but the issues in

II.MULTI-TENANT APPLICATION

these are less addressed.

Multi-tenant

SLA-driven

cache

applications

development

optimization

and adoption are greatly promoted by cloud

approach for multi-tenant application uses

computing, which aims for “better resource

external cache for storing data. This will take

utilization” for application provider and

average response time for handling user

“pay as you go” for application tenants.

request. Use of an internal cache provides

Multi-tenant application supports tenants

faster access to users. Internal cache can

to share one application and database

be created using HashMap technique.

instance while allowing them to configure

HashMap stores key value pairs. User can

the application to fit their needs respectively

access value by using their keys.

as if it runs on a dedicated environment.

Security is considered as one of the

Fig. 1 show the overview of the multi-tenant

top ranked open issues in adopting the

application,

cloud computing model. Internal security is

application and database instance.

where

tenants

share

one

the main issue in multi-tenant application
with cache. This is due to improper access of
memory by other tenants. Different security
models are used in multi-tenant application
on SaaS has some limitations. Currently no
security mechanism is used in multi-tenant
application on PaaS.
This paper introduces a security
oriented advanced cache approach that
tries to help the tenants by caching data
securely. It provides better cloud cache
service utilization. It will take low response
time for handling user request. Internal
cache is built on PaaS. Since public
key

cryptography

requires

significant

computing power than the symmetric key
method DES is used for encrypt the data
securely on PaaS. These approaches provide
integrity to original cloud cache service and
portability among different cache services.
This helps to provide better performance to
multitenant users.

Figure 1. Multi-Tenant Application
Multi-instance approach, in which each
tenants gets its own instance of the
application (and possibly also of the
database). Multi-instance approach is the
“easier” way of creating multi-tenant like
applications from a development perspective
of virtualization technology and cloud
computing. Multi-tenant application can be
built on top of SaaS and PaaS. In SaaS model
users are provided access to application
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software and database, were cloud provider

in Memcached through application server.

manage the infrastructure and platform

If the object is found, it will return to web

that run the application. In the PaaS

If the object is found, it will return to web

model cloud provider deliver a computing

server and respond to the client. However

platform, typically include OS programming

if object is not found in Memcached

language execution environment, database

or ‘cache miss’, the data will be fetched

and web server. Application developer can

from database server and it will be set

develop and run their software solution on

to Memcached as a new item before it is

a cloud platform without cost complexity

returned to the client. The same process

of buying and managing the underlying

will be repeating all over again. Table1

hardware and software.

Table 1. Multi-Tenant Application with
and without cache

Advantages of multi tenancy includes
hardware resource sharing, high degree
of configurability. The application and
database instance can also be shared in the
multi-tenant cloud environment.
A.Cache and Replication
In the existing method Memcached is taken
for cloud cache service. Memcached is
open source and widely used by many hightraffic sites, such as Facebook, LiveJournal,
Wikipedia and Fotolog.

III.SYSTEM DESIGN
A.Security Oriented Cache Approach
The main issue in multi-tenant cloud
application with cache is internal security
due

to

improper

other tenants.

memory

access

by

In this method [31] we

have developed an information security
mechanism to multi-tenant application
Figure 2. Memcached Operation in Web
Application
Fig. 2 illustrates on how Memcached works
in web application. Request sent by clients
for a dynamic web page usually contains
data query to database server. Web server
will find and get the data in the form of object

with cache by avoiding improper data access
by other tenant’s. In this method symmetric
DES is used to encrypt the tenant’s critical
data inorder to prevent improper access
by the other active tenants. DES requires
lesser computational power compared to
other public key encryption methods.
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with

Memcached

[31]

is

low average

response time. In this proposed method an
Internal Cache is created on application
context using HashMap. Internal caching
of data makes faster retrieval to users.
Users can access this application through
Figure 3. Security Oriented Cache

web service using PC, laptop and Mobile

Approach
Fig. 3 illustrates security oriented cache

etc. Internal cache method is automatically

for multi-tenant application on PaaS, to

access this application. It stores key value

incorporate all devices that are connected
to the Internet. Tenants uses web browser
to access applications. Tenants can send
request to the controller for getting data
or inserting data into database. Controller
will map the user request to manager.
Data encryption and decryption is done

by manager. For inserting data into
database, manager first encrypts the
user data and passesby manager. For
inserting data into database, manager first
encrypts the user data and passes it to
storage unit. Only encrypted data is stored
in database. For getting data of a particular
user, the Manager will find it and get the
data in the form of object in Memcached.
After

getting

data

from

Memcached,

generated on all devices from which user
pairs, i.e. it keeps tenant key and its data.
It provides quick response time and better
performance to tenants.
Fig 4 illustrates internal cache and
Memcached mechanism for SLA-Driven
multitenant application on PaaS. Tenants
can send a request to controller for getting
data or inserting data into database.
Request is send in the form of URL.
Controller will map this request to manager.
An internal security isprovided at manager
by using DES. Only encrypted data is stored
at storage unit. Decrypted data is passed to
tenants. For inserting data into database,
manager first encrypts the data and stored
at database.

manager will decrypt the data and returned
it to the user.
If the object is not found, data is fetched
from the database server and it will be set
to Memcached as a new item. Then decrypt
the data from database and returned to the
user. The same process will be repeating all
over again

Figure 4. Proposed Internal Cache

B.Internal Cache

Method
Data retrieval request is handled by

The main issue in multi-tenant application

manager. When a data is requested, it first
117

IV.CONCLUSION

looks into internal cache and get the data
in the form of object in internal cache. If it
is not found, check in Memcached and get
data and set to internal cache as a new item.
If not found in Memcached, data is fetched
directly from the database server and it
will be set to Memcached as a new item.
The same process will be repeating all over
again. It is built on the top of PaaS, so as to
available to all devices that are connected
to the Internet.
Fig. 5 describes how to access service data in
our approach. When a data is requested, it
first looks up on the internal cache. If cache
hit, it directly fetches data and return. If it
not found, it looks up on the Memcached. If
data found in Memcached, directly fetches
data from database and set to internal
cache as a new item. If the data is missing,
it first checks whether the budget approves
data retrieval from database. After that
increment the miscount and get data from

In cloud multi-tenant application most
of work focus on VM migration and load
balancing issues. Efficient and secure data
storage and retrieval are important issues
to improve the resource utilization and
response time. Multi-tenant applications
have made the need for cache mechanism
for effective and faster service. Security
is

another

major

concern

in

cloud

computing. In order to address security
issues in the proposed cache approach
employs DES algorithm for encryption. This
approach satisfying tenant SLA and costeffectiveness. Internal cache is implemented
to improve the performance of multitenant
application. This internal cache is built on
the top of users’ application context. It is
created using Hashmap. It provides better
performance and faster access to multitenant users.
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WHY DO WE CONCERN ABOUT SEO ?
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Abstract

All major search engines such as Google, Bing and Yahoo have primary search results,
where web pages and other contents such as videos or local listings are shown and ranked
based on what the search engine considers most relevant to users.

Keywords — SEO, Search Engine Optimization, Off-Page Optimization,
Blog Posting, Sitemaps, Social Bookmarking

1.INTRODUCTION

II.HOME PAGE OPTIMIZATION

We live in an era where Encyclopaedias and We all know that whenever we open a
Reference books have been replaced by search engine it’ll lead you to homepage.
Internet. Do you know what makes internet When you setup your homepage, you want
so popular?? Definitely it is because internet to make sure that your exact keyword is
provides faster and reliable information placed in:
just in a click. What had been the situation •

Title tag

when there was no internet?? We had to •

Description tag

search each and every book related to the •

H1 tag

specific field in order to collect certain •

H2 tag

information. Now that internet has Search •

H3 tag

engines there is no need to spare time. All we We do have a proper understanding in the
need to do is to just type the topic we need structure for SEO. Your homepage should
information about and click search. Thank have only one H1 tag, one H2 tag, and the
the inventors of internet so that we can save rest of the tags can be H3 - H6. So here’s
our time!! Talking about the search engines, the setup:
we also need to know about Search Engine •

H1 tag = heading of page (one per page)

Optimisation (SEO). Some of you might have •

H2 tag = subheading of page (one per

heard about SEO. Basically, what is SEO?

page)
•

H3 - H6 tags = subsections (multiple per
page)

A.Blog Posting
We all love to read blogs. Especially if you
like to learn more about something. Blog
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posting is another greater factor to get
indexed your website in search engines,
because search engines love the updated
contents. Blog page is usually updated more
than any other page on a website. Search
engines are always looking for new updated
content that’s why blogs rank higher in the
search results.
B.Sitemaps
There are commonly XML Sitemap and
HTML Sitemap. The XML Sitemap tells the
search engine about the pages on your site,
their relative importance to each other,
and how often they’re updated. The HTML
sitemaps are designed for the user to help
them find content on the page, and don’t
need to include each and every subpage.
This helps visitors and search engine bots
find all pages on the site.

II.OFF- PAGE OPTIMIZATION

What are we supposed to do after
optimizing the homepage??
After
the
optimization
of
the
homepage,blog posts, and much more,
then we want to create Off- Page
Optimization or Backlinks to your
website. A backlink is a link on another
website that directs users back to your
website. For example, I wrote an article
about “Backpackers” on my website, and
I included a link back to www.TripHolick.
com in my article. That counts as a
backlink for the www.TripHolick.com
website.
There are different ways to get backlinks.
Some of the most popular ways are:
A. Blog Commenting

B. Article Marketing
C. Forum Posting
D. Social Bookmarking
E. User Profiles
A.Blog Commenting
Ever tried to comment a blog post and
failed? Here we give a rough idea on how
to comment a blog post. When you leave
a comment on someone’s blog, you’ll see
an option to enter your website’s URL
too. After you enter your website’s URL,
your “display name” on the comment
changes into a clickable hyperlink that
points back to your website. This is how
we can comment on blogs which count
as backlinks. So now that you know how
to comment a blog, start commenting
your thoughts soon.
B.Article Marketing
Article marketing is a really great way
to get backlinks to your website. The
downside is that it can be time consuming
to write 100 different articles and post
them to 100 different article directories.
C.Forum Posting
When you sign up for forums, you can
set up a profile which allows you to add
a link that points back to your website.
Most forums will also allow you to set up
a signature similar to an email signature.
When you leave a comment on the
forum, your website’s link will show up
under your posts. You have to be an
active user of forums to get multiple
backlinks pointing back to your website.
If you like forums, then this is perfect
for you.
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D.Social Bookmarking

profile means? Similar to that we can create

It is sure that everyone who uses must

profiles in websites too. Profile Accounts

have come across with the term Bookmark.

are created at websites that allow you to

Apart from that bookmark option there is

upload a photo and a link to your website.

Social Bookmarking. Social Bookmarking

This is a great way to get backlinks, and

websites allow you to share your favorite

even better for branding. An example of a

websites with everybody on the internet.

profile account that allows you to display

Popular social bookmarking sites include:•

your website is Twitter. Search engines will

www.stumbleupon.com

notice this backlink, and people that visit

•

www.digg.com

•

www.delicious.com

So this article has surely given you an

•

www.diigo.com

overview of search engine optimisation and

•

www.reddit.com

several terms related to it. SEO is one of the

•

www.folkd.com

core parts of digital marketing. It shows how

III.CONCLUSION

When you register with social bookmarking

we can optimize the search engines. SEO is

websites, you have to use those websites

the proper structuring of keywords, H (H1-

correctly or you could get banned. If you

H6) tags etc. There are 200 plus factors

only bookmark pages from your website,

how a website gets indexed on the top. All

then

“self-promotion.”

search engines have complex algorithms

fastest

to

for checking these factors. Also up to a

some

dozen of times the upgrade of algorithms

communities.Social

has taken place. So keep in touch with the

bookmarking accounts should look natural

updating search engines algorithms and

just like your bookmarks within your web

make the relevant changes in your website

browser. Every time you bookmark your

and keep the SEO strong and reliable.

it’s

considered

Self-promotion

is

get your website
social

the

banned

bookmarking

way

from

articles, you should also bookmark 5-10
other websites as well.
E.User Profiles
As most of us have a social networking
account we all will be aware of what a
profile means? Similar to that we can create

REFERENCES
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NETWORK SLICING; THRIVING
TECHNOLOGY THAT DRIVES 5G

Abstract

Manumol V. S.
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Network Slicing is considered as the future of communication networks like 5G. Network
Slicingis a form of virtual network architecture using Software Defined Networking (SDN)
and Network Functions Virtualisation (NFV) in fixed networks. SDN and NFV are now
being commercially deployed to deliver greater network flexibility. By combining these,
the network operators and service providers get several advantages like heterogeneity
of services.When SDN and NFV are combined, the diversity and dynamism of scenario
requirementsmakes the network management a difficult task. In order to face such
challenges, the Network Slicing method is introduced. It refers to the possibility of combining
network resources for their parallel use when sharingthe same underlyingphysical
infrastructure.

Keywords:Network Slicing, Dynamic network management, Mobilityaware architecture

I.INTRODUCTION

Software-Defined Networking (SDN) and

Network slicing is the process of deployment NetworkFunctions Virtualization (NFV) has
of multiple logical networks as independent made radical changes to the communication
business operations on common physical networks. SDN is a way to manage networks
infrastructure. The purpose of slicing is to that separates the control plane from the
gain flexibility and higher utilization of forwarding plane. NFVseparates the software
network resourcesby providing only the execution of Network Functions(NF) from

network resources required to accomplish the underlying hardware. By providing
the necessities of the slices enabled in the availability, scalability,and efficiency, it

system. In other words, network slicing is the enables the deployment and efficient
virtualization ofnetwork resources so that control of virtual networkinfrastructure
it permits the operatorsto share the similar and services. Its dynamic nature offers
physical resources in a flexible and dynamic more benefits to network operators

managing
their
network
manner. flexible and dynamic manner. The when
introduction of innovative technologies like resources. It brings them more flexibility
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a

functionality to support devices that will

real-

use only a part of that functionality. It also

timeadministration of the infrastructureand

gives a derivative benefit i.e., the ability to

provisioned services.

deploy 5G systems more quickly because

This technology can inﬂuence mobile

fewer functions need to be deployed and

networking directly, also prompted by

thereby enabling faster time to market.

the incoming ﬁfth generation (5G) mobile

II.NETWORK SLICING CONCEPT

technology. In 5G, the network operators

In Network Slicing, the network resources

get the ability to deploy only the functions

are packaged and assigned in an isolated

necessary to support particular customers

manner to a set of users according to their

and particular market segments. The major

specific requirements. It is considered

benefit of this technology is the savings

as a key paradigm to fulfil diversity of

compared to being required to deploy full

requirements.

in

provisioning

significant

services

improvement

and
in

also

the

A. The Network Slicing Layers:

Fig 1:Network Slicing Layers
The Service Instance Layer:I t represents the

may also be shared across multiple Service

services which are to be supported. Each

Instances provided by the network operator.

service is represented by a Service Instance.

A network operator uses a Network Slice

Network Slice Instance Layer: A Network

Blueprint to create a Network Slice Instance

Slice

Resource Layer

Instance

provides

the

network

characteristics which are required by a

Physical Resource: These are physical assets

Service Instance. A Network Slice Instance

for computation,

may also

including radio access. Network Functions

storage

or transport
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are not considered as Resources.

are selected and deployed. In our example,

B. Example for Network Slicing

the

The functioning of network slicing can be

Manager makes use of a speciﬁc set of VNF

described through the following example.

sharing the same underlying infrastructure

Here we take two scenarios, eHealth and

for each slice.

Virtual

Network

Function

(VNF)

Ultra HDvideo with various requirements.

The new age of 5G connectivity will

Both of these services’ requirements are

be characterized by its wide diversity of

not particularly challenging when taken

use cases and their varied requirements in

independently. But it becomes challenging

terms of power, bandwidth, and speed. That

when providingan adequate performance

is why mobile technology vendors consider

of theseservices based-on a spontaneous

network slicing as the key ingredient

on-demand pattern.

necessary for 5G to meet its technical
requirements. The pliability brings about by
the technology will help to address the cost,
efficiency and flexibility required in future.
The GSMA Intelligence forecasts there will
be 1.2 billion 5G connections by 2025. It
means, 40 percent of global population will
have 5G connection. So, the industry has to
adapt a technology that should cope with

Fig 2:Example of Network Slicing

different needs of specific industries and

For current networks, it is difficult to

the economy. That is why network slicing is

provide the high bandwidth required for

termed as a key enabler of 5G.

the video service and the high availability

III. EMERGENCY USE CASES

and mobility of the eHealth service that

In network Management, the European

should have high mobility and strict packet

research projects identifiedsome of the use

loss tolerance. These networks are designed

cases as emergency scenarios where some

only for best effort purposes. In network

specific services must beprioritized so as

slicing the service provider checks the

to provide them at any time. That means a

Network Slice Catalogue first to meet the

dynamic reconfiguration or substitution of

requirements of the scenario. The Network

the NetworkSlices involved are guaranteed

Slice Blueprint is the description of the

in emergencies. As an example, in 5G

structure, conﬁguration, and workﬂows to

NORMA project where some parts of

instantiate and control the Network Slices

the network infrastructure have been

during their life cycle.Once the catalogue

destroyed due to natural calamities may

has been checked, the Network Slice that

be taken into account. Scenarios including

better ﬁt the current scenario requirements

natural disasters such as earthquakes,
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floods or events like terrorist attacks are

hardware. In this scenario,rescue teams,

also considered. Three phases are used to

along with their instruments and vehicles,

represent this scenario,

needcritical connectivity. To accurately

(a) the initial scenario,

solve this, a special mechanism responsible

(b) when an emergency occurs

for triggering corrective actions through

(c) after the mitigation takes place.

dynamically changing theNetwork Slice is

(a) Initial Scenario: Normal Stage No

needed. The location and mobility of the

Emergency

elements thatmake up the Network Slices

The figure shows the example for No

needs to be taken into account tooptimize

Emergency Initially. A particular Network

the fixing measure.

Slice called eHealth Slice is deployed with
enough resources to fit the requirements of
the services. The provisioning of services
is fine as expected in such situations. In
other words, resources are not overloaded
and users can access services without
experiencing any problems.
Fig 3: :Emergency-Driven Scenario: An
Emergency Occurs

(c) Post-Mitigation Scenario: Network
Evolved To Fix an Emergency

Fig 3: Initial Scenario:Normal Stage No
Emergency
(b)

Emergency-Driven

Scenario:

An

Emergency Occurs
In this phase, the figure represents the
occurrenceof an unpredictable event that

Fig 5:Post-Mitigation Scenario: Network

leads to serious issues withthe provisioning
of services. Some hardware failures may

Evolved To Fix an Emergency
This is the third phase where the last step

also occur. Here there is a chance of a large

in which an Emergency Sliceis deployed

number of users located at a given place may

as a response to the interruption of the

try to use online services at the same time.

deliveryof services from the eHealth Slice.

Congestion would definitely happen as there

A new Slice is provided with essential

is a reduced capacity of the network linking

resources in order to be able to provide
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critical services to emergency and security
personnel so that an inactive scenario is
avoided. Since the service requirements
have changed, the policies given by the
new Network Slice are different. As a result,
the rescue teams are newly accessing
the

previouslymentioned

services

but

accordingto the specific policies defined in
this context. Here they have access to some
information that they would nothave in the
initial scenario.

I V. A M O B I L I T Y-AWA R E
ARCHITECTURE TO MANAGE
NETWORK SLICING

The Virtual Network Function Manager
Manager
the

(VNFM)

configuration,

[1]is

responsiblefor

management,

and

monitoring ofall the VNFs that make up
the network slices. This manager can
deploy,

dismantle,

demand

and

VNFswith

configure

the

on-

functionality

provided by the network slices. The VNFs
run on top of Virtual Machines (VS)
exposed by the Virtualized Infrastructure.
In other sense, the SDN paradigm is
able to decouple the data plane, where
forwarding elements are situated, from
the control plane, where routing decisions

For the automation of the provisioning of the

are prepared. It also has the control

innovative services, the agile architecture

element

able to adapt to a highly dynamic context

manages

has to be relied. Fig. 6 displays the

belonging to thedata plane, and the global

main elements of this mobility aware

administration perspective, whichavoids

architecture. It has been developed starting

making changes on individual network

from the European Telecommunications

elements. In this regard, the SDN Controller

Standards

Institute(ETSI)

allows the proposed architecture to control

model

whose

reference

called

SDN

multiple

Controller,which

network

elements

are

in real time the network communications

background.

between the elements of the network

From the bottom to the top, Fig. 6 portrays

slices with the goal of ensuring aspects

the Virtualized Infrastructure Manager

like such as security, privacy, and QoS.

(VIM) that is responsible for the Network

The

Functions

Infrastructure

management of the previously mentioned

(NFVI)management as well as monitoring

elements. This component communicates

the resources. Precisely,the VIM is able to

withthe VIM, the VNFM, and the SDN

create, control, monitor, and dismantle the

Controller to schedule their tasks and

whole lifecycle of Virtual Machines (VM).

receive information about the state of the

The physicaland virtual resources range

scenario, and finally updates its catalogues.

from computation and storageelements to

The Orchestrator is linked to the Operations

SDN-oriented network infrastructure such

Support System/Business SupportSystem

as OVS switches and SDN controllers.

(OSS/BSS) that serves the customer services.

[3]

represented

on

a

components
blue

Virtualization

Orchestrator

makes

automatic
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In

this

case,

the

responsiblefor the

orchestrator

automation

of

is
the

processes related to the Network Slices
management

based

on

the

outcomes

selected by the Automation Policy Engine.

V. CONCLUSION

In Network Slicing, a particular slice takes
the responsibility of a specific operation.
The corrective mechanism along with
the slicing technology thus manages to
eliminate the congestion in network. With
network slicing technology, a single physical
Fig 6:Mobility-Aware Architecture
Network Slice Management
The Network Slice Management (NSMan)
[2]comprises of several elements that
directly deal with the life cycle of the Network
Slices. The Automation Policy Engine is
responsible for making decisions about
the management of the slices. The intraorinter-actions determined by the policies
defined by the network administrator as
well as the slice context information and
the location of the resources.Management
policies are considered to control the slices
and their resources dynamically.
Policies

are

divided

in

two

different

groups, intra-slice andinter-slice policies,
managing the Network Slices life cycle
dynamically but with a sharp difference.

network can be partitioned into multiple
virtual networks allowing the operator to
offer optimal support for different types
of services for different types of customer
segments. The key benefit of network slicing
technology is that it enables operators
to provide networks on aservice basis,
which enhances operational efficiency and
reduces time-to-market for new services.
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