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MESSAGE
It is with a sense of delight that I convey this message as Annual Software
Meet Interface 2019, being hosted at School Of Computer Sciences . It is
indeed timely to remember the commitment and hard work of many students
and faculty members and the commendable success of past seminars organized
by the School.
Information age in a virtual sense has shrunk the world and it is my wish this is
translated to the manner the organizers operate, interact and focus on the unity
of our purpose. I hope that the extra step taken by the organizers in bringing
out the ‘IT-Glimpse’ –the annual technical publication which shall be
remembered for its contribution in reaching out the common man. I
congratulate the Organizers for providing a platform for interaction of various
academicians and students through the Conference.
I convey my greetings and good wishes on this happy occasion and also wish
you all the best for the future too.

Dr. SABU THOMAS

EDITORIAL

“Excellence is not a gift
but a skill that takes practice
we do not act rightly because we are excellent
in fact we achieve excellence by acting rightly”
---Plato

In our strive towards achieving excellence we present before you ‘IT GLIMPSE
– 21st Edition, Magazine from School of Computer Sciences- an array of
thoughts, ideas, and our journey towards knowledge and excellence.
This publication would never have been made true without the unending
support from all my teachers, staff members, friends and all other well-wishers.
I hereby express my wholehearted gratitude and appreciation to all those who
have worked in and out to make this publication possible. I also extend my
gratitude and respect to all the authors.
With all hopes and hues we bring forward the new edition of IT GLIMPSE
unravelling a bunch of creative, innovative and resourceful technical
publications and a journey through the activities of School of Computer
Sciences.
SRUTHI S KUMAR
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ABOUT US
SCHOOL OF COMPUTER SCIENCES
Mahatma Gandhi University is the premier educational institution that was
established on 2nd October 1983 and is located at Kottayam in Kerala. The
university is now acknowledged to be one of India’s leading universities and has
made immense strides in the field of research, development and technology and
transfer to industries. In the year 1990, the university started School of Computer
Sciences with an objective to impart higher education and research in the field of
Computer Science. The school offers MSc. in Computer Science, MPhil in
Computer Science, PhD, short Add-on courses in different scientific and
computational tools and encourages blended learning using e-learningresources.

FACULTY MEMBERS
Prof. Anuj Mohamed
HOD and Prof. MCA (NIT Calicut), PhD (Mahatma Gandhi University)
Prof. Bindu V R
Prof. MSc. (University of Kerala), PhD (Mahatma Gandhi University)
Dr. Pushpalatha K P
Associate Prof. MCA (Madurai Kamaraj University), PhD (Mahatma Gandhi
University)
Dr.Ivy Prathap
Assistant Prof. MSc (Mahatma Gandhi University), PhD (Anna University)
Mrs.Chilankamol Sunny
Assistant Prof. MTech CSE (APJ Abdul Kalam Technological University)
Mrs.Jissy Liz Jose
Assistant Prof. MTech CSE (Kerala University)

STUDENT ACTIVITIES
Almost all students actively participate in the various extra-curricular activities
of the department students union, Debate groups, Nature Clubs, National Service
Scheme, Quiz groups, Massive Online Open Course (MOOC), sports etc.

COMPUTER SCIENCE STUDENTS’ ASSOCIATION (C$$A)
C$$A (Computer Science Students’ Association) is the association of the
students of the School. It was established in 1996 with a goal of developing the
overall skills of the students of the School. C$$A takes pride in being known as
the most active student’s association in the Mahatma Gandhi University Campus.
C$$A provides a platform for the students and the alumni to interact through
various technical activities and the annual alumni meet.
C$$A organizes Debates and Workshops on current developments in IT related
fields. It also organizes Seminars based on latest trends in IT, Personality
Development, Career Guidance and so on. The major activity of the C$$A is
INTERFACE- an Annual Software Contest. The Publication Club of C$$A
subscribes to Technical Publications related to computer science field every year.
All the students get facilities to read these publications and to use the related CD
with the aid of librarian.

INTERFACE
INTERFACE is a 2 day ultimate software contest conducted by C$$A. The first
INTERFACE was held in 1996. Over the years many technical competitions were
conducted during interface includes Coruscate, Rejoinder, Illusion, Artistry,
Triumph, Tracert, Vanquish and Au-Fait.
INTERFACE provides a common platform for the computer science and computer
technology students and is conducted in the month of December for the convenience
of a majority of the students’ community. Invitations are sent to MSc. and M.Tech
students of all South Indian Colleges. The whole organization of the event is
exclusively done by the C$$A under the guidance and support of the faculty
members and Alumni.
This year 2019, the 24th Interface comes with events like a two day Workshopbased on Information Security and Ethical Hacking, and competitions-Inquizitive
and Maistrie. Along with these events, a Technical Talk Doceo, by one of the
alumni is also organized.

IT GLIMPSE
In connection with INTERFACE, an Annual Technical Publication-ITGLIMPSE is
released by C$$A every year with articles and papers from the students, research
scholars, alumni and the faculty. The first issue of IT Glimpse was released in
1999. The 21th issue of IT Glimpse is released during INTERFACE 2019. In
addition to covering recent trends, technologies and research developments in the
area of computer science, the publication also aims to highlight the students’
activities of the school.

ANNUAL REPORT
FOR THE YEAR 2018-2019
Computer Science Students Association (C$$A) was established with an
objective to develop overall skills of the students of School of Computer
Sciences. C$$A has been one of the most actively working students’
organizations in the Mahatma Gandhi University Campus. With the invaluable
advice of our teachers, and togetherness of the fraternity, we have gone a long
way in achieving our objectives. Here I present the Annual Report of the C$$A
activities for the year 2018-2019 before you.
List of office-Bearers of C$$A till 29th june 2019 are:
C$$A Patron

: Prof. Anuj Mohamed

President

: Mr.Mathew Stephen

Vice President

: Ms.Tiny Ann Thomas

Gen. Secretary

: Ms.Manumol V S

Join. Secretary

: Mr.Manu Das

Treasurer

: Ms.Tiny Ann Thomas

IT Glimpse Editor

: Ms.Shivani P

Associate Editor

: Ms.Divya Shajan

Placement Co-ordinators : Mr.Vishal Sreekumar
: Ms.Aneesha Tomy
Website Administrator
Librarian

: Mr.Aby Thomas
: Ms.Nisma Naushad

Executive Members
Mr. Ananthakrishnan, Mr.Vishal Sreekumar, Ms. Reshma Raju, Mr. Mathew P
John, Ms. Nila, Mr. Sujith P S, Mr.Sam Kurian, Ms. Nikhila R

Office-Bearers for C$$A 2019-2020 were elected in the general body held on
30th June 2019 are:
C$$A Patron
C$$A President
Vice President
General Secretary
Joint Secretary
Librarian
Placement Coordinator
Minutes Writer
Magazine Editor
PRO

: Prof. Anuj Mohamed
: Mr. Anoop K B
: Ms. Ranjuna Kumaran
: Ms. Reshma Pushpangathan
: Ms. Sangeetha Sagar
: Ms. Aparna A R
: Ms. Shahala
: Ms. Chithra
: Ms. Sruthi S Kumar
: Ms. Nikhila R
: Ms. Reshma Pushpangathan
: Ms. Jintu Maria Sebastian
Web Admin
: Ms. Alby Sebastian
Program Coordinator
: Ms. Ranjuna Kumaran
Reception Committee Head : Ms. Nayana Ravi
Reception Software
: Ms. Anju Michel
Food Committee Head
: Ms. Athira Biju
Technical Committee Head : Mr. Sam Kurian
Request Writer
: Ms. Biya Babu
Stage Volunteer
: Ms. Vinitha Jose
: Ms. Sruthi S Kumar
: Ms. Biya Babu
Stage Management Head
: Ms. Jessna Mol Joy
Treasurer
: Ms. Soumya U
Interface Coordinator
: Mr. Benhur Paul
Executive Members
Mr. Sujith P.S, Mr. Manu Das, Ms. Divya, Ms. Neena, Ms. Shahala, Ms. Anju
Michel, Ms. Jintu Maria Sebastian, Mr. Johnas o Maranga.
C$$A ACTIVITIES
In the year 2018-2019 C$$A undertook various constructive and creative
activities and contributed to all-round development of the students. Various
workshops organized by the School gave hands-on experience to students.

The International Women’s Day was observed with a quiz competition on 8th
March 2018. Worlds Women on Top was the core topic and MSc second year
students Ms. Aparna V. B. and Ms. Anju Michel won the first prize. An
honoring ceremony was conducted in order to honor our beloved teacher Prof.
Dr. Bindu V. R. who has successfully completed 25 years of excellence in
teaching and research.
Under the guidance of Prof. Bindu V. R. organized a Special Talk on 29th
August 2019, for the university academic community at School of Computer
Sciences. The sessions were carried out by Prof. Andrew Briggs, Department of
Materials, University of Oxford on Artificial Intelligence for Measuring and
Tuning Quantum Devices.
The students of School of Computer Sciences won the Overall Second Prize on
the competition “Pookkalam” during Onam Celebration in the month of
September.
INTERFACE 2018
Interface is a technical fest conducted by School of Computer Sciences, in
association with Computer Science Students Association (C$$A). The 23rd
prestigious Annual event Interface was held on 11th and 12th of January 2019.
Prof. K Jayachandran, Director School of Bio-Sciences and Syndicate member
of Mahatma Gandhi University, Kottayam, inaugurated this Mega event. Prof.
Anuj Mohamed, HOD of the school presided over the function, presented a
memento to Mrs. Greeshma M. S, Senior Research Fellow, School of Computer
Sciences as a token of appreciation for winning Best Paper Award on the paper
“Novel Quality Metric for Image Super Resolution Algorithms - Super
Resolution Entropy Metric (SREM)”, in the International Conference on Recent
Trends in Image Processing & Pattern Recognition (RTIP2R) , Solapur
University Maharashtra, INDIA in collaboration with University of Evora,
portugal and the University of South Dakota, USA and sponsored by Springer,
MHRD and CSIR.
A technical talk on “Humanitarian OpenStreetMaps” by Mr. Liju Thomas,
alumnus and Co-Founder of Dhisigma was also organized as a part of the meet.
Thirty students from various Colleges have participated in Interface 2018. The
overall championship was bagged by Santhigiri College, Vazhithala and the
ever-rolling trophy was given to them. The response from the participants and
audience was mind-blowing.

IT-GLIMPSE 2018
IT Glimpse is the annual technical publication by C$$A with articles and papers
from the students, research scholars, alumni and the faculty. In addition to
covering recent trends, technologies and research developments in the area of
computer science, the publication also aims to highlight the activities of the
students of the school.
In the inaugural session of Interface 2018, Professor, Dr. K. Jayachandran,
School of Biosciences and Member of syndicate released 20th edition of IT
Glimpse. Dr. R. Vijayakumar, former Professor of the school released the
online version of IT Glimpse 2018-2019. This edition covered very wide
spectrum of the recent developments in the IT field and maintained a high
degree of technical competence. A special congratulations to the staff editor
Prof. Bindu V.R. and student editor Ms. Shivani P. is long due.
Before concluding this annual report, I would like to express my heart-felt
gratitude to our HOD, Prof. Anuj Mohamed for her help, advice and
encouragement in all the C$$A activities. All the teaching and non-teaching
staff are remembered with thanks for their unstinting help and support. I would
also like to express our whole hearted appreciation for members of Alumni and
especially for Mr. Dilip K Prasad for the wonderful work that he has done in
designing the cover page of IT Glimpse. Once again expressing my thanks to
one and all on behalf of C$$A, I submit this Annual Report to the General Body
for approval.

Reshma Pushpangathan
General Secretary, C$$A

ENHANCEMENT OF SECURITY
AND QoS IN IoT BY INTRODUCING
BLOCK CHAIN
Rethishkumar S.
Research Scholar
School of Computer Sciences
Mahatma Gandhi University

Dr. R. Vijayakumar
Professor (Retd.)
School of Computer Sciences
Mahatma Gandhi University

Abstract
This paper presents a comprehensive survey of the existing blockchain protocols for the
Internet of Things (IoT) networks. We start by describing the blockchains and summarizing
the existing surveys that deal with blockchain technologies. Blockchain is one of the most
important technical invention in the recent years. Blockchain is a transparent money
exchange system that has transformed the way a business is conducted. The blockchain, with
its own characteristics, has received much attention at the beginning of its birth and been
applied in many fields. At the same time, however, its security issues are exposed constantly
and cyber attacks have caused significant losses in it. At present, there is little concern and
research in the field of network security of the blockchain. This paper introduces the
applications of blockchain in various fields, systematically analyzes the security of each layer
of the blockchain and possible cyber attacks, expounds the challenges brought by the
blockchain to network supervision, and summarizes research progress in the protection
technology. This paper is a review of the current security of the blockchain and will
effectively help the development and improvement of security technologies of the
blockchain.

1. INTRODUCTION
IoT is creating new opportunities and
providing a competitive advantage for
businesses in current and new markets. It
touches everything not just the data, but

how, when, where and why you collect it.
The

technologies

that

have

created

the Internet of Thing aren’t changing the
internet only, but rather change the things
connected to the internet the devices and
gateways on the edge of the network that
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are now able to request a service or start an
action without human intervention at many
levels. Because the generation and analysis
of data is so essential to the IoT,
consideration must be given to protecting
data throughout its life cycle. Managing
information at all levels is complex
because data will flow across many
administrative boundaries with different
policies and intents.
Given the various technological and
physical components that truly make up an
IoT ecosystem, it is good to consider the
IoT

as

a

system-of-systems.

The

architecting of these systems that provide
business value to organizations will often

Figure1: IoT Architecture

be a complex undertaking, as enterprise
architects

work

to

design

solutions

that

include edge

integrated

è What are the challenges with

devices,

IoT security

applications, transports, protocols, and

A security vulnerability is a weakness

analytics capabilities that make up a fully

which can be exploited to compromise the

functioning IoT system. This complexity

integrity or availability of your IoT

introduces challenges to keeping the IoT

application. IoT devices by nature, are

secure, and ensuring that a particular

vulnerable. IoT fleets consist of devices

instance of the IoT cannot be used as a

that have diverse capabilities, are long-

jumping off point to attack other enterprise

lived, and are geographically distributed.

information technology (IT) systems.

These characteristics, coupled with the

International

growing

Data

Corporation

(IDC)

number

of

devices,

raise

estimates that 90% of organizations that

questions about how to address security

implement the IoT will suffer an IoT-based

risks posed by IoT devices. To further

breach of back-end IT systems by the year

amplify security risks, many devices have

2017.

a low-level of compute, memory, and
storage
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capabilities,

which

limits

opportunities for implementing security on

services by 2017, IoT devices and services

devices. Even if you have implemented

will expand the surface area for cyber-

best practices for security, new attack

attacks on businesses, by turning physical

vectors are constantly emerging. To detect

objects that used to be offline into online

and mitigate vulnerabilities, organizations

assets

should consistently audit device settings

networks. Businesses will have to respond

and health.

by broadening the scope of their security

Regardless of the role your business has

strategy to include these new online

within the Internet of Things ecosystem

devices.

device manufacturer, solution provider,

Businesses will have to tailor security to

cloud provider, systems integrator, or

each IoT deployment according to the

service provider you need to know how to

unique capabilities of the devices involved

get the greatest benefit from this new

and the risks associated with the networks

technology that offers such highly diverse

connected to those devices. BI Intelligence

and rapidly changing opportunities.

expects spending on solutions to secure

Handling the enormous volume of existing

IoT devices and systems to increase five

and projected data is daunting. Managing

fold over the next four years.

the inevitable complexities of connecting

communicating

with

enterprise

è The Optimum Platform

to a seemingly unlimited list of devices is

Developing solutions for the Internet of

complicated. And the goal of turning the

Things

deluge of data into valuable actions seems

collaboration,

impossible

because

many

connectivity for each piece in the system,

challenges.

The

existing security

and throughout the system as a whole. All

technologies will play a role in mitigating

devices must work together and be

IoT risks but they are not enough. The goal

integrated with all other devices, and all

is to get data securely to the right place, at

devices must communicate and interact

the right time, in the right format; it’s

seamlessly with connected systems and

easier said than done for many reasons.

infrastructures in a secure way. It’s

of

the

è Dealing with the Challenges
and Threats

requires

unprecedented

coordination,

and

possible, but it can be expensive, time
consuming, and difficult, unless new line

Gartner predicted that more than 20% of

of thinking and new approach to IoT

businesses will deploy security solutions

security emerged away from the current

for protecting their IoT devices and

centralized model.
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of communications that will have to be
handled when IoT devices grow to the tens
of billions will increase those costs
substantially.
Even if the unprecedented economical and
engineering challenges are overcome,
cloud servers will remain a bottleneck and
point of failure that can disrupt the entire
network. This is especially important as
more critical tasks.
Moreover, the diversity of ownership

Figure2: The Problem with the Current
Centralized Model

between devices and their supporting

The current IoT ecosystems rely on

cloud infrastructure makes machine-to-

centralized,

machine (M2M) communications difficult.

brokered

communication
the

There’s no single platform that connects

server/client paradigm. All devices are

all devices and no guarantee that cloud

identified, authenticated and connected

services offered by different manufacturers

through cloud servers that sport huge

are interoperable and compatible.

models,

otherwise

processing

and

known

storage

as

è Decentralizing IoT Networks

capacities.

Connection between devices will have to

A

exclusively go through the internet, even if

networking would solve many of the

they happen to be a few feet apart.

questions above. Adopting a standardized

While this model has connected generic

peer-to-peer communication model to

computing devices for decades, and will

process the hundreds of billions of

continue

transactions

to

support

small-scale

IoT

decentralized

approach

between

to

devices

IoT

will

networks as we see them today, it will not

significantly reduce the costs associated

be able to respond to the growing needs of

with installing and maintaining large

the huge IoT ecosystems of tomorrow.

centralized data centers and will distribute

Existing IoT solutions are expensive

computation and storage needs across the

because of the high infrastructure and

billions of devices that form IoT networks.

maintenance

with

This will prevent failure in any single node

centralized clouds, large server farms and

in a network from bringing the entire

networking equipment. The sheer amount

network to a halting collapse.

cost
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associated

However,

establishing

peer-to-peer

Blockchain,

the

“distributed

ledger”

communications will present its own set of

technology that underpins bitcoin, has

challenges, chief among them the issue of

emerged as an object of intense interest in

security. And as we all know, IoT security

the

is much more than just about protecting

beyond. Blockchain technology offers a

sensitive data. The proposed solution will

way of recording transactions or any

have to maintain privacy and security in

digital interaction in a way that is designed

huge IoT networks and offer some form of

to be secure, transparent, highly resistant

validation and consensus for transactions

to outages, auditable, and efficient; as

to prevent spoofing and theft.To perform

such, it carries the possibility of disrupting

the functions of traditional IoT solutions

industries and enabling new business

without

models. The technology is young and

a

decentralized

centralized
approach

control,
must

any

support

three fundamental functions:

tech

changing

industry

very

rapidly;

and

widespread

commercialization is still a few years off.

·

Peer-to-peer messaging

Nonetheless, to avoid disruptive surprises

·

Distributed file sharing

or

·

Autonomous device coordination

planners, and decision makers across

missed

opportunities,

strategists,

industries and business functions should
pay heed now and begin to investigate
applications of the technology.
2.

PROBLEM
DEFINITION

è What is Blockchain?
Blockchain is a database that maintains a
continuously growing set of data records.
It is distributed in nature, meaning that
there is no master computer holding the
entire chain. Rather, the participating
nodes have a copy of the chain. It’s also
ever-growing — data records are only
added to the chain.

Figure 3: The Blockchain fundamental functions
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however; that’s protected by your private
key.
A blockchain is decentralized, so there is
no single authority that can approve the
transactions or set specific rules to have
transactions accepted. That means there’s a
huge amount of trust involved since all the
participants in the network have to reach a
consensus to accept transactions. Most
importantly, it’s secure. The database can
only be extended and previous records
cannot be changed (at least, there’s a very
high cost if someone wants to alter
previous records).
Figure 4: Block Chain architecture

Blockchain technology have the following
advantages for large scale IoT systems,

A blockchain consists of two types of

they are as follows:

elements:

· Tamper proof data.

·

·

Transactions are the actions created

· Trust less and peer to peer messaging

by the participants in the system.

possibility.

Blocks record these transactions

· Robust,

and make sure they are in the
correct sequence and have not been
tampered with. Blocks also record
a time stamp when the transactions
were added.

è What are Some Advantages of
Blockchain?
The big advantage of blockchain is that
it’s public. Everyone participating can see
the blocks and the transactions stored in
them. This doesn’t mean everyone can see
the actual content of your transaction,

· Highly reliable
· More private data.
· Records the historic actions
· Records data of old transactions in smart
devices.
· Permits the self-directed functioning.
· Distributed file sharing
· Elimination of single control authority
· Cost reduction in developing huge
internet infrastructure
· Built in trust
· Accelerate transactions
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è How Does it Work?

A set of approved transactions are then
bundled in a block, which gets sent to all
the nodes in the network. They in turn
validate the new block. Each successive
block contains a hash, which is a unique
fingerprint, of the previous block.
Two Main Types of Blockchain
·

In a public blockchain, everyone
can read or write data. Some public
blockchains limit the access to just
reading or writing. Bitcoin, for
example, uses an approach where
anyone can write.

·

In a private blockchain, all the
participants are known and trusted.
This is useful when the blockchain
is used between companies that
belong to the same legal mother
entity.

è The Blockchain and IoT
Blockchain

technology

is

the missing

link to settle scalability, privacy, and
Figure 5: Block Chain working model

When someone wants to add a transaction
to the chain, all the participants in the
network will validate it. They do this by
applying an algorithm to the transaction to
verify its validity.

What exactly is

understood by “valid” is defined by the
blockchain system and can differ between
systems. Then it is up to a majority of the
participants to agree that the transaction is
valid.

reliability concerns in the Internet of
Things. Blockchain technologies could
perhaps be the silver bullet needed by the
IoT industry. Blockchain technology can
be used in tracking billions of connected
devices,

enable

the

processing

of

transactions and coordination between
devices; allow for significant savings to
IoT

industry

manufacturers.

This

decentralized approach would eliminate
single points of failure, creating a more

21

resilient ecosystem for devices to run on.

a fundamental element of IoT solutions. It

The cryptographic algorithms used by

is not a surprise that enterprise IoT

blockchains, would make consumer data

technologies have quickly become one of

more private.

the

early

adopters

of

blockchain

technologies. In an IoT network, the
blockchain can keep an immutable record
of the history of smart devices. This
feature

enables

the

autonomous

functioning of smart devices without the
need for centralized authority. As a result,
the blockchain opens the door to a series of
IoT

scenarios

that

were

remarkably

difficult, or even impossible to implement
without it.
By

leveraging

the

blockchain,

IoT

solutions can enable secure, trustless

Figure 6: Block Chain act as Distributed
Transaction Ledger in IoT

messaging between devices in an IoT

The ledger is tamper-proof and cannot be

network. In this model, the blockchain will

manipulated by malicious actors because it

treat message exchanges between devices

doesn’t exist in any single location, and

similar to financial transactions in a bitcoin

man-in-the-middle

network. To enable message exchanges,

attacks

cannot

be

staged because there is no single thread of

devices

communication that can be intercepted.

contracts which then model the agreement

Blockchain makes trustless, peer-to-peer

between the two parties. In this scenario,

messaging possible and has already proven

we can sensor from afar, communicating

its worth in the world of financial services

directly with the irrigation system in order

through cryptocurrencies such as Bitcoin,

to control the flow of water based on

providing

conditions

guaranteed

peer-to-peer

will

detected

leverage smart

on

the

crops.

payment services without the need for

Similarly, smart devices in an oil platform

third-party brokers.

can exchange data to adjust functioning

The

decentralized,

autonomous,

and

based on weather conditions.

trustless capabilities of the blockchain

In this scenario, we can envision smart

make it an ideal component to become

devices in a manufacturing plant that can
place orders for repairing some of its parts
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without the need of human or centralized

approach toward the IoT and blockchain in

intervention. Similarly, smart vehicles in a

general; that is, to view to the system from

truck fleet will be able to provide a

the point of view of Reality instead of

complete report of the most important

insisting on a bottom-up approach that

parts needing replacement after arriving at

overvalues technicalities and leads to

a workshop. One of the most exciting

attitudes such as: “This technology is

capabilities of the blockchain is the ability

awesome, but to what use can we apply

to maintain a duly decentralized, trusted

it?”. The concept of considering the

ledger of all transactions occurring in a

blockchain technology from a top-down

network. This capability is essential to

perspective is not only beneficial to the

enable

and

IoT domain, but it is also advantageous to

regulatory requirements of industrial IoT

all other areas where a model of reality has

applications without the need to rely on a

Future Internet 2019, 11, 117 8 of 9 to be

centralized model.

trusted to ensure safety and security in

the

many

compliance

3. CONCLUSION

decision-making. An evident domain of

Blockchain is a valuable concept and a
technology that will deeply change the
way we foster security and reliability in
IoT networks and, in general, in any
human-designed ecosystem by providing
true dependable data. However, blockchain
will not necessarily be a disruption in the
way

systems

are

designed

and

implemented, given the fact that trust may
be smoothly “added” to existing legacy

application of the Mirror Model is
biomedical engineering, where data from
clinical devices have to be trusted in order
to draw suitable decisions and conclusions
in the interest of the patient. Our future
research will be oriented towards the
application of blockchain in cyber-physical
systems

including

Smart

Cities,

the

Internet of Everything (IoE) and Cyber
Security and Resilience domains.

systems. It has been shown that through a
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Abstract
Indian tradition has a considerable amount of empirical musicology research on studying the
cognitive impact of swara (musical notes), sruti (pitch) and laya (rhythm) on the human brain.
However, there has hardly been any neuro-scientific exploration of these effects of music on
human brain using the inherent strengths of Indian classical music. This paper discuses about
the importance and need to have such efforts and also describes some of the original works in
this direction.

1. INTRODUCTION

incorporated into music therapy to make it

Indian tradition has a considerable amount

more of a scientific approach.

of empirical musicology research on

It has been observed that many people

studying the cognitive impact of swara

doing high level intellectual work such as

(musical notes), sruti (pitch) and laya

scientific research, finds it easier to do their

(rhythm) on the human brain. However,

work while listening to music. Actually,

there has hardly been any neuro-scientific

the effect of music on them in tackling

exploration of these effects of music on

some of the most complex problems is not

human brain using the inherent strengths of

in getting into a mood, but to get into a

Indian classical music. Although the term

mode of thinking. That is, the music here

‘music therapy’ is popular, many think

acts not just as a mood creator, but it

about it as using certain ragas in treating

actually does more than that. It elevates the

some diseases. The cognitive or neuro-

brain to a higher plane of thinking. The

scientific terminologies in which the

same experience has been shared by many

human emotions are expressed have to be
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researchers. At some crucial junctures in

philosophy, the Natyashastra and certain

their research process, music helped them

lakshanagranthas

to think out of the way, leading to fruitful

Swaramelakalanidhi

results. Even though the neurological

Ramamatya of the Vijayanagara empire in

reasons behind this are still more or less

1550), the psychological impact of musical

unknown, it certainly offers a research area

concepts has been clearly worked out.

to be explored further.

Taking rasa (emotion) as the main point,

Intellectual thinking is not the only area

the dominant take on music therapy in

where music can benefit you. Even in areas

India has been to use ragas to heal. There is

of physical activities such as sports, it can

a large body of literature dealing with Raga

do wonders. For example, Bengaluru based

Chikitsa (Raga Therapy), which looks at

triathlete Anu Vaidyanathan, who has

certain intervals and modes being able to

learnt Carnatic vocal and violin, says music

produce

taught her to negate performance-inhibiting

Dr. Navaratna says that by the time

feelings like fear and fatigue, and create

Natyashastra

discipline in thinking and frame solutions

psychological impact of certain melodic

to problems.

structures/rhythmic patterns was worked

2.NEURO-SCIENTIFIC

out to the level of being able to prescribe

in

music

like

(written

by

certain

was

outcomes.

formalized,

the

EXPLORATION

one-jati (raga precursor) to one rasa.

Considering the immense positive effect

In a recent electroencephalography (EEG)

music can bring about in our life, it is

study on the impact of Indian classical

highly surprising that why there is so little

music, especially of Hindustani ragas on

neuro-scientific exploration of the effects

individuals,

of music capitalizing on the inherent

Assistant

strengths

Unit, National Institute of Mental Health

of

Indian

classical

music.

Dr

Shantala

Professor,

[1],

Neuro-psychology

Carnatic musician and neuroscientist Dr

and

Deepti

director

Bengaluru, says that after listening to

(southern region) of the Indira Gandhi

Hindustani ragas, 20 musically untrained

National Council for Arts (IGNCA), and a

subjects showed increased overall positive

former Harvard University professor, says

brain wave frequency power, higher even

there is very little empirical experiment in

than that in highly relaxed meditative

Indian classical music these days. But in

states.

ancient

Navaratna,

texts

executive

dealing

with

Neurosciences

Hegde

(NIMHANS),

Sankhya
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“Listening to certain ragas, for example

can provide a new perspective on cognitive

Desi-Todi, for 30 minutes every day for 20

musicology. The non-linear, non-stationery

days, has been shown to produce a

EEG time series signals recorded from

significant

and

different regions of the scalp is high on

diastolic blood pressure, to reduce stress,

temporal resolution and can be best

anxiety and depression, and to enhance

analyzed with the help of various robust

feelings of life satisfaction, experience of

nonlinear techniques such as Detrended

hope and optimism,” says Dr. Hegde.

fluctuation

decrease

in

systolic

3. EEG BASED STUDIES

Analysis

(DFA)

technique

proposed by Peng et al. [11].

To advance further in this area, it is

Due to the advancement of modern

important to study and analyze music and

technology and high speed computing, this

see its correlation with the changes it

area of research has taken a new

brings about in the neural dynamics.

dimension. The study of the source

Human brain is the most complex organ

characteristics of musical instruments in

found in the Universe, and one of the most

this perspective is really challenging from

important discoveries of the 21st century is

the physical point of view. Research on the

that the human brain is organized by Chaos

sound of music involves the estimation of

[10]. The working of the brain involves

the physical parameters that contribute to

billions of interacting physiological and

the perception of pitch, intensity levels and

chemical processes that give rise to

timbres of all sounds the voice/instrument

experimentally observed neuro-electrical

is capable of producing [3][4]. Of these

activity,

an

attributes,

timbre

electroencephalogram (EEG). Music can

challenge

to

be regarded as input to the brain system

specification of the parameters involved in

which influences the human mentality

its perception, due to its inherently

along with time. Since music cognition has

multidimensional nature. Research has

many emotional aspects, it is expected that

shown that timbre consists of the spectral

EEG recorded during music listening may

envelope, an amplitude envelope function,

reflect the electrical activities of brain

which can be attack, decay or more

regions related to those emotional aspects.

generally [4], the irregularity of the

The results might reflect the level of

amplitude of the partials. Timbre is

consciousness and the brain's activated area

perceived by means of the interaction of a

during music listening. Such an approach

variety of static and dynamic properties of

which
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is

called

the

poses

the

greatest

measurement

and

sound grouped into a complex set of

of brain are mostly non-linear and non-

auditory attributes. The identification of the

stationery. Most of the existing studies in

contribution

these

this area [5][6][7] do not use non-linear

competitive factors has been the main

techniques, which is essential to obtain in-

subject of the acoustics research on timbre

depth information behind the complicated

perception.

waveform of EEG signal.

In another study [2], people (both male and

Non-linear

female) of different age groups were

following mathematical models:

of

each

one

of

exposed to different types of Indian
classical music (vocal and instrumental),

·

Wavelet analysis

·

Detrended

Drone (Tanpura) sound, Folk music (vocal
and instrumental), and contemporary music
of different genres. EEG signals were
recorded while an individual undergoes a
specific listening experience as well as in a

techniques

include

fluctuation

the

analysis

(DFA).
·

Multifractal detrended fluctuation
analysis (MFDFA)

·

Multifractal

cross

correlation

analysis (MFDXA)

normal condition without music. The type
and character of music changed and the

All these techniques make use of Fractal

experiment

obtain

Dimension (FD) or multifractal spectral

replication of the results. The data was

width (obtained as an output of the

preprocessed and ANOVA tests were

MFDFA technique) as an important

performed

parameter with which the emotional

was

to

repeated

determine

to

the

relation

between the mental condition in the

arousal

presence of music and its

cognitive task, such as listening to music,

Electroencephalography

absence.

(EEG)

corresponding

to

a

certain

data

can be quantified. Moreover, MFDXA is

involving the Central Nervous System

an important tool with which the degree of

(CNS) and Peripheral Nervous System

cross correlation between two non-linear

(PNS) can provide plentiful information

EEG signals originating from different

about emotion cognition.

lobes of brain can be accurately measured

4. NON-LINEAR
TECHNIQUES
The brain is said to be the most complex
structure found in the universe and the
signals originating from the different lobes

during higher order cognitive tasks. Hence
a quantitative assessment of how the
different lobes are cross-correlated during
higher order thinking tasks or during the
perception of audio or any other stimuli
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can be made. MFDXA can also be an

amplitude envelope of the musical signals

amazing tool in music signal analysis,

because they play important roles in sound

where we can estimate the degree of cross-

production. The spectral envelope should

correlation between two non-linear self-

also be studied in this context to evaluate

similar musical clips. A higher degree of

the attack, decay and steady state timings

cross-correlation would imply that both the

and the formants/resonant frequencies too.

signals are very much similar in certain

Correlations of the above features and their

aspects. This in turn can be used as an

interdependence should be studied and

important tool to obtain a cue for

compared.

improvisation in musical performances as
well as in the identification of the raga of a

Another possibility is to compare the data
with available models of emotion, which

musical piece.

include the most popular circumplex
EEG signals analyzed in the above

model, which is a 2-dimensional arousal-

mentioned study [2] with appreciable

valence model and also a 3-dimensional

statistics and appropriate protocol provided

model, based on Hilbert spaces proposed

important new data in the area of neuro-

by Ghose [8]. Hilbert spaces are complex

cognitive differentiation of emotion and

linear vector spaces in which length and

also indicated prominent change in brain

angle can be defined. They have a rich

state on application of different music

structure that allows ‘coherence’ resulting,

signals related to different emotions. Such

for example, in interference effects as well

techniques can also be used to analyze

as ‘entanglement’ which, until recently,

how rhythm, pitch, loudness etc. interrelate

was considered a quintessential quantum

to influence our appreciation of the

phenomena. Coherence means that two

emotional content of music. The brain

states, say with different values of some

electrical

observable

response

of

the

person

(like

happiness

and

undergoing the study should also be

unhappiness), can be linearly superposed to

analyzed with global descriptors in order

obtain a new state which is neither

to monitor the course of activation in the

happiness nor unhappiness. Such states are

time domain in a three-dimensional state

‘ambiguous

space,

described by Boolean logic.

revealing

patterns

of

global

dynamical states of the brain. Another

states’

which

cannot

be

The Tanpura is a remarkable drone

important aspect includes exploration of

instrument whose sounding acts as a

the resonance characteristics and the

canvas in Indian Classical Music and
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provides contrast to the tune and melody

using the inherent strengths of Indian

without introducing rhythmic content of its

classical music has been discussed in this

own. There are some psycho-acoustically

paper. Also, some of the original works in

effective ingredients in Tanpura drone that

this direction have been reviewed and

make

various possibilities have been discussed.

it

almost

ubiquitous

in

accompaniment for Indian music. A study
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Security Tips: Avoid Phishing scams-Beware of suspicious emails and
phone calls
“Phishing scams are a constant threat-using various social engineering
ploys, cyber-criminals will attempt to trick you into divulging personal
information such as your login id and password, banking or credit card
information. Phishing scams can be carried out by phone, text or through
social networking sites-but most commonly by email.”
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Abstract
Efficient strategies for Automatic Text Summarisation (ATS) are enormously required to
address the ever-growing amount of content information accessible online and offline, to
better offer assistance to find significant data quickly. Various types of extraction based
algorithms are available in the research field for the same. Among those algorithms, the
Bayesian techniques which are operated based on priori and posteriori probabilities, are
attaining more significance in terms of efficiency and preserving sentiments of the parent
articles. This paper grabs a Bayesian-focused literature survey of text summarization.

1. INTRODUCTION

summarization process is needed to condense the

Each single day, colossal amount of information in
the form of textual data is added-up. People spend
copious amount of time to understand a particular
topic in depth. The internet consist of lot of
information in form of web pages, news articles,
status update, and blogs and so much more. It is
required ought to decrease much of this content
data resulting to intensive summary that capture
the striking subtle elements, both so able to
explore it more viably as well as to check whether
the bigger reports contain the data that we are
looking

for.

Hence

an

automatic

text

salient features of the text article by eliminating
repetitive and unwanted data [1]. Automatic Text
Summarization (ATS) is the trending and growing
field in the Natural Language Processing. The
fundamental benefit of ATS is reducing the
reading time of the articles in this astoundingly
busy world. ATS improve the effectiveness of
indexing resulting to less biased summaries than
human made summaries.

The ideal Automatic

Text Summarization can generate summaries that
reflect human-generated summaries [2]. A typical
summary should be concise, accurate and precise
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standalone document which preserves the key

àGeneric or Query vs Domain-Based

information and meaning of the source article after

In some cases summarizer generates the summary

summarization.

of

The

evaluation

of

system

entire

information

rather

than

special

generated summary is done based on its similarity

information. This type of summarization is called

with the human generated summary of the same

Generic-based summarization. In certain other

article [1].

cases, user generates summary based on query or

The text summarization is generally categorized

special information which is called Query-based

based on three dimensions [3]

summarization. The summary is also generated

·

Input Type

·

Purpose

based on the information related to a particular
domain, where the process is called Domain-based
summarization.

·

Output Type

C. Output

A. Input Type

The third classification of summarization is based

Text Summarization can be again classified based

on the type of summary that is generated.

on the input type:

àExtraction vs Abstraction Based

The number of documents

chosen for summarization (Single Document or

Text Summarization can be classified into

Multiple Documents) and the number of languages

Extractive or Abstractive summary based on the

considered for the summarization (Mono-lingual

way in which the summary is generated. The

or Multi-lingual).

Extractive Summarization (ES) extracts the salient

àMono-lingual vs Multi-lingual

features of the original document. The extracted

Mono-lingual summarizer works on one dialect,

sentences are arranged in chronological order as in

for instance English or Chinese whereas multi-

the original article. Abstractive Summarization

lingual works with multiple languages, for

(AS) involves generating entirely new phrases and

occasion English, Spanish, Japanese, and Hindi.

sentences that closely related to human summary.

àSingle Document vs Multiple Documents

It uses advanced natural language processing

Single Document summarizer takes only one

techniques to generate summary [4].

article as input and generate its summary. Whereas

In

Multiple Documents summarizer takes two or

classifications of Text Summarization are also

more articles of the same topic or category as

mentioned, among which one method considers

input and generate summary out of them.

the keywords for summarization (Indicative vs.

B. Purpose

Informative) and the other method considers

The next dimension used for classifying Text

external resources for summarization (Knowledge

Summarization

rich vs Knowledge poor) [4].

is

summarization.
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the

purpose

of

the

various

research

works,

two

additional

àIndicative vs. Informative
Indicative

Summarization

summary generated by AS is more close to that
emphasized

only

generated by human [5].

important sentences pointed out by keywords from

The remaining content of this paper are organized

the original document. This type of summary is

as: second and third parts focus on Extractive

used to stimulate the people to read the whole

Summarization and Abstractive Summarization

document. Informative Summarization provides

methods and provide an overview of some of their

concise information and it is used as a replacement

most dominant approaches in this category [1].

to the original document.

Then following section gives brief explanation of
extractive summarization technique, ended with
conclusion.

2. EXTRACTIVE

SUMMARIZATION
Extractive Summarization is the most widely used
summarization technique. The summarizer selects
the sentences from the original article [5]. These

Figure1: Automatic Text Summarization

sentences reflect the salient features of the original

Classification

article. They are arranged in chronological order

àKnowledge Rich vs Knowledge Poor
The process where text summarizer seeks the help
of

an

external

sources

like

Wikipedia,

Encyclopedia etc., to get more information for the
summarization is called Knowledge-Rich-based
Summarization. Where the summarizer only
considers the source document and does not seek
the help of external resources

to generate

summary, the process is called Knowledge-Poorbased Summarization. Figure 1 shows the pictorial
representation

of

the

classification

of

text

as in the original article. The input can be single or
multiple documents. Extractive Summarization
procedure consists of mainly three steps.
1. Construct an intermediate representation of
each of the original articles.
2. Calculate the sentence score of each
sentence in each article.
3. Generate summary of each article by
selecting sentences with high Sentence
Scores from the respective article.

summarization.

àIntermediate Representation of an Article

The most successful summarization is Extractive

All articles are converted into a new format to

(ES)/ Abstractive (AS) because it is the easiest to

compute the salience of the articles based on the

generate. AS requires some advanced NLP

representation. Two types of representation are

techniques and it is too complex also. But the

used for the purpose [5].
Ø Topic Representation
Ø Indicator Representation
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àTopic Representation

representation of each individual document is

Topic Representation converts the input article

combined to a cluster for the summarization and

into an intermediate form consisting of the main

are input to a multi-document summarizer. The

topics of that article.

detailed representation empowers the efficiency of

Based on the complexity

and model, the Topic Representation techniques

the summarizer.

are classified into (i) Bayesian Topic Models (ii)

àKullback-Lieber (KL) divergence

Topic Words, (iii) Frequency Driven Approach,

The

(iv) Latent Sentiment Analysis-based (v) Topic

highlights the use of a different sentence score

Words.

procedure [6] known as Kullback-Lieber (KL)

In the

following sections we are

improved

topic

model

representation

considering only Bayesian Topic Models.

divergence. The KL divergence is the mismatch of

2.1 Bayesian Topic Models

two probability distributions over the same word.

The Bayesian model is used in multi-document

The probability of word is calculated by the

summarization. The limitations of the multi-

number of occurrence of word divided by total

document summarization are 1) each sentence in

number of words. The KL divergence is a measure

the multi-document is independent each other so

of difference between two probability distribution

the topic embedded in the document mislead. 2)

P and Q. The KL divergence of Q from P over the

existing approach for summarization does not have

word w is calculated by the equation (9) [6].

clear probabilistic understanding and most of them
are calculated using heuristic approach [13].
Bayesian model provides a clear probabilistic
interpretation of the topic in the document. The
original

Bayesian

model

provides

distinct

probability to the different words appear in the
input document. One probability distribution is for
general English (E), one for the entire cluster
probability (C), one for each document i in the

ሺ௪ሻ

ܦ ሺܲȁȁܳሻ ൌ σௐ ܲሺݓሻ ݈ ݃ொሺ௪ሻ

--- (9)

Where, ܲሺݓሻܳሺݓሻ are the probabilities of w

in P and Q.

KL divergence is an interesting method of scoring
and selecting the sentences. It shows that good
summaries are intuitively similar to the input
document. KL provides way of measuring how the
probability and important words change their
summary with respect to the input. A good

cluster D (ܦ ). Each of the distinct probabilities E,

summary reflect the importance of the word the

C and D consists different tables for words and

input and the divergence between the summary

their probabilities. The weight of each word in

and input document is minimum.

distinct probabilities is different. A word with
highest probability in the E table may be having
almost zero weight in C table. Since in this topic
model representation, the captured information is
lost

in

another
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approach.

An

explicit

àBayesian Query Focused model
Daume et al. in [7] proposed Bayesian Query
Focused model. In this model query is compared
against sentence model rather than input document
model. Good query model have short sentences in

the summary. It can be applicable to any problem

sentences in the document and fi represents the

of multi-document known for query. Cluster

features used in classification stage and S

contain D document and Q queries and construct if

represents the set of sentences in the summary. P (s

and only if D document contain in the document

E< SII1,h,h, .... In) represents the probability of the

set corresponding to Q is in the Query set [7]. The

sentences to be included in the summary based on

search engine summarization returns the document

the given features possessed by the sentence [11]. 

D for the query Q.

After calculating the sentence feature score based

 ܦൈ ܳǡ ܴொ

on the class the sentence is classified. While

Ǥ  

in the document set can be differentiated as

ൌ ͳ 
െ  ܴொ

ൌͳ

àBayesian sentence based topic model
Wang et al. [8] introduced Bayesian sentence
based

topic

model

for

multi-document

summarization. It considers both term document
and term sentence association. It shows an
enhanced performance for the summarization.
àMachine Learning Approach Based on

Bayes Rule
Supervised learning is the Data mining job of
deducing a function from labeled training data. The
training data contains a set of training examples.
In supervised learning, each example is a pair
consisting of an input object (typically a vector)
and a preferred output value (also called the
supervisory signal). The Supervised Learning
Methods of the text summarization is classified
into three [10].
A set of training documents along with its
extractive summaries is served as input to the
training stage [10]. The chance of classification of
documents are learned from the training data with
the help of Bayes rule, where s represents the set of

making summary of multiple documents, sentences

sentences belonging to the summary and sentences
not belonging to the summary [12]. Random forest
is

a

collaborative

learning

technique

for

classification that operates by building multiple
decision trees at training phase. Remaining data are
used to estimate error and features importance.
Maximal Marginal Relevance (MMR) method is
used for choosing most suitable sentences for the
summary [12].
Guangbing Yang et. al. proposed a novel approach
based on hierarchical Bayesian topic models [14].
The concepts of n-grams is incorporated into
hierarchically latent topics to locate relationships
of a word with the local context.
Frequent Document Summarization Based on
Na¨ıve Bayesian Classifier is another approach for
multi-document summarization. This approach is
proposed

by

Nedunchelian

Ramanujam

and

Manivannan Kaliappan in January 2016 [15]. The
keywords from the training set are identified based
on their frequencies and positions. The Naıve
Bayesian classifier is used to summarize the
documents based on these keywords of frequently
used documents. Each sentence is assigned a score
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as shown in (10). The higher scored sentences are

included in final summary. The sentence assign

selected to construct the summary.

high score depends on the numerical content of the

Score (ܵ݅) = ∑(݅ܥܿݓ,݇ + ݅ܲݓ,݇ + ݅ܨ݂ݓ,݇)

sentence like money transaction, calculation,

Where, , is centroid value. ܲ݅, is positional value, ݅ܨ,

àSentence Length

is first sentence overlap value.

In this approach the sentences are removed based

2.2 Sentence Scoring

on its length. The sentences that are too long or

The features and characteristics of sentences are

too short is not consider as an optimal selection for

analised to compute a score for each sentence. The

the summary. The sentence assign score based on

following are the different widely used sentence

the length. Two way we can assign score to the

scoring approaches.

sentences. One is calculate the number of words in

àCue-Phrases

sentences. Second one is remove the sentences that

In general the sentences in the document started by

are shorter than the certain length or threshold.

“According to the study”, “the paper describes”,

First case score calculated using (12) and second

Our investigation”. “the proposed model”, “in

case

--- (10)

summary”, “according to the conclusion” and
accentuates words such as “the most important”,
“the best solution to the problem”, “impossible”,
“hardly”, as well as the domain specific words can
be good indicator to the sentences. The cue
phrases are the indicator to identify the important
sentences from the document. The high score is
assign to the sentence having these cure words/ or
phrase. The score is calculated using (11).
 ܵܲܥൌ

penalty

score

calculated

using

(13).

ܵܿ ݁ݎൌ ݄ݐ݃݊݁ܮሺݏሻ ݄ݐ݃݊݁ܮ݁ܿ݊݁ݐ݊݁ܵ݁݃ܽݎ݁ݒܣ כ
---

(12)

݂݅ ܮሺܮ  ܥሻ

ܵܿ݁ݎሺܵ ሻ ൌ ൜ 
ܮ െ ݁ݏ݅ݓݎ݄݁ݐܥ

--- (13)

where ܮ = Length of sentence I

C = Certain Length or threshold length

defined by user.

àSentence Centrality
In this approach the scoring criteria is based on the

ேௌ

்ே

--- (11)

where  = ܵܲܥCue Phrase Score

NCPS= Total number of Cue Phrase in the
Sentence
TNCPD=Total number of Cue Phrase in
the Document

àSentence Inclusion of Numerical Data
As the name of the method suggested that the
sentence containing numerical data is important to
the input document and it is very likely to be
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percentage error.

sentence centrality. Score is assigned based on the
centrality of the sentences. If the sentence more
correlated having high centrality and it is consider
for the final summary. The centrality score

of

sentence calculated using (14). Consider two
sentence ܵଵ ܵଶ

ೄభ תೄమ

ܵܿ݁ݎሺܵଵ ሻ ൌ 

ೄభ ೄమ

--- (14)

àSentence Resemblance to the Title

sentences. Higher scored node is the node that is

This approach is an extension of the previous

having large number of out degree. (iii) Aggregate

method. In this method sentence score is based on

Similarity: In this approach it measured the

the overlapping of the sentence and title of the

importance of the sentences rather than the link

document. If the sentence contain the words of the

connected to the node (Busy Path). Aggregate

tittle or the sentences similar to the title is

similarity is the sum of the weight (similarity) on

considered as the good candidate for the final

the link. Higher score is assigned to the node

summary. The score of the sentence is calculated

(sentence) having large weight. The higher scored

using (15).

sentence is highly correlated to other sentences

ܵܿ݁ݎሺܵ ሻ ൌ

ே்ௐௌ
ே்ௐ

--- (15)
Where,

NTWܵ ൌ

 ݅

ܹܰܶ

= Number of words in the title

2.3 Graph Scoring
The input document is considered as a graph. Each
node in the graph represents a sentence. In this
method the score of the sentence is generated
based on the correlation among the sentences.
When a sentence is related to other sentences, it
generates an edge between the sentence node and
other sentences’ nodes. A weight is associated
with each link. Some of the efficient methods to
calculate the sentence score using graphs are : (i)
Text Rank: a graphical representation of the input
document, extracts the keywords; the weight of
the keyword depends on its importance to the
entire document, determined using graph based
model. The sentence with larger number of
keywords gets higher score. (ii) Busy Path of the
Node: determines the score of the node (sentence)
based on the number of out degree of the node. It
is the number of links from one node to other
nodes; it denotes the correlation between the

and it is considered as a good candidate for
including final summary.

2.4 Summary Sentence Selection
Summarizer system selects sentence by sentence
from top K most important sentences to generate
the final summary. There are some factors
affecting the selection procedure. One is the
context for which we make summary may help to
identify or deciding the important sentence.
Category of the input document such as newspaper
article, email, research paper is another factor have
impact on the selection. Some process of checking
the similarity of the selected sentence to avoid the
redundancy of the sentence in the summary. The
two main approaches of selecting the sentence by
§

Greedy Approach

§

Global Summary Selection

2.4.1 Greedy Approach
The early text summarization of both general and
query based system using greedy approach is the
widely used Maximal Margin Reference (MMR).
In this greedy technique, summaries are generated
sentence by sentence selection based on a score
which is a combination of relevance and novelty
of sentences. The relevance is computed by
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checking the similarity of the selected sentence
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Techniques,"
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Abstract
Smart cards are secure devices storing sensitive data used to authorize and control significant tasks like
identity proofs and payment transactions. For years people have become used to interacting with contact
smart cards but in the last decade we have seen the progressive introduction of contactless smart cards.
At the same time we have seen an increasing number of smart phones with NFC interface in circulation,
which are capable of interacting with contactless smart cards. In different situations, mobile phones and
contactless cards are kept close together at a distance that should allow them to interact with each other,
for example in pockets and bags. Caused by their over-the-air communication, contactless cards are
prone to security concerns. Addressing this security problem is a leading area of research and
development. This article discusses some security scenarios of new gen smart cards and how secure they
are from pocket attacks.

1. INTRODUCTION
Beginning from the 90s we have become used to
performing different actions of our daily life via a
smart card, typically the contact smart cards. The



the introduction of contactless smart cards as
shown in Fig.1.
For contactless cards, the chip is connected to a
coil and both components are fully enclosed in the

contact cards are featured by a visible chip on the
card surface and have to be physically inserted in
a card reader incorporated in the system to be
operated [1]. This allows making a physical
connection between the system and the pins of the
chip, to power it and to start a communication

Figure 1. Contactless card technology

between them. In the last few years we have seen
card plastic support, making them invisible. The
card is made functional by placing it in a range of
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3. SECURITY SCENARIOS

0–10 cm from a card reader that releases a RF
field. The field is used to power the chip by
induction through the coil and to interact with it
modulating commands and responses. Such cards
are known as contactless cards [2], or as RFID
cards, or as NFC cards for their capability to
interact with devices equipped with a Near Field
Communication (NFC) interface.

IDentification (RFID) technology. These cards
have an EMV (Europay, MasterCard and Visa)
chip inside them which emits radio waves. The
waves released by the card are captured by an
authorized Point-of-Sale (POS) machine and
The

anatomy

of

contactless card technology is as illustrateed in
Fig. 2. Contactless cards are attracting a growing
interest in the market as they enable fast and easy
operations, given that the card has to be just
waved in proximity of the reader, in several cases
without even the need to pull it out of the wallet
or

pocket.

In

addition,

their

contactless

communication nature eliminates the common
wear and tear effect that affects contact smart
cards. Contactless cards are becoming more and
more widespread in use, among others, as tokens
for access control of protected facilities and
environments, as electronic identity documents, as
payment cards and as electronic tickets.

over-the-air

communication

capabilities, contactless cards are prone to security
issues. In particular, the messages exchanged
between

the

card

and

reader

could

be

eavesdropped, or the card contents could be
skimmed

As

The contactless cards execute on Radio Frequency

processed.

their

establishing

a

contactless

contents could be also used to create a card clone.

TECHNOLOGIES

are

to

communication with its chip. If accessed, the card

2. CONTACTLESS CARDS

payments

Due

countermeasures,

contactless

card

communications are typically encrypted and
access control mechanisms are adopted to access
the chip content and its functionalities, for
instance requesting that the cardholder provides a
code (e.g., PIN) via the system the card is
interacting with. Taking into consideration the
over-the-air

nature

of

the

card-reader

communication and the usual private nature of the
data transmitted, like cardholder’s personal data
or bank account details, the messages exchanged
by the parties should be protected against
tampering and eavesdropping. Moreover, taking
the sensitiveness of these data, it can be also
required to verify whether the reader is authorized
to read them out from the card, as the access could
have been restricted to a subset of entities. This
access limitation to the card data, which are
usually potential unique identifiers, also helps to
prevent

the

possible

tracking

of

people

movements reading out their cards content at
different locations.
To satisfy the security measures discussed above
all of the following mechanisms are adopted in
contactless cards:
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Secure communication channel – the
card-reader messages can be encrypted
and the integrity of the communication can
be protected, the encryption is usually
randomized preventing relay attacks.
Reader authentication - The reader-side
sys- tem could be equipped with a
cryptographic

public/private

key

pair

linked to a digital certificate verifiable by
the card.
Card genuineness verification - the card
content can be digitally signed by the card
issuer, so as to prevent third parties from
the preparation of cards then used with the
system.
In case of failure the card is rejected. The
effectiveness of anti-cloning measures
depends on the capability to protect the
private/symmetric key stored in the card
from software/hardware attacks, which is
typically

assured

by

the

security

certification.
Card access control –an access control
code can be used to ensure that the card is
operated only in the presence of the
legitimate card holder. The insertion of a
wrong code makes the card to abort the
transaction. A threshold can be set on the
number of wrong codes that can be
presented in a row, after that the card is
blocked or the interaction is delayed so as
to prevent brute-force attacks.
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Figure 2. Anatomy of contactless cards

4. REMOTE CONTACTLESS
CARD POCKET ATTACK
Many modern mobile phones are featured by good
computation capabilities and are equipped with

sufficient to carry out payments [5]. It has to
be noted that the missing card data like the
CVV may be also recovered with online
guessing attacks [6].

aNear Field Communication (NFC) interface that

Pre-play attacks –it has been found out that

allows them to interact with contactless readers

the range of values for the UN in the mag-

and contactless cards. It can happen under many

stripe mode protocol of some EMV credit

circumstances that a person keeps his smart cards

cards is quite lesser, leaving open the chance

and his mobile phone close together. This is for

of pre-play attacks[7]

instance the case of smart cards put in a wallet,

PIN attack - EMV contactless cards make

which is kept close to the mobile phone for

available an APDU command to verify the

instance in a pocket, or in a bag. Additionally

card PIN [8], which replies positively if the

mobile phone covers featured by some slots to

command is provided with the correct PIN.

store cards along with the phone itself are also in

The smart-mole could leverage such a

widespread use nowadays. When these scenarios

command to run an attack to get the card PIN,

are featured by NFC-equipped mobile phones and

which would be useful in other attacks when

contactless smart cards, the short distance between

the PIN-less conditions are no more met and

a phone and the relative cards might allow a

the PIN has to be inserted.

contactless interaction between them [3].

5. CONCLUSION

The possible security issues of contactless
payment cards have raised the interest of the

Nowadays there is a growing number of

research sector. In particular an attacker could

contactless smart cards and NFC-equipped mobile

apply the following techniques:

phones in circulation. Under different situations, a

Card data extraction – data like card number,
cardholder name and expiry date stored in
EMV credit card chips can be freely accessible
without any protection [4]. Such data could be
read by the victim phone sending them back to
the attacker. The retrieved data could be for
instance used for fraudulent online payment
transactions. Indeed on some web sites (e.g.,
Amazon) the 3 digits Card Verification Value
(CVV) printed on the card backside is not

user keeps his contactless cards and phone close
together in pockets and bags, at a distance that
may allow them to interact with each other. We
have shown that security scenarios and contactless
card weaknesses known in the literature could be
leveraged by an attacker to carry out malicious
operations, like identity thefts or fraudulent
payment

transactions.

It

is

important

that

regulators and researchers keep working on the
security of contactless cards, which are apparently

required, making the retrieved information
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going to be more and more extensively used to

[5] M. Emms, A. van Moorsel, “Practical attack

control many sensitive operations of our daily life.

on contactless payment cards”, in HCI2011
Workshop - Heath, Wealth and Identity Theft,
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Abstract
Sentiment analysis is the computational study of public's views, evaluations, attitudes, and
reactions toward entities, folks, problems, occasions, topics and their attributes. The research
in sentiment analysis has recently become active because massive volumes of
sentimental/review data are available on the web. Business organizations always try to find
buyers’ opinions about the launched products and services. For consumers also it is essential
to know the opinions of existing users before they use a service or purchase a product. With
the quick development of social media (reviews, discussions, blogs, and social network) on
the internet, consumers and business ventures are using public opinions in these media for
their assessment and future decision making. Computation of sentiment polarity of the review
is useful for classification of reviews. The unigram approach is most commonly used to
extract relevant features from reviews. The performance of the system can be enhanced by
using higher levels of N-gram models.

1. INTRODUCTION
Opinion/Review mining, also known as
sentiment analysis, is the study and
application of text-related computational
methods,

such

as

natural

language

processing and text mining, to identify
peoples' opinions about products, movies,
news, etc. In practical life, the need to
analyze sentiment and explore opinion
has been quiet. When people make a
decision, they refer to others' opinions.

For instance, a person inquire to others
what he or she should do before
purchasing a product. Most companies
conduct surveys and market research to
catch consumers' opinion about their
products. The need for sentiment analysis
grows substantially in the era of the
internet. With the rapid growth of ecommerce, the online purchase of goods
is dominant, and the purchasers often
write reviews. Such online reviews play
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an important role in others’ decision

product feature extraction to obtain the

making, especially with active social

most value from the information.

2. REVIEW MINING

media [Gobi, N & Rathinavelu, 2018].All
companies face hidden costs, one of

·

which is lost future revenue due to

calculating the sentiment of a text

customers not returning because of their
unhappiness with aspects of the product

There are two broad approaches for
document:Rule-based Approach

·

Machine Learning based Approach

purchased. 96% of unhappy customers do

The machine learning-based approaches

not complain to the company and these

classify the user-generated contents into

problems with products (and their degree)

positive or negative classes using some

could go unnoticed. These unhappy

commonly used classifiers such as Naïve

customers could,

Bayes

however,

complain

and

Support

Vector

Machine

through social media, potentially leading

(SVM). These classifiers need sizable

to more lost revenue due to potential

labeled datasets for training and testing.

customers snubbing said product or

Generating such standard labeled datasets

company. If companies could identify the

requires human annotators and which is

aspects of their products frequently

expensive in terms of money and time.

discussed in a negative manner on public

Therefore, though these approaches give a

forums they could better address them

better result for the classification problem,

and

the

increase

customer

satisfaction,

rule-based

approaches

are

often

resulting in reduced hidden costs and

preferred where training datasets are hard

increased

if

to obtain. The rule-based approaches

companies could identify which aspects

evaluate the sentiments using publicly

of

available lexicons [Salvetti, F et al., 2011].

their

profits.
products

Additionally,
people

like

that

information could be used to integrate
those features into other products or
otherwise use for marketing and product
development

purposes.

Using

only

sentiment analysis to locate negative or
positive discussions regarding a product
might not yield comprehensive and
informative results.

Therefore,

it is

necessary to pair sentiment analysis with
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Figure1 : The classification framework of
Sentiment Analysis Techniques

predefined

features for supervised machine learning

sentiment labels, such as "positive" or

model such as decision tree and naïve

"negative" are assigned to text documents.

Bayes. As bigram contains pair of word

We can use a predictive model to predict

and the first word can be a stop word and

the

stop

In

sentiment

analysis,

sentiment

labels

of

documents

word

normally

contains

more

(positive or negative). In this approach,

information. Like unigram “Good” is a

single words were used as features. There

positive word. But bigram “Not good” is

are, however, several drawbacks to using

caring negative meaning. N-grams are

only single words as features. Negations,

used for a variety of different task. For

such as "not bad" or "not good" for

example, when developing a language

example, will not be taken into account. In

model, N-grams are used to develop not

fact, single word features can even lead to

just unigram models but also bigram and

misclassification. Using frequent N-grams

trigram models. Google and Microsoft

as features in addition to single words can

have developed web-scale N-gram models

overcome this problem.

that can be used in a variety of tasks such

Most of the researchers use the unigram

as spelling correction, word breaking, and

approach to classify the reviews. This

text summarization. Another use of N-

approach provides a comparatively better

grams is for developing features for

result but fails in some cases. The

supervised Machine Learning models such

comment “The item is not good”, when

as SVMs, MaxEnt models, Naive Bayes,

analyzed

approach,

etc. The idea is to use tokens such as

provides the polarity of the sentence as

bigrams in the feature space instead of just

neutral with the presence of one positive

unigrams.

using

unigram

polarity word "good" and one negative
polarity word
statement

is

"not".
analyzed

But

when the

using

bigram

3. CREATING A NEW NGRAM DICTIONARY
FROM A REVIEW

approach, it gives the polarity of the
sentence as negative due to the presence of
words "not good", which is correct.
Therefore, when a higher level of N-gram
is considered, the result is expected to be
better [Almatarneh, S & Gamallo, 2017].
N-gram is a set of co-occurring words in a

1. Split the content of the review into a
set of word listFor N-Grams size, type
a number that indicates the size of the
N-grams to extract and store. For
example, if N-Grams size =3 trigrams
will be created.

text. N-gram is used for developing

49

2. For K-Skip size, type the maximum

bigram and trigram, the aspect opinion pairs

number of characters that can be

are extracted separately. Every aspect will

different when identifying variants of

have a corresponding opinion which conveys

N-grams. If the value of k is set to 0,

the sentiment towards the aspect.

N-grams can be created only from a
unique,

contiguous

sequence

of

characters.

4. CONCLUSION
The combination of N-gram approach with
aspect opinion extraction can be used for

While classifying the review the lexical

classifying the reviews according to the

information plays a very important role.

opinion polarity. The method is more

The lower order N-grams i.e. unigrams and

accurate and the use of N-gram approach

bigrams do not carry much information as

provides a facility to handle the negations

compared to the higher order N-grams like

more efficiently.

trigrams or beyond. For example, consider
the phrase “not good product”, here
unigrams formed are ‟not”, “good” and
‟product”, but they do not carry sufficient
information for polarity classification.
When we move to .bi-grams “not-good”
and “good product”, “good-product” has
sentiment towards positive polarity and
“not good” is negating the positivity of
good but the trigram “not good product”
gives enough information to classify the
trigram in negative class [Ley Zhang et al.,
2011].
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back one slide. It’s a small feature in reality, but it
will make a world of difference for those that
regularly present PowerPoint presentations to a real
audience”
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Abstract
Computer vision, abbreviated as CV, has been around for years and is one of the hottest
research fields. It is the vision of computers in the sense that computers understand a high
level of content from digital images and videos. Like humans are able to define an image,
explain the content of a video, able to recognize people etc, computer vision has methods to
reproduce these capabilities of humans.
“At an abstract level, the goal of computer vision problems is to use the observed image data
to infer something about the world.”
— Page 83, Computer Vision: Models, Learning, and Inference, 2012.

1. INTRODUCTION

project back in the sixties. Forty years

“Making a computer see was something

later the task is still unsolved and seems

that leading experts in the field of

formidable.”

Artificial Intelligence thought to be at the
level of difficulty of a summer student’s
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— Page xi, Multiple View Geometry
in Computer Vision, 2004.

Even after decades of research, computer

mathematics in the areas of statistics,

vision seems to be unsolved at least in the

optimization and geometry [2].

sense that it is unable to reach the

2.1 Artificial intelligence

capabilities of human vision. Computer

Artificial intelligence(AI) emphasizes the

vision can be considered as a subfield of

intelligence of machines that works similar

artificial intelligence and machine learning

to humans.The tasks of problem solving,

where its concepts are already being

learning, speech recognition etc can be

integrated into major products such as

done with this. The rapid progress of AI

Facebook recognizing faces of people even

can be seen from virtual assistants to self-

from

driving cars.

group

photos,

Google

maps

identifying streets and buildings from the

Here are some remarkable contributions of

image data etc. [1]

AI: Siri, a virtual assistant that is part of

There are also advancements in the area of

Apple Inc.'s iOS, watchOS, iPadOS,

autonomous cars, which continuously

macOS, tvOS and audioOS operating

captures video frames and processes to get

systems. Cortana is a voice-controlled

the way clear.

American multinational

virtual assistant for Microsoft Windows.

automaker, Ford is keenly concentrated in

Amazon Alexa, or Alexa, is a virtual

making

car

assistant developed by Amazon. Google

manufacturers such as BMW, Waymo etc.

Assistant developed by Google, which

are also behind this. Companies like Otto,

now integrates with some smart home stuff

Starsky Robotics etc. are focused on

like

autonomous truck as it can save fuel as

Samsung’s personal assistant app and is

well as benefits online grocers such as

only available on Samsung devices. Other

Ocado.

manufacturers such as LG, Huawei, and

2.RELATED FIELDS OF

Xiaomi are also actively developing their

COMPUTER VISION

virtual assistants.

autonomous

cars.

Other

Computer Vision embodies various fields
of Artificial Intelligence, Digital Signal
Processing and NeuroScience. Artificial
Intelligence
recognition

incorporates
and

machine

pattern
learning

techniques with computer vision. Most of
the concepts in CV are gathered from

Philips

Hue

lights.

Bixby

is

There are certain projects running in the
field

of

autonomous

driving.

Major

projects in these are Apple electric car
(iCar) called as Project Titan, the military
vehicle of

Oshkosh Corporation called

TerraMax,

RobotCar UK project of

Oxford University, Google driverless car
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project etc. Experiments are still going on

shape, line segments, boundaries and so

in this area and most of the countries have

on. As these meaningful features are

passed laws permitting autonomous cars

difficult for machines to recognise as

[3].

humans do, data space is formed by less

2.2 Pattern Recognition

meaningful

A typical pattern recognition application

textures

deals with processing of raw data and

methodology itself is different from that of

convert it into a form that can be used by

humans [4].

machines. While the patterns in the real

2.4 Digital Signal Processing

world are the colors in clothes, speech

Digital Signal Processing or DSP is a

patterns etc, the vector feature values

major

represent the patterns in the area of

Telecommunication

computer science. The pattern recognition

deals with the improvisation of digital

process

and

signal accuracy and reliability. Signals are

clustering of patterns. Various applications

considered to carry information. The

are speaker identification, multimedia

characteristics

document recognition, speech recognition,

frequency, amplitude, phase, etc. So signal

etc. Pattern recognition is applied in the

processing deals with the changes in these

area of computer vision by extracting

characteristics. An unwanted interference

meaningful features from images or videos

in a signal is called as noise.

and used in various applications like

2.5 Neuroscience

biomedical imaging etc.

Neuroscience or neurobiology is the

2.3 Machine Learning

branch that deals with brain and nervous

Machine learning allows machines to learn

system. AI enables neuroscience in a way

from experience without being explicitly

to develop a brain like computation so that

programmed.

can

machines can take on human intelligence.

understand the semantic meanings of

3. COMPUTER VISION

involves

classification

While

humans

images, machines can understand only

features

etc.

such

Hence

branch

of

in

the

as

colors,

processing

Electronics
engineering

a

signal

and
which

can

be

AND ITS

pixels. So one of the main challenges in

COMPONENTS

computer vision is the semantic gap.
Human brain mainly processes visual

The key components of Computer Vision

information

are the visual recognition tasks such as

in

semantic

space.

Semantically meaningful features can be
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image

classification,

localisation

and

detection. Neural networks and deep

ImageNet, a large visual database with

learning approaches hikes the performance

approximately 1.2 million high-resolution

of these visual recognition systems.

training images [7]. Deep Convolutional

Some of the major Computer Vision

Neural

techniques are Image classification, object

developed by Alex Krizhevsky, the winner

detection,

semantic

of the first ImageNet competition. This

segmentation, instance segmentation etc

deep network is named Alexnet which has

[5].

7

à Image Classification

connected layers. Every hidden layer uses

The process of image classification takes

rectified linear units as activation function.

several labeled or unlabeled images as

Thus training is much faster with this

inputs and classification is based on the

network [8].

class in which it belongs to. The accuracy

Since Alexnet, there have been developed

of classification also depends on the

many convolutional models and is said to

dataset in which it is trained. Image

be achieved better results with Imagenet.

classification works efficiently and faster

The new models are ZFNet (2013),

with

GoogLeNet

object

tracking,

Convolutional

Neural

Network

Networks

hidden

layers

(2014),

(DCNN)

and

are

two

VGGNet

globally

(2014),

(CNN), which is a class of deep learning

ResNet (2015), DenseNet (2016) etc.

neural network.

àObject Detection

CNN’s

are

inspired

biological

Object detection is used to point out

processes and is based on the work done

objects in an image. It has got its wide

by Hubel and Wiesel in the 60s [6]. Their

range of applications in object counting,

research reveals the pattern of connectivity

face detection and recognition, action

in a CNN. The work states that individual

recognition etc. Descendants to CNN such

neurons respond to visual stimuli only in

as RCNN (Region-Based Convolutional

the receptive field whereas this receptive

Neural Network), Fast RCNN, Faster

field is a restricted region. The receptive

RCNN, and YOLO (You only look once)

fields of different regions partially overlap

[9] are the commonly used algorithms for

so that the entire field of vision is covered.

object detection.

This is the working concept behind

à Object Tracking

Convolutional Neural Networks or CNNs.

Tracking is done by following a moving

Nowadays,

image

object. Object tracking is mainly required

classification problems are trained on

for companies like Uber, Tesla etc.

most

of

by

then

the
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Networks like multi-domain CNN (MD

opens new ways to communicate with

Net) better works for object tracking.

technology.

à Semantic Segmentation
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Google Tips: New Mac Malware Uses ‘Fileless’ Technique To
Attack Stealthily
“Notorious hacking group Lazarus which is also behind the
widespread WannaCry ransomware is try to infect Mac users with
new malware that uses ‘fileless’ technique to hide from antivirus
software. As highlighted by Patrick Wardle, a Mac security
expert, this new malware deploys in-memory execution or fileless
infection that involves malware not writing anything to your
device’s hard drive. This malicious code is loaded directly into
memory and executed from there. This technique makes it difficult
for endpoint detection software to spot it as there is no file to be
flagged.”
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Abstract
The process of hiding and securing that data from unauthorized parties were in practice from
ancient times and is called encryption, this technique was enabled through various methods,
from the ancient Arab traders to the present military applications these methods are
preferentially used. In 600 BC the ancient Spartans use a device called a scytale to send
secret messages during battle and from there till the development of a new technological
approach called Advanced Encryption Standard by IBM and is adopted by NIST, in order to
solve the new challenges that had been evolved until 1998. As time passed by, the existing
system have also become vulnerable to various attacks like brute force attack, algebraic
attacks etc. In this study we will attempt to review the different Cryptographic Technologies
used over time that requires a scale of significance.

1. INTRODUCTION

a wooden pole. If the beneficiary has the
accurately measured bar then only the

Encryption is the way to guarding your

message could be decrypted. Also in 60

own information while you sent it to

BC

another. The historical beginning of

invented for the war efforts of Julius

encryption is from 600 BC with The

Caesar but the first actual encryption key

antiquated Spartans, where scytale is

based cipher was invented by Giovan

utilized to send messages during the

Battista Bellaso in 1553. The next major

battles, which was an advanced technology

invention occurred in 1854 by Charles

at that time. This comprises of a calfskin

Wheatstone when he invented play-fair

lash and the letters on it are negligible

cipher. With the invention of enigma by

when it's unwrapped which is folded over

German engineer Arthur Scherbius caused
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another

substitution

Cipher was

the need to counter the advantages of this

NIST developed AES as a successor for

machine done towards the axis powers in

DES in 1997, which began to be a brutal

world war 2 led towards the creation of its

force. This appears to be about six times

modern version by the allied forces in

faster than triple DES. AES is a Symmetric

1939 by the help of famous cryptographers

key symmetric block cipher, it takes 128-bit

like Alan Turing from the information

data and 128/192/256-bit keys.

gathered from Marian Rejewski, a Polish
cryptographer. The starting phase of

2. RELATED WORKS

Modern cryptography began with the

Aby Thomas et al [8] specifies a survey on

publishing of "A mathematical theory of

history and working of DES and AES

cryptography" by Claude Shannon.

which details us about the history of

By the 1969 United States based company

encryption in three different classes, which

IBM created

Cipher to hide

includes general history of encryption

consumer data, later they were modified

from Atbash till development of DES i.e

by United States Government and adopted

from 1900 BC till 1977. In the second

it by the US government agency called

class it specifies about DES and finaly the

NIST in 1973 and thus Data Encryption

paper present us with brief ideas about

Standard or DES was born. DES was a

AES.

secure technology compared to all other

Muhammad Faheem et al [7] specifies the

technologies and it remained unchecked

security aspects and processes involved in

until 1997.

the design and implementation of most

Triple DES was developed in 1977 during

widely

the translation period between DES and

algorithms

AES. Where 3-DES is an electronic

Standard (DES), Triple Data Encryption

machine learning variety of algorithm

Standard (3DES), Blowfish, Advanced

were block cipher algorithms are applied

Encryption Standard (AES) and Hybrid

on each block of information three times.

Cubes Encryption Algorithm (HiSea). [7]

In Triple DES, the key size is boosted to

Furthermore, this paper evaluated and

guarantee extra safety via features of

compared

encryption. There seem to be 64 bits of

encryption algorithms based on encryption

keys for each frame of data and the three

and decryption time, throughput, key size,

keys are named as 56-bit bundle keys per

avalanche effect, memory, correlation

key. This technology was also developed

assessment and entropy. [7] Thus, amongst

by IBM and later adopted by NIST.

the existing cryptographic algorithm, the

Block

used
such

the

symmetric
as

Data

performance

encryption
Encryption

of

these
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paper

chooses

a

suitable

encryption

Encryption Standard and its intermediary

algorithm based on a variety of parameters

3-DES

that are best fit to the user requirements. [7]

D Coppersmith et al [4] had presented a

Xinmiao Zhang et al [1] have given varied

replacement

approaches

hardware

cryptography. It uses many freelance keys,

implementation of the advanced secret

achieving strength against key exhaustion

writing

The

attacks. In contrast to different modes, it

improvement strategies may be divided

conjointly defends against attacks that

into 2 classes: Branch of knowledge

supports small block size, particularly

improvement and Branch of recursive

lexicon attacks and matching cipher text

improvement.

attacks.

for

economical

customary

formula.

Branch

of

knowledge

methodology

for

3-DES

improvement exploits the strength of

Vedkiran et al[5]in their paper presents a

pipelining,

sub-

literature survey and study of AES

pipelining. Speed is magnified by process

considering speed and AES application in

multiple rounds at the same time at the

wireless communication devices and this

value of magnified space. Branch of

paper had additionally attempted to study

knowledge improvement isn't an efficient

the internal methods of AES including the

resolution

Loop

ten steps involved and the procedures in

unrolling is that the sole design which will

each step are considered during this paper.

win a small speed with considerably

Pandya et al [6] in their paper considered

magnified space. In non-feedback mode,

the brief history of encryption process

sub pipelining can do most speed up and

from the ancient period to the modern era

also

magnitude

of data security applications via medieval

relation. Recursive improvement exploits

period. The study by the team prefers all of

recursive strength within every spherical

the essential and relevant pieces of

unit. Varied strategies to cut back the

encryption history and united them.

the

loop

in

unrolling

feed-back

best

and

mode.

speed/area

crucial path and space of every spherical
unit are given.
William Stallings [3] describes in his book
wherever

provides

The first noted example of written

cruciform secret writing, together with

cryptography was the cipher text, in the

classical and trendy algorithms at the stress

form of non-standard hieroglyphs, that was

is on the 2 most vital algorithms-Data

incised on monuments by the Egyptians

Standard,

60

a

survey

DES

of

Encryption

he

3. GENERAL HISTORY TILL

Advanced

dated

back

to

1900

BC.[6]

These

arrangements failed to offer abundant

Challenges of Scytale[8]
● Transferred using leather and similar

concealment or security, except for the
amusement

of

history

enthusiasts.[6]

materials.[8]
● It is a weak method as compared to

Around 1840, a well-known poet Edgar

today’s techniques.[8]

Allen Poe and a pioneer in breaking codes,

Another

had challenged the readers of Alexander‟s

occurred in the time of Julius Caesar

Weekly (Express) Messenger to submit

where the discovery of simple substitution

ciphered messages to him, and had been

cypher for the war campaigns.[6] In 1467

successful in solving most of them. He

AD,

later wrote an essay on cryptographic

Cryptology"

methods which helped the British people

scientist Leon Battista for developing

to decipher German codes and cipher

polyalphabetic ciphers.[6].

during World War I.[7] Between 1853-

Challenges of polyalphabetic cipher[8]

1856, Charles Babbage had successfully

● It is a weak method as we can decode

developed

techniques

to

break

major

the

title
was

historical

"Father
entitled

discovery

of

Western
to

Italian

it by dividing into cryptograms.[8]

polyalphabetic ciphers like Vigenère‟s

By

autokey

invented the tabula recta, which was used

cipher.[7]

benefitted

the

This

British

had

largely

Crimean

1518

AD,

Johannes

Trithemius

War

in polyalphabetic ciphers.[6] But in 1856,

efforts.[7] Another finding emerged which

Charles Babbage breaked polyalphabetic

can be dated to the period of 500-600 BC

ciphers.[6]

which is a Hebrew scribe came up with an

By the wake of 1935s German military

easy substitution cipher referred to as

started using Enigma machines which was

Atbash.[6].

all set to change the course of history of

Challenges of Atbash[8]

cryptography altogether. In 1939 using the

● It is a weak cipher[8]

secrets found by Poland allied forces

● it works based on substitution cipher. [8]

decoded the enigma technology and that
gave the allies victory in war.

By 487 BC, “scytale” was discovered by
the Spartans and Greeks to be used for
secret

communications

campaigns.[6]

for

the

war

Challenges of Enigma machines
● The letter is not coded by its own.[8]
● The same set of codes are encoded in a
similar way.[8]
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In 1942, the US Navy won the Battle of

boxes.[8] The 16 rounds are the heart of

Midway by breaking into the JN-25

DES the working of each round is similar

cryptographic system which was used by

and each of them require a 48 bit round

Japanese navy for secret communications.

key developed by round key generator and

[8] After the 2nd world war two kinds of

those keys are non-similar to each other.

encryption algorithms emerged, symmetric

[8] During the 16 rounds the operations are

key algorithms

similar

and

asymmetric

key

they

involve

Expansive

algorithms for encryption process.[8] If

Permutation, XOR operation, application

encryption key is equivalent for decryption

of S-Box, and Permutation operation.[8]

process then it is symmetric if that is not
the case, then asymmetric. Advanced
Encryption
Encryption

Standard
Standard

(AES),
(DES)

are

Data
the

technologies that we are considering and
both will come under Symmetric version
of encryption algorithms. [8]

4. DATA ENCRYPTION
STANDARD

Figure 1: Working of DES [8]

DES is discovered by IBM and later

During Expansive Permutation process 32

adopted by the National Institute of

bit key is expanded to 48 bit and also a

Standards and Technology or NIST for

permutation or changing of order will also

securely storing secret digital data. As a

takes place. After that an XOR operation is

symmetric key cypher DES is very easy to

performed

use or compile. [8] It takes 64 bit keys and

of Expansive Permutation resulting in

it is also an example of feistel cypher. It

another 48 bit output. With the application

take 64 bit plain text and 64 bit key but it

of a prefixed S-Box the details are then

only uses 56 bit of the 64 bit key so the

altered forever until decryption where first

key is specified as 56 bits also. The initial

bit is used to find the row of S-Box and the

and

no

other bit for finding the column number

cryptographic significance in DES and

and using the specified value from S-Box

they are exact inverse of each other they

the plain text content is altered. For an

work with the help of permutation

added

final

permutations
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have

on

safety

the

48

another

bit

output

Permutation

operation is also performed on the output

size and 3DES utilized the 168 bits key

of the result of S-Box.[8]

size.

5. TRIPLE DATA

6. ADVANCED ENCRYPTION

ENCRYPTION STANDARD
(3DES)

Advanced

Triple Data Encryption Standard (3DES)
referred

as

Triple

Algorithm

(TDEA)

proposed

by

Data
that

IBM

Encryption
was

in

firstly

1998

and

standardized in ANSI X9.17 and ISO
8732.

3DES

replacement

was
of

appeared

DES

due

as

the

to

the

improvement in the key length and applies
the DES algorithm to the three times in
each data block [7]. The 56 bits key length
of DES algorithm was generally adequate
earlier when the algorithm designed but as
the computation power increases then the
brute force attack is feasible. On the other
hand, 3DES provides a very simple
method by the increment of key length
instead of design a complete block cipher
and it protects against the brute force
attack

[7].

A

brute

force

attack

continuously trying every possibility of
accessing
International

STANDARD

keys
Journal

until
of

(IJACSA)
Advanced

Computer Science and Applications, the
original message is obtained. Table 1
demonstrated four key sizes that show how
long it required for the various key spaces
[7]. The DES employed the 56 bits key

Encryption

Standard

is

a

symmetric key cypher widely used by
United States government to store their
classified documents digitally secure. The
Data management unit and the Key
management unit are the two main
components

of

AES.[5]

The

Data

processing units have four main modules
which includes Substitute Byte, shift row
operation, mix column and add round key
and also the Key Expansion unit is used
for the generation of the round key that
need to be used in the next round. The
AES is mainly a 128 bit algorithm so it
operates on 128-bit data. The algorithm
can encrypt and decrypt using keys. The
key can be of different sizes mainly 128,
192, or 256 bits. Key size depends mainly
on the security level of consideration as
high level security involving data requires
high bit rate on the key. It involves
different steps like Substitute byte, Shift
Row Transformation, Mix Column and
Add Round Key.
Substitute byte or Bit Transformation
operation
Substitution

is

mainly
Boxes

applied
or

using

S-Boxes.

It

substitutes for all positions of the state
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array using a 4 x 4 matrix called

currently most widely used technology in

Substitution box. The transformation that

the field of cryptography.

this module causes is called an affine
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schedule.

It was a Monday morning, the start of a
new week. After taking the roll, I was

The bell for the lunch break rang. I started

presenting the vision and road map of

the delicious lunch with my colleagues and

Artificial Intelligence. Students seemed so

enjoyed the time as usual with a lot of

interested in the topic that I felt much

happiness. And I reached back my seat and

fascinated

was waiting for Jasmine.

to

talk

about

my

recent

intellectual journey.

After sometime she came and I tasked her

Meanwhile I heard a weak sound from the

to sit down in the chair next to me in the

door asking for permission. It

was

department. The moment she sat down, I

Jasmine. I had given her several warnings

threw her a lot of questions with all the

for being regularly late. I asked her with a

authority of a teacher “Why are you

little bit of anger in my face, “Jasmine,

always late in class”. “If you come late

today also you are very late”.

every day, how will be your studies?”;

She replied “Sorry sir, I am late and I

Your marks in the last internal was very

won’t repeat it”. It was not the first time

low and you are becoming so lazy in

she answered me like that. I allowed her to

everything. I know that she was a brilliant

enter and continued my scholarly journey.

student till her higher secondary education.

Among the smiling and lovely faces of my

Hearing all these, with a stumbling tone

dear students, I saw the tearful eyes of

she started: “Sir, my father is a salesman,

Jasmine. It distracted me a lot and then the

Mom a homemaker, and I have two

bell rang.

younger sisters. We lived in happiness till

I called her before leaving the class and

last year. Suddenly one day, my mother

told her to meet me during the lunch break.

felt sick and we took her to hospital. And

I came and sat in my chair in the

the doctors diagnosed that it was lung

department and started doing my daily

cancer. On that day we started fighting for



her life. My father is helping me to prepare

experience and expertise. However, this

breakfast and lunch and I have to take my

expertise is built up over many years of

sisters to get on the school bus everyday

observations of symptoms and confirmed

morning. Also I have to take care of my

diagnoses of different patients. Even then

mother till she falls asleep in the late hours

accuracy cannot be guaranteed. For the

of night.” She stopped.

past few decades, a continuous evolution

My eyes were full at the time, I consoled

related to cancer research has been

Jasmine and let her go to the class. At

performed. Scientists applied different

times the things happen around us is hard

methods, such as screening in the early

and people are fighting for their lives. I

stage, to find types of cancer before they

was worried about my education at that

cause

time. I felt that my study or research was

distinguish tumours, which have a similar

of no use until I did something useful for

histopathological appearance but different

the community. So, I determined that my

clinical course and response to therapy, by

academics should be for the benefit of the

the traditional cancer diagnostic methods

people at large. With the realization that

that

there are so many people battling cancer

morphological presence of tumours. The

like Jasmine’s mother, I was motivated to

correct classification approach leads to the

do my PostDoc to help diagnose the early

right decision and provides respective

symptoms of the dreadful diseases.

treatment to the patients.

symptoms.

are

based

It

is

difficult

primarily

on

to

the
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Classification analysis of medical diseases

Healthcare sector is totally different from

diagnosis has been performed extensively

other industries. It is a high priority sector

to find out the biological features and to

and people expect highest level of care and

differentiate intimately related disorders

services

types that usually appear in the diagnosis

regardless

of

cost.

Cancer

research is an exciting area in the medical

of

research

and

techniques have been developed for the

prognosis of a cancer type have become a

classification process of diseases. These

necessity in cancer research, as it can

improved techniques accomplish feature-

facilitate

based classification process with the aid of

field.

the

Early

diagnosis

subsequent

clinical

diseases.

Many

algorithms

and

management of patients.

two primary phases namely dimensionality

Traditionally the diagnostic accuracy of a

reduction through feature extraction and

patient depends on a physician's

dimensionality reduction through feature
selection.



The objective of dimension reduction is to

issues that present in the field of medical

reduce a set of data having large

science. Initially, the input medical data is

dimensions

given to map reduce framework. Here,

into

data

with

lesser

dimensions, via obtaining a set of principal

Multi-linear

variables

Analysis (MPCA) is used for lowering the

to

get

better

features

for

Principal

Component

classification.

given bulk data. Then, the reduced data is

We have used Principal Component

given to the classification process, where it

Analysis(PCA) for dimension reduction.

classifies the disease with high accuracy.

PCA is a statistical technique that uses

For this, we use the Support Vector

mathematical principles to convert a set of

Machine (SVM) classifier. SVM possesses

observations

advantages

of

possibly

correlated

with

respect

to

the

variables into a new set of observations of

management of high dimensional data and

linearly uncorrelated variables.

reveals effective generalization capability.

Dimension reduction is a key step for high

SVM classifier is aided to classify or

dimensional data analysis.

diagnose the disease using the resultant

Given n observations on m variables, PCA

reduced data, moreover some relevant

calculates the n × m covariance matrix and

information can also be gained through

solves

decomposition

this process. SVM is basically a two-class

problem for the covariance matrix. The

classifier that can produce a hyperplane for

goal is to choose a smaller set of

classifying two data segments. As per

eigenvectors as a new coordinate system

statistical theory, the objective of SVM is

so that the newly transformed variables

to identify the optimal (maximize) margin.

can retain the most data variation. This

This is determined by the least distance

PCA approach has been widely applied in

among the hyperplane and any of the

many scientific fields for dimension

sample points.

the

eigenvalue

reduction and compact data representation,
where the collected data are organized in
an n × m design matrix with each row
representing an observation and each
column a variable.

 0(7+2'2/2*<
This work intends to propose a diagnosing
model of the disease to overcome the
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The proposed disease diagnosis model on
big medical data is demonstrated in Figure
1.Map-Reduce Framework
This is the first process of the proposed
disease diagnosing model, where the given
bulk data gets reduced using this map-



reduce framework

we

Map Reduce framework is developed as

implementation, the developed model

the

parallel

distributed

used

SVM

classifier.

After

the

programming

model for processing respective large-scale
datasets efficiently without losing its
quality.

The map reduces algorithm comprises two
major tasks:
9 Map task
9 Reduce task
The Map task chooses a troop of
information or data and converts it to
another troop of data, in such a way that

compared its performance, like accuracy,

individual elements are smashed into

specificity, and sensitivity. Thus, the

tuples

results have proven the superiority of the

(also

called

key-value

pairs).

Similarly, reduce task proceeds with the

proposed

output of Map task as the input as well as

concerning accurate disease diagnosis.

combines the generated data tuples into a

I happened to go to the Regional Cancer

minor set of tuples. Here, the reduce task

Center Trivandrum as part of the research

always executed after the completion of

work. At first, I experienced too much

map job.

trouble. Gradually I made up my mind not

The proposed diseases diagnosing model

to give up. Now I strongly believe that my

was first implemented in Java. The disease

project will be a great contribution to the

diagnosis is done in lung cancer. My work

society since it can change umpteen lives

has in two stages (i) Utilization of Map

around us. My perspective on life and the

Reducing Framework for reducing the

arrogant attitude of a teacher that he knows

huge data (ii) Classification. Initially, the

everything, changed radically and I was

input medical data was given to map

led to a new world of realization by an

reduce framework. Here, MPCA was used

ordinary

to reduce the given bulk data. Then, the

dawned on me. “Life is all about learning,

reduced

adopting and converting all the struggles

data

was

given

to

the

classification process, where it classifies

that

the disease with high accuracy. For this,

positive.”



we

model

student.

over

A

experience

other

new

into

methods

awareness

something
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The amount of online data has grown

automated

into

mechanical

exponentially as the number of mobile users

and algorithms that work over raw data for

has skyrocketed, and e-commerce is the

human

norm. A report by DELL EMC and

techniques can reveal trends and metrics

International Data Corporation

(IDC)

that would otherwise be lost in the mass of

predicts that by 2020 the data we create and

information. This information can then be

copy annually will reach 44 zettabytes, or

used to optimize processes to increase the

44 trillion gigabytes. Data has been the

overall efficiency of a business or system.

buzzword for ages now. Either the data

Data analytics is a broad term that

being generated from large-scale enterprises

encompasses many diverse types of data

or the data generated from an individual,

analysis. Any type of information can be

each and every aspect of data needs to be

subjected to data analytics techniques to get

analyzed to benefit yourself from it.

insight that can be used to improve things.

consumption.

Data

processes

analytics

Data analytics is the science of analyzing
raw data in order to make conclusions about
that information. Many of the techniques
and processes of data analytics have been

Forexample, manufacturing companies
often record the runtime, downtime, and
work queue for various machines and then



analyze the data to better plan the workloads

4. The data is then cleaned up before

so the machines operate closer to peak

analysis. This means it is scrubbed

capacity. Data analytics can do much more

and checked to ensure there is no

than point out bottlenecks in production.

duplication or error, and that it is not

Gaming companies use data analytics to set

incomplete. This step helps correct

reward schedules for players that keep the

any errors before it goes on to a data

majority of players active in the game.

analyst to be analyzed.

Content companies use many of the same
data

analytics

to

keep

you

clicking,

Æ:K\

'DWD
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watching, or re-organizing content to get

0DWWHUV"

another view or another click.

Data analytics is important because it helps
businesses optimize their performances.

The process involved in data analysis
involves several different steps:

means companies can help reduce costs by

1. The first step is to determine the data
requirements or how the data is
grouped. Data may be separated by
age,

demographic,

gender.

Data

income,

values

Implementing it into the business model

may

or
be

numerical or be divided by category.
2. The second step in data analytics is
the process of collecting it. This can
be done through a variety of sources
such as computers, online sources,
cameras, environmental sources, or
through personnel.

identifying more efficient ways of doing
business and by storing large amounts of
data. A company can also use data analytics
to make better business decisions and help
analyze customer trends and satisfaction,
which can lead to new—and better—
products and services.

7<3(62)'$7$
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Data analytics is broken down into four
basic types.

3. Once the data is collected, it must be
organized so it can be analyzed.

1. Descriptiveanalytics describes what

Organization may take place on a

has happened over a given period of

spreadsheet

of

time. Have the number of views

software that can take statistical

gone up? Are sales stronger this

data.

month than last?



or

other

form

2. Diagnostic analytics focuses more

on various platforms such as UNIX,

on why something happened. This

Windows, and Mac OS. It also provides

involves more diverse data inputs

tools to automatically install

and a bit of hypothesizing. Did the

packages as per user-requirement.

weather affect beer sales? Did that

•

Python –

Python

is

all

an

open-

latest marketing campaign impact

source, object-oriented

sales?

programming language which is easy to

3. Predictive analytics moves to what

read, write and maintain. It provides

is likely going to happen in the near

various

term. What happened to sales the

visualization

last time we had a hot summer? How

learn, TensorFlow, Matplotlib, Pandas,

many weather models predict a hot

Keras etc. It also can be assembled on

summer this year?

any platform

4. Prescriptive analytics suggests a
course of action. If the likelihood of

machine

learning

libraries such

and

as Scikit-

like SQL server, a

MongoDB database or JSON
•

Tableau Public – This is a free software

a hot summer is measured as an

that connects to any data source such as

average of these five weather models

Excel, corporate Data Warehouse etc. It

is above 58%, we should add an

then

evening shift to the brewery and rent

dashboards etc with real-time updates on

an additional tank to increase output.

the web.
•
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visualizations,

maps,

QlikView – This tool offers in-memory
data

'$7$$1$/<7,&6

creates

processing

with

the

results

delivered to the end-users quickly. It
also offers data association and data

With the increasing demand for Data

visualization

Analytics in the market, many tools have

compressed to almost 10% of its original

emerged with various functionalities for this

size.

purpose.

Either

open-source

or

user-

•

with

data

being

SAS – A programming language and

friendly, the top tools in the data analytics

environment for data manipulation and

market are as follows.

analytics, this tool is easily accessible

•

and can analyze data from different

R programming – This tool is the

sources.

leading analytics tool used for statistics
and data modeling. R compiles and runs

•

Microsoft Excel – This tool is one of
the most widely used tools for data



•

•

•

analytics. Mostly used for clients’

Machine learning algorithms and Artificial

internal data, this tool analyzes the tasks

Intelligence (AI) are pushing the boundaries

that summarize the data with a preview

of

of pivot tables.

applications spreading across all aspects of

RapidMiner – A powerful, integrated

an organization and its offerings. For

platform that can integrate with any data

example, deep learning enabled chatbots

source types such as Access, Excel,

have replaced traditional customer service

Microsoft SQL, Tera data, Oracle,

representatives. Insurance is a data-intensive

Sybase etc. This tool is mostly used for

industry generating massive amounts of

predictive analytics, such as

information

data

analytics

and

further

despite

with

advances

their

in

mining, text analytics, machine learning.

digitizing the practices, many manual

KNIME – Konstanz Information Miner

processes persist. The increasing use of

(KNIME)

predictive analytics amongst commercial

is

an

open-source

data

analytics platform, which allows you to

insurers

analyze and model data. With the

reduced the underwriting cycle, but a perfect

benefit of visual programming, KNIME

storm of ongoing soft market conditions,

provides a platform for reporting and

low-interest rates, increased operating costs

integration through its modular data

and emerging risks (to name a few), is

pipeline concept.

making it harder than ever before for

OpenRefine
GoogleRefine,

–

Also
this

known

data

as

cleaning

has

improved

efficiency

and

insurers to acquire new customers and retain
profitable ones.

 :+<,6'$7$

software will help you clean up data for
analysis. It is used for cleaning messy

$1$/<7,&6

data, the transformation of data and

,03257$17"

parsing data from websites.
•

even

Apache Spark – One of the largest

As an enormous amount of data gets

large-scale data processing engine, this

generated, the need to extract useful insights

tool executes applications in Hadoop

is a must for a business enterprise. Data

clusters 100 times faster in memory and

Analytics has a key role in improving your

10 times faster on disk. This tool is also

business. Here are 4 main factors which

popular for data pipelines and machine

signify the need for Data Analytics:

learning model development.
•

Gather

Hidden

Insights –

Hidden

insights from data are gathered and then



analyzed

with

respect

to

business

lead to more intelligent decision-making

requirements.
•

•

Generate

With the right approach, data analytics will

Reports

–

Reports

are

that

is

backed

generated from the data and are passed

advancement

on

software,

to

the

respective

teams

and

by

of

data.

With

artificial

machine

the

intelligence

learning,

statistical

individuals to deal with further actions

modeling,

for a high rise in business.

disciplines, data analytics will be more

Perform Market Analysis – Market

predictive

Analysis

retrospective.

understand

can
the

be

performed

strengths

and

to

and

and

other

data

actionable

science

rather

than

the

weaknesses of competitors.
•

Improve Business

Requirement –

Analysis

of

Data

allows

improving

Business

to

customer

requirements and experience.
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algorithms. The efficiency of metaheuristic
algorithm is related to the fact that they

Complex optimization problems can be
solved with the help of nature inspired
algorithms. Optimization problems are
usually encountered in various fields such

imitate the best features in nature. The
typical types of metaheuristics are genetic
algorithms (GA) and Particle Swarm
Optimization (PSO).

as Engineering, Science and Mathematics
etc. In the process of optimization,

Some more effective metaheuristics have

depending upon the constraints value,

been proposed and used for engineering

decisions will be taken. The main aim of

optimization

these decisions is either to minimize or

optimization, firefly algorithm, cuckoo

maximize the solution to constrained

search and bat algorithm [2].

optimization problems. The solution can
be considered as a function of certain
design variables. Hence optimization is the
process of reaching a condition that give
maximum or minimum value of a function.
Metaheuristic algorithms have become a
prominent source in providing solutions to
the

optimization

problems.

These

algorithms have proven to be efficient
when compared to the other conventional
methods followed based on the Linear and
non Linear programming [1]. The main
goal of developing modern metaheuristic
methods is to solve problems faster, to



such

as

ant

colony

The nature has been always the inspiration
to many research areas. Thus the nature
inspired algorithms came into existence.
There are several existing algorithms like
Swarm Intelligence based, Bio inspired
based and others [3]. Among all nature
inspired algorithms, the Bio Inspired
algorithm is one of the main categories of
Nature inspired Meta heuristic algorithms.
The bio inspired algorithm is again
categorized into evolutionary algorithms
and bacterial foraging algorithms. Krill
Herd [4] is a novel swarm based
metaheuristic optimization algorithm

inspired by the herding behavior of krills

effect of these factors may vary from species

swarms. It is the latest heuristic technique to

to species.

be applied in deriving best solution within

One important factor to be considered is the

various organization task. The objective function

presence of the predator. When one krill is

in the KH optimization process is based on the

affected by the predator, that krill

least distance between the food location and

abandoned from the herd, which in turn

position of a krill. The KH method has proven to

reduces the density of the swarm. The

outperform several state-of-the-art metaheuristic
algorithms

on

many

benchmarks

and

engineering cases

is

increase in krill density and distance from
food is always the phenomenon or the
criteria to be reached during the formation of

In this paper, we describe the Krill Herd
Algorithm, Lagrangian Model of Krill
Herding, Characteristics of the algorithm,

the herds.

2.2Lagrangian
Herding

Model

of

Krill

formulation and herding behavior of krill
The Lagrangian model [5] states the

algorithms.

objective function

 .5,//+(5'
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Gandomi and Alavi in 2012 [4]. This is a
Bio inspired optimization algorithm. This
algorithm is proposed to solve complex

krill and the distance of food from the krill.
The predator has three main effects: (i) it
removes individuals, (ii) it results in
reduction of the average krill density, and
(iii) it distances the krill swarm from the

engineering optimization problems.

of

herd

combination of the highest density of the

The Krill Herd Algorithm was developed by

behavior

the krill

algorithm. The fitness function of a krill is a



2.1 Herding
swarms

of

krill

Nature has always been an interesting topic
in the area of research. One interesting topic

food

location. It is considered as an

initialization phase in the KH algorithm.
The time dependent position of an
individual krill is governed by the following
actions [5].

is identifying the grouping mechanism of
various animal species. Many studies have
taken place to understand the grouping
mechanism. It is identified that the grouping

•

Movement induced by other krill
individuals

•

Foraging activity

•

Random diffusion

mechanisms are influenced by the feeding
ability, reproduction capability, predators’
effect and environmental conditions. The

For n-dimensional space, the Lagrangian
model or the fitness function is determined



and

as

Where ܰ݅ǡ  ݅ܦ ݀݊ܽ ݅ܨare motions

where ܰ݉ܽ ݔis the maximum induced

induced by other krill individuals, foraging

speed which is equal to 0.01 (m/s), ߙ݅ is the

the ith

direction of motion induced, ߱݊is the inertia

motion, and the physical diffusion of
krill individual, respectively.

weight of the motion induced, ܰ ݈݀is the

2.2.1.   

 

last motion induced,
ߙi݈݈ܽܿis the local effect provided by the



neighboring krill individuals and ߙi ݐ݁݃ݎܽݐis
The fitness function of the algorithm

the target direction effect provided by the

mainly depends on the density of the krills

best krill individual.

in the search space.it is essential to
maintain a high krill density in order to
achieve

an

optimum

solution.

The

individuals keep on rebuilding the system
maintaining this high density under the
influence of the other individuals. The

The neighbors of a krill individual have
either an attractive effect or a repulsive
effect on the movement of krill. The effect
of neighbors in a krill movement individual
can be formulated as

movement of a krill individual is mainly
dependent

on

the

neighboring

krill

individuals and the mutual effect between
them.
where ݐݏݎݓܭand  ݁ ݐ ݁ݎܽݐݏܾ݁ܭworst and
The direction of the krill movement ߙ݅ǡ is
calculated based upon the different swarm
densities ie. i)’local effect’ provided by
local krill density, ii) ‘target effect’

the best fitness values of the krill
individuals so far respectively,

݅ܭ

represent the fitness value of the ith krill
jth

provided by target krill density, and iii)

individual,  ݆ܭis the

‘repulsive effect’ provided by repulsive

neighbor (j=1,2,…NN), NN is the total

swarm density. Considering the influence

number of neighbors, X represent the

of all these effects, the movement of the ith

relative position of the krill and ߳ is a

krill individual ܰ݅can be defined as:

fitness

of

small positive number.
The effect induced by neighbors is
obtained from the above equations. Each



krill individual ݅is taken into consideration
and the ߙ݈ ݈ܽܿvalue is calculated. The  ݆݅ܭis
the fitness value of the ith individual under
the influence of jth neighbor. All the
neighbor

pairs

fitness

values

are

calculated. Similarly, the relative position
vector ݆ܺ݅ is determined. The ߙ݈݈ܽܿ, that is
the cumulative sum of the local effect of

Figure 1. Schematic representation of Sensing
Distance around a krill individual ‘i’

In this figure, the krill individual has three

the neighbors (j=1,2,…NN) is calculated

neighbors 1,2,3 that fall inside the sensing

from relative position ݆ܺ݅ and relative

ambit. The sensing distance of the ith krill

fitness  ݆݅ܭvalues. The alpha vector gives

individual ݀ݏǡis determined using

the induced directions by the different
neighbors and each value represents the
effect of a neighbor on a krill individual.
The

positive

value

determines

the

attractive effect while the negative value
indicates the repulsive effect on the krill

the

neighbors

݄݅ݐkrill individual and N is the number of
krill individuals. Based on this equation, if
the distance of two krill individuals is less
than, they are neighbors.

individual from its neighbors.
Identifying

Where ݀ݏǡis the sensing distance for the

and

their

considerations are the important part in the
evaluation of the krill movement. The

The effect of the individual krill with the
best fitness on the ݅ ݄ݐindividual krill is
formulated as

identification of the neighbors is done by
calculating the neighborhood ratio value
which is the number of nearest krill

Where  ݐݏܾ݁ܥis the effective coefficient
defined as

individuals/ neighbors present in the
th

krill individual

Where rand is a random value in the range

located at position ܺ݅. The sensing distance

[0,1], I is the actual iteration number and

݀ݏis calculated from this individual and all

ݔܽ݉ܫis the maximum number of iterations.

search space around the i

the neighbors located within this distance
are said to be the neighbors of krill
individual ‘i’.

2.2.2. Foraging Motion
The krill herding mechanism is influenced
by the presence of food around the



individuals. The foraging motion has two
main terms, the food location and the

Where  ݂݀ܥis the effective food
coefficient. The ݂݀ܥis calculated as

previous experience. The foraging motion
value for the ith krill individual is
The ultimate goal of the algorithm is to

calculated using

achieve the global optima, hence the effect
of food attraction on the krill individual
decreases after some iteration, once the
global optima criterion has been reached.
Where ܸ݂ is the foraging speed which is

The effect of the best fitness of the ith krill

taken as 0.02 (m/s) based on [6], ݂߱ is the

individual is formulated as

inertia weight of the foraging motion,

ܨi݈݀

is the last foraging motion, ߚi݂݀is the food
attractive, and ߚiܾ݁ ݐݏis the effect of the best
th

fitness of the i krill up to now.

Where  ݐݏܾ݁݅ܭis the best previously visited
position and ܾܺ݅݁ ݐݏis the previous position
of the ith krill individual.

The effect of food on the herding

2.2.3. Physical diffusion

mechanism is defined depending on the
foods location. The center of the food
location is estimated from the krills fitness
distribution values. We have to calculate
the center of food location in the iteration

The third factor that influences the herding
mechanism of the Krill individuals is the
physical diffusion process. It is a random
process which can be formulated as

through the krill size N, and it gets
updated

through

the

iterations.

The

Where ݔܽ݉ܦis the maximum diffusion

equation to calculate the centre of food

speed and it lies in the range [0.002, 0.010]

location is

and ߜis the random directional vector and
its arrays are random values in the range [1,1].

where Xi and Ki are the krills current
position and fitness values.
The attractive effect of food on the ith
krill individual is obtained by the following
equation.

2.2.4. Motion process of the KH

algorithm
Using all the effective parameters (Ni, Fi,
Di ) of the motion obtained over time, the
random position of the krill individual



during the interval t and ο ݐcan be
obtained by the following equation and the
position of each krill individual is updated.

2.3 Methodology
algorithm

of

Krill

Herd

The algorithm starts with a set of krill
individuals located in the search space or
distributed in the search space randomly.
At each generation of optimization, the

οݐis referred to as Scale factor, and it
should be set carefully as it is considered to
be one most important constant in solving
the krill herd optimization problem. οݐcan

movement of the krill individuals, foraging
activity and random diffusion parameters
are calculated from the above mentioned
equations. Finally the displacements of the

be obtained from

krill individual from the previous positions
due to these effects are calculated by
Where NV is the total number of variables,
 ݆ܤܮand ܷ ݆ܤare respectively the lower and

equation (17). The position of each krill
individual is updated by this equation and

th

upper bounds of the j variables and ݐܥis a

the

constant number which is considered as

Eventually the krill herd optimization

0.5.

algorithm

Considering the lower and upper bounds,

satisfaction criteria of global maxima or

the absolute difference between these

global minima is obtained which implies

bounds gives the information about the

that the best fitness value for the overall

solution/search space. From the studies

solution and as well as for each krill

[4], it is observed that the values of Ct are

individual.

directly related to the search space. The

The steps of the algorithm:

evaluation

is

process

terminated

take

place.

when

the

lesser the value of Ct, the more efficiently
the individuals in the krill herd can search
through the space. Once the new positions
of each krill individual are obtained, the
positions are updated and the process is
repeated

by

evaluating

each

krill

individual with the updated positions and

1.
2.
3.
4.
5.
6.
7.

Data structures:
Initialization
Fitness evaluation
Motion Calculation
Updating
Repeating
End.

&21&/86,21

calculating the induced motion from the

The krill herd algorithm uses the krill

effect of neighbors, food, and physical

herding mechanism in order to solve the

diffusion and so on, until the global optima

optimization problems. The algorithm

or the criterion has been reached.

optimizes the objective function in an



efficient way. This makes the algorithm
useful in many areas and is extended to
solve real world optimization problems.
The algorithm mainly considers three
activities namely motion induced by other
krill individuals, Foraging activity, and
random diffusion process. These factors
determine the time dependent position of a
krill individual.
There are many advantages for the
Lagrangian model as it considers the effect
of each and every krill individuals fitness
value for the moving process in the search
space. Also the neighbors influence the
movement of the krill individuals and the
krills always try to maintain a high density
in the herd. Finally finding the center of
food can also be considered as obtaining
the global best fitness value of the
algorithm.
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Velocity – Data is being generated and
collected at lightning speed. Being able

Big Data is a broad term for data sets so
large or complex that they are difficult to

to act on that information in real or near
time is crucial in today’s business world.

process using traditional data processing
applications. Challenges of Bigdata include
analysis, capture, curation, search, sharing,
storage,

transfer,

visualization,

and

information privacy. To describe Big Data,

2. “Demand

cost-effective,

forms

of

processing.”

Traditional

computing

environments, databases and tools are not

technology
1. “High-volume, high velocity and high-

advancements

such

as

Hadoop, NoSQL, cost-effective cloud

variety.”

storage and search tools, organizations

These are known as the “3V’s” of Big

can more feasibly build Big Data

Data.

solutions.

Volume – Each day we create massive

3. “Enhanced

insight

and

decision

amounts of data. It is estimated that 85%

making.” This is the value of Big Data.

of all digital data has been created in the

The ability to gain insight into our

past 2 years, and expected to reach

businesses

40,000

between

exabytes

(or

400,000,000

petabytes) by 2020, according to IDC.
o

information

capable of handling Big Data sets. With

there are typically three constants:

o

innovative

Variety – Data collected today is coming

and
data

find
sets

not

relationships
previously

available, enabling us to become more
innovative and competitive.

from many disparate sources. Up to 80%
of digital data is unstructured, and not
well

suited

for

today’s

corporate

databases.
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agencies with up-to-the-minute information

'$7$

on infectious disease threats or outbreaks.

Companies use the big data accumulated in
their systems to improve operations, provide
better customer service, create personalized
marketing campaigns based on specific
customer

preferences

and

ultimately,

increase profitability. Businesses that utilize
big data hold a potential competitive
advantage over those that don't since they're
able to make faster and more informed
business decisions, provided they use the
data effectively.

In the energy industry, big data helps oil and
gas companies identify potential drilling
locations and monitor pipeline operations;
likewise, utilities use it, to track electrical
grids. Financial services firms use big data
systems for risk management and real-time
analysis of market data. Manufacturers and
transportation companies rely on big data to
manage their supply chains and optimize
delivery routes. Other government uses
include

For example, big data can provide companies
with valuable insights into their customers
that can be used to refine marketing
campaigns and techniques in order to
increase

healthcare organizations and government

customer

engagement

emergency

response,

crime

prevention and smart city initiatives.

 %,*'$7$$1$/<7,&6
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Technology has crept inside each business

and conversion rates.

arena and hence, it has become an essential

Furthermore, utilizing big data enables

part of every processing unit. Businesses are

companies to become increasingly customer-

focusing more on agility and innovation

centric. Historical and real-time data can be

rather than stability and adopting

used to assess the evolving preferences of

data

consumers,

achieve that in no time. As long as

consequently

enabling

technologies

help

the

the big

companies

businesses to update and improve their

organizations

marketing strategies and become more

information about their business processes,

responsive to customer desires and needs.

their customers, their prospects and their

Big data is also used by medical researchers

products, a bigdata problem has existed. It

to identify disease risk factors and by doctors

was simply not economical and practical for

to help diagnose illnesses and conditions in

companies to be able to effectively manage

individual patients. In addition, data derived

all the data across their organizations.

from electronic health records (EHRs), social

Companies have tried complex work –

media, the web and other sources provides

arounds to try to integrate data together to



have

been

capturing

improve business decision making. This
often required programmers to develop

Stage 6: Adjusting the impact
Stage 7: Enabling experimentation

complex programs to create the right

 Transforming Business

business view of data.

 Big Data as a Business

Processes with BigData


Planning Tool


More and more organizations are discovering

Different companies in different industries

that they can take advantage of lots of

need to manage their data differently. But

different types of information in new ways.

some common business issues are at the

The maturation of the technology will

center of the way that big data is being

coincide with business leaders’ ability to

considered as a way to both plan and execute

push the envelope on business strategy.

for business strategy. The greatest challenge

Companies can save money by identifying

for the business is to be able to look into the

fraud before money is paid out. Companies

future and anticipate what might change and

can determine the next best action based on

why. Companies want to be able to make

real-time access to customer actions — what

informed decisions in a faster and more

they are buying and what they are asking.

efficient manner. The business wants to

Healthcare

apply that knowledge to take action that can

massive amounts of best practice data to be

change

best

better prepared to treat patients more quickly

businesses take a holistic approach to data.

with better results at a lower cost. Preparing

Four stages are part of the planning process

for this new world requires the organization

that applies to big data.

to gain knowledge about the potential for

business

outcomes.

The

practitioners

can

leverage

technology to transform business processes.
Stage 1: Planning with data
Stage 2: Doing the analysis

 Branches of BigData Analytics

Using customer data, the different branches

Stage 3: Checking the results

of analytics that can be done with the

Stage 4: Acting on the plan

information found in sets of big data include

After making the initial roadmap and
strategy, three more stages can also be
added.
Stage 5: Monitoring in real line

the following:
•

Comparative analysis. This includes the
examination of user behavior metrics and
the observation of real-time customer
engagement in order to compare one



•

company's products, services and brand

dynamics but has also let them predict the

authority with those of its competition.

future trends giving a competitive edge.

Social

media

This

listening.

is

 Firms witnessing surprising
growth.


information about what people are saying
on social media about a specific business

Needless to say that Big Data is taking the

or product that goes beyond what can be

world by storm through its countless

delivered in a poll or survey. This data

benefits. Big Data is allowing the leading

can be used to help identify target

firms like IBM, Amazon, to develop some of

audiences for marketing campaigns by

the

observing

high-end services to their customers.

the

activity

surrounding

specific topics across various sources.
•

technologies

"Orchestrating Big

providing

Data, Cloud and

includes

Mobility strategies leads to 53% greater

information that can be used to make the

growth than peers not adopting these

promotion of new products, services and

technologies." - Forbes.

Marketing

analysis.

This

initiatives more informed and innovative.
•

cutting-edge

 Getting a hold on the dark data


Customer satisfaction and sentiment

A renowned consulting firm Gartner Inc.

analysis. All of the information gathered

describes dark data as the “information

can reveal how customers are feeling

assets that organizations collect, process and

about a company or brand, if any

store in the course of their regular business

potential issues may arise, how brand

activity, but generally fail to use for other

loyalty might be preserved and how

purposes.” However, the advent of Big Data

customer

systems has allowed the companies to put the

service

efforts

might

be

improved.

untouched

 %,* '$7$ $1$/<7,&6
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data

into

use

and

extract

meaningful insights from it.

 Software is eating the world


There is no doubt that the industries are

We are currently in a data-driven economy

going ablaze with the huge eruption of data.

where no organization can survive without

None

analyzing the current and future trends.

of

the

sectors

have

remained

untouched of this drastic change in a decade.

Whether it

Big data analytics has not only allowed the

a retail chain, wrangling data has become a

firms to stay updated with the changing

crucial job to be done before taking a single
step further.



is

a manufacturing firm

or

 Smarter and faster decision-making

customers by tracking their buying trend and

In this era of fierce competition, everyone

providing

wants to stand out from the crowd. But the

information they need instantly. Moreover,

question is HOW??? The answer lies in the

Amazon successfully fulfills the needs of its

practices adopted by the firms. In order to

customers by monitoring 1.5 billion products

perform better than the competitors, the

across the world in real-time.

ability to make good and

 Value generation through

intelligent

decisions play a pivotal role in every step.

marketers

all

the

related

leveraging data silos


The decisions should not only be the good

The companies are getting bigger and hence

ones, but should be made smartly and as

different processes generate varied data.

quickly as possible to allow the companies to

Many of the important information sulk in

remain proactive in their approach instead of

the data silos remain inaccessible. However

being reactive.

companies have been able to dig this

 Customer-centricity

is

the

new

policy


mountain with the weapon called big data
analytics that has let the analysts and

Since the customers have the opportunity to

engineers drill deep and come out with fresh

shop anywhere and anytime, it has turned

and informative insights.

into a challenge for the companies to make

 %,*'$7$$1$/<7,&6

every interaction better than the previous one

7(&+12/2*,(6$1'

with the help of relevant information. But
how will the companies do it on a continuous

722/6

basis? The answer is “Big Data”. The

Unstructured and semi-structured data types

customer dynamics are ever-changing and so

typically don't fit well in traditional data

should be the strategies of marketers

warehouses that are based on relational

accordingly. The companies can become

databases oriented to structured data sets.

more responsive by incorporating the past as

Further, data warehouses may not be able to

well as the real-time data to assess the taste

handle the processing demands posed by sets

and preferences of the customers.

of big data that need to be updated frequently

For example, Amazon has grown from a

or even continually, as in the case of real-

product-based company to a big market

time data on stock trading, the online

player comprising of 152 million customers

activities

by leveraging the abilities of powerful big

performance of mobile applications.

of

website

visitors

or

the

data engines. Amazon aims to delight
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As a result, many of the organizations that
collect, process and analyze big data turn

%(1(),7,1*)520

to NoSQL databases, as well as Hadoop and

%,*'$7$

its companion data analytics tools, including:
•

a

YARN:

cluster

management

technology and one of the key features

Data solutions have helped the companies
gain a competitive advantage.

in second-generation Hadoop.
•

The following are the examples where Big

MapReduce: a software framework that

 Coca Cola’s Big Data Wins


allows developers to write programs that

Coca Cola has been in a leader in the

process massive amounts of unstructured

consumer packaged goods industry for over

data in parallel across a distributed

a century, and their brands are iconic. They

cluster of processors or stand-alone

distribute their products to a global network

computers.

of retailers, have many SKU’s, and must be
able to predict buyer behavior to ensure they

•

Spark:

an

open

source,

parallel

processing framework that enables users
to

run

large-scale

data

analytics

have the right inventory, promotional ads in
the marketplace and sponsoring the right
events worldwide.

applications across clustered systems.
Coca Cola has been able to get wins with Big
•

HBase: a column-oriented

key/value

Data analytics by:

data store built to run on top of the
Hadoop Distributed File System (HDFS).
•

•

produce juice products

Hive: an open source data warehouse
system for querying and analyzing large

Selecting the ideal ingredient mix to

•

Create efficiencies in their warehousing,
restaurant

data sets stored in Hadoop files.

and

retail

supply

chain

operations
•

Kafka: a distributed publish/subscribe

•

messaging system designed to replace

POS and social media data to understand

traditional message brokers.
•

Pig: an open source technology that

buyer behavior
•

programming

Creating digital service centres for
procurement and HR processes

offers a high-level mechanism for the
parallel

Mining loyalty program, competitive,

•

Leverage

a new

breed

of

storage

of MapReduce jobs executed on Hadoop

media to retain, process and analyze vast

clusters.

amounts of information



Coca Cola’s customers are in 206 countries,

demographics, and on opinions expressed on

a vastly diverse marketplace with tens of

social media. Big Data gives Netflix the

millions of ultimate consumers. Effectively

ability to deliver the content the customer

managing the information relating to their

wants to see, when the customer wants it.

 &21&/86,21

clients, employees, suppliers and media
assets requires effective storage, powerful
indexing and search functionality, and
innovative

solutions

to

make

sure

information can be located and used when
required. Big Data solutions have provided
Coca Cola with this ability.

Big data mining is an emerging trend in the
field of data science. Big Data has the
potential

to

help

companies

improve

operations and make faster, more intelligent
decisions. The data is collected from a
number of sources including emails, mobile

 Netflix Uses Big Data to Improve devices, applications, databases, servers and
Customer Experience

other means. This data, when captured,
To make sure its clients keep watching its

formatted, manipulated, stored and then

programming, Netflix is constantly analyzing

analyzed, can help a company to gain useful

trends in

insight to increase revenues, get or retain

•

Program viewership

•

Trends in the content its customers
are consuming

•

5()(5(1&(6
[1]

The colors of the promotional visuals
of its programming

•

customers and improve operations.

Data, Mc Graw Hill Education, 2015
[2]

Devices its clients are watching its

[3]

with

Privacy:

Protecting

Crossroads, vol. 19, no. 1, pp. 20-23,

media organizations, Big Data analytics is

geographical locations, time of day,

Jagadish,

Confidentiality in Big Data,” ACM

For many entertainment, technology and

sort of content to serve as it relates to

H.

A. Machanavajjhala and J.P. Reiter,
“Big

weekend binge watching session

advertising revenues, and understanding the

and

vol. 5, no. 12, 2032-2033, 2012.

complete series back to back in a

the key to retaining subscribers, securing

Labrinidis

Big Data,” Proc. VLDB Endowment,

Whether a viewer watches a portion
of a movie, a season of a series, or a

A.

“Challenges and Opportunities

programming on
•

Chris Eaton et al. Understanding Big

2012.
[4]

Dr.R.Vijayakumar, “Hurdles in Big
Data Management”, ITGlimpse, 2013,
pp.13-21,

School

of

Computer

Sciences, M.G. University.
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The magical touch of mysterious science

instructions and commands. However, some

makes our life more comfortable and

of the best application of Machine Learning

preferable than before. In our everyday life,

is listed here. At the end, a case study on

the contribution of science is just undeniable.

seven different applications and products that

We cannot overlook or ignore the effect of

makes use of machine learning at Google is

science in our life. Since, at present, we are

also described.

habituated to the Internet in many steps of
our day to day life, i.e., to go through an
unknown route now we use a Google map, to
express our thoughts or feelings use social

 $33/,&$7,2162)
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networks, or to share our knowledge use 
blogs, to know the news we use online news
portals and so on. If we try to understand the
effect of science in our life precisely, then
we will notice that actually, these are the
outcome of using Artificial Intelligence and
Machine Learning applications. This article
is aimed to capture the splendid real-time
applications of Machine Learning,

which

will make our perception of life more digital.
Recently there has been a dramatic surge of
interest in the era of Machine Learning, and
more people become aware of the scope of
new applications enabled by the Machine
Learning approach. It builds a road-map to
contact with the device and make the device
understandable to response to our



Image Recognition is one of the most
significant Machine Learning and artificial
intelligence examples. Basically, it is an
approach for identifying and detecting a
feature or an object in the digital image.
Moreover, this technique can be used for
further analysis, such as pattern recognition,
face detection, face recognition, optical
character recognition, and many more.
Though several techniques are available,
using a machine learning approach for image
recognition is preferable. In a machine
learning approach for image-recognition is
involved extracting the key features from the
image and therefore input these features to a
machine learning model.

 1(:6&/$66,),&$7,21
News classification is another benchmark
application of a machine learning approach.
As a matter of fact that now the volume of
Figure1: Image Recognition

information has grown tremendously on the

 6(17,0(17$1$/<6,6

web. However,

Sentiment analysis is another real-time

individual interest or choice. So, to pick or

machine learning application. It also refers to

gather a piece of appropriate information

opinion mining, sentiment classification, etc.

becomes a challenge to the users from the

It’s a process of determining the attitude or

ocean of this web. Providing that interesting

opinion of the speaker or the writer. In other

category of news to the target readers will

words, it’s the process of finding out the

surely increase the acceptability of news

emotion from the text. The main concern of

sites. Moreover, readers or users can search

sentiment analysis is “what other people

for specific news effectively and efficiently.

think?” Assume that someone writes ‘the

There are several methods of machine

movie is not so good.’ To find out the actual

learning in this purpose, i.e., support vector

thought or opinion from the text (is it good

machine, naive Bayes, k-nearest neighbor,

or bad) is the task of sentiment analysis. This

etc. Moreover, there are several “news

sentiment analysis application can also apply

classification software” is available.

every person

has

his

to the further application such as in review
based website, decision-making application.
The machine

learning

approach

is

a

discipline that constructs a systemby
extracting

the

knowledge

from

data.

Additionally, this approach can use big data

Figure 3: News Classification

to develop a system. In the machine learning
approach, both supervised and unsupervised
methods can be used for sentiment analysis.

 9,'(26859(,//$1&(


A small video file contains more information
compared to text documents and other media
files such as audio, images. For this reason,
extracting useful information from video,
i.e., the automated video surveillance system
has become a hot research issue. With this

Figure 2: Sentiment Analysis

regard, video surveillance is one of the



advanced applications of a machine learning

software purchase (train the software in an

approach. The presence of a human in a

independent speaker domain) 2. After the

different frame of a video is a common

user purchases the software (train the

scenario. In the security-based application,

software in a speaker dependent domain).

identification of the human from the videos

This application can also be used for further

is an important issue. The face pattern is the

analysis,

most widely used parameter to recognize a

educational, and military.

person. A system with the ability to gather

 21/,1()5$8'

information about the presence of the same

i.e.,

health

care

domain,

'(7(&7,21

person in a different frame of a video is
several

Online fraud detection is an advanced

methods of machine learning algorithm to

application of machine learning algorithm.

track

This approach is practical to provide cyber

highly

demanding.

the

There

movement

are

of

human

and

security to the users efficiently. Recently,

identifying them.

PayPal is using a machine learning and

 63((&+5(&2*1,7,21

artificial intelligence algorithm for money



Speech

recognition

is

of

laundering. This advanced machine learning

transforming spoken words into text. It is

and artificial intelligence example helps to

additionally

speech

reduce the loss and maximize the profit.

recognition, computer speech recognition, or

Using machine learning in this application,

speech to text. This field is benefited from

the detection system becomes robust than

the

any other traditional rule-based system.

called

advancement

the

process

automatic

of

machine

learning

approach and big data. At present, all
commercial

purpose

speech

 $87+25,'(17,),&$7,21

recognition 

system uses a machine learning approach to

With the rapid growth of the Internet, the

recognize the speech. The speech recognition

illegal

system using machine learning approach

inappropriate or illegal purposes has become

outperforms

speech

a major concern for society. For this regard,

traditional

author identification is required. Author

method. Because, in a machine learning

identification also is known as authorship

approach, the system is trained before it goes

identification.

for the validation. Basically, the machine

system may use a variety of fields, such as

learning software of speech recognition

criminal

works two learning phases: 1. Before the

anthropology.

recognition

better

than

system

using



the
a

use

of

online

The

justice,

author

messages

for

identification

academia,

and

 35(',&7,21
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Prediction is the process of saying something

352'8&76$1'6(59,&(6

based on previous history. It can be weather

Suppose that; we purchased several things

prediction, traffic prediction, and may more.

from an online shop several days before.

All sort of forecasts can be done using a

After a couple of days, you will notice that

machine learning approach. There

are

the related shopping websites or services are

several methods like Hidden Markov model

recommended for you. Again, if you search

can be used for prediction.

something in google therefore after your

 6(59,&(62)62&,$/

searching, the similar type of things is



recommended for you. This recommendation

0(',$

of products and services are the advance
Social media is using the machine learning
approach to create attractive and splendid
features,

i.e.

people

you

may

know,

suggestion, react options for their users.
These features are just an outcome of the
machine learning technique. For example,
Facebook

continuously

notices

your

activities like with whom you chat, your

application of machine learning technique.
Several machine learning methods like
supervised, semi-supervised, unsupervised,
reinforcement are used to develop these
products recommendation based system.
This type of system also built with the
incorporation of big data and machine
learning technique.

likes, workplace, study place. And machine
learning always acts based on experience.
So, Facebook gives you a suggestion based
on your activities

 0(',&$/6(59,&(6


Machine learning methods, tools are used
extensively in the area of the medical-related

Figure 4: Recommendation for products and
services

problem. As an instance to detect a disease,
therapy planning, medical-related research,
prediction of the disease situation. Using

 21/,1(&86720(5
68332576

machine learning-based software in the

Recently almost all websites allow the

healthcare problem brings a breakthrough in

customer

our medical science.

representative. However, not website has an

to

chat

with

the

website

executive. Basically, they develop a chat-bot
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to chat with the customer to know their
opinion. This is possible only for the

$66,67$17

machine learning approach.

A virtual personal assistant is the advanced

 ,1)250$7,21

application of machine learning and artificial

5(75,(9$/

intelligence.

important as they act based on the experience.

Since, now, the availability of information has

Different virtual personal assistants are smart

been grown tremendously for web blogs,

speakers of Amazon Echo and Google Home,

Information

Mobile Apps of Google Allo.

retrieval plays a vital role in the big data sector.

 0$&+,1(/($51,1*

In a machine learning approach, a set of
unstructured data is taken

for input

and

$33/,&$7,216$7

therefore extracts the knowledge from the data.

*22*/(
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The company that is investing so much in

A machine learning algorithm is used in a

machine learning is Google as its aim is to

variety of robot control system. For instance,

organize the world’s information and make it

recently, several types of research have been

universally accessible and useful. Here are

working to gain control over stable helicopter

the seven applications and products that

flight and helicopter aerobatics. In Darpa-

make use of machine learning at Google:

sponsored competition, a robot driving for over

 *22*/(75$16/$7(

one hundred miles within the desert was won
by a robot that used machine learning to refine
its ability to notice distant objects.

acts as follows: a

output. The machine learning approach is

structured data from the unstructured data.

media.

learning

and processes the input and gives the resultant

process of extracting the knowledge or

social

machine

machine-learning based system takes input,

approach is information retrieval. It is the

and

the

technique, this system

The most significant machine learning and AI

website,

In



Google Translate is a free multilingual
statistical machine translation service to
translate text, speech, images, sites, or realtime video from one language into another.
When

Google

Translate

generates

a

translation, it looks for patterns in hundreds
Figure 5: Robot Control

of millions of documents to help decide on
the best translation. By detecting patterns in



documents that have already been translated

hassle of tapping out answers on those tiny

by human translators, Google Translate

keyboards. What made Smart Reply feasible

makes intelligent guesses (AI) as to what an

was that success could be easily defined -

appropriate translation should be.

plausible replies to real-life emails. Thus, the
system could be trained by noting whether or
not users actually clicked on the suggested
replies.

Figure 6: Google Translate Word Lens
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Google Voice Search allows users to use
Figure 8: Inbox by Gmail

Google Search by speaking on a mobile
phone or computer, i.e. have the device
search for data upon entering information on
what to search into the device by speaking.

 5$1.%5$,1


A deep neural network for search ranking,
RankBrain helps Google process search
results and provide more relevant search
results for users. If RankBrain sees a word or
phrase it isn’t familiar with, the machine can
make a guess as to what words or phrases
might have a similar meaning and filter the
result accordingly, making it more effective

Figure 7: Google Voice Search

 *0$,/,1%2;¶660$57
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at handling never-before-seen search queries.
Now 95% of Google’s revenue come from
advertisings

on

its

search

engine;

so

technology like RankBrain will only make
This feature is amazingly favored by busy

the company more profitable.

professionals whose inboxes are flooded
with emails every day and they don’t have
time to respond to all. Smart Reply uses
machine learning to automatically generate
replies to emails, saving mobile users the
Figure 9: Google Rankbrain
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A photo/video sharing and storage service,
Google Photos includes unlimited photo and
video storage, and apps for Android, iOS,
and the browser. Users back up their photos
to

the

cloud

service,

which

Figure 11: Google Cloud Vision API

become

accessible between all of their devices

 '((3'5($0


connected to the service. More recently, the

DeepDream is a computer vision program

app also automatically creates an album that

created

collects photos taken during a specific period

convolutional neural networks to find and

organized into an album of showing the

enhance patterns in images via algorithmic

“best” photos from the trip. In order to

pareidolia,

identify the “best” photos, the app uses

hallucinogenic appearance in the deliberately

machine learning where a computer has been

over-processed images.

by

Google

thus

which

creating

a

uses

a

dreamlike

trained to “learn” to recognize images.

Figure 12: DeepDream image
Figure 10: Google Photos

In this article, a comprehensive list of

 *22*/(&/28'9,6,21$3,

machine learning and artificial intelligence

A more technical and enterprise product,

examples in today’s life is explained. The

Google

main difference between the traditional



Cloud

Vision

API

enables

developers to understand the content of an

software

and

image by encapsulating powerful machine

software is that the system is trained using a

learning models in an easy to use REST API.

large volume of data. Also, it acts based on

It quickly classifies images into thousands of

experience.

categories, detects individual objects and

approach is effective than the traditional

faces within images, and finds and reads

approach in problem-solving. “The biggest

printed words contained within images.

problem with any machine learning model

So,

machine

the

learning-based

machine

learning

always lies in the data.” Once you know



about machine learning models, it is not too

Google

has

been

a

frontier

in

the

difficult to implement them, but it is really

development of machine learning technology

hard to own a good dataset to be trained at

by open-sourcing its tools so developers can

the first place. As an industry example,

create amazing applications themselves.
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SOCIAL FINGERPRINTING
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Assistant Professor
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Online Social Networks (OSNs) provide

As evolving spammers became clever in

Internet users with the opportunity to

escaping

discuss, get informed, express themselves,

changing discussion topics and posting

and interact for a myriads of goals, such as

activities, researchers stayed in line with

planning

in

the times and proposed complex models

commercial transactions. In a word, users

based on the interaction graphs of the

rely on online services to say to the world

accounts under investigation.

events

and

engaging

what they are, think, do; and vice versa,
they learn the same about the other
subscribers.

detection,

for

instance

by

Recent investigations highlight how new
waves of social spambots are rising. Their
characteristics are such that a standard

Quite naturally, the widespread availability

classification approach, where the single

and ease of use have made OSNs the ideal

account is evaluated according to a set of

setting for the proliferation of malicious

established features tested over known

accounts. While hiding a real identity is

datasets, is no longer successful. Instead,

sometimes motivated by the harmless side

the intuition is that the key factor for

of one’s personality, there exist however

spotting new social spambots is focusing

deceitful situations where accounts of

on the collective behaviour of groups of

social platforms are created and managed

accounts, rather than on single behaviours.

to distribute unsolicited spam, advertise
events and products of doubtful legality,
sponsor public characters and, ultimately,
lead to a bias within the public opinion.

Social Fingerprinting is a strikingly novel,
simple and effective approach in this
direction. It is a technique for detecting
spambots through an in-depth analysis of

Peculiarity of social spambots is that they

their collective behaviours exploiting the

evolve over time; adopting sophisticated

digital DNA patterns for modeling the

techniques to evade early established

behaviours of social network users.

detection approaches, such as those based

It models online user’s behaviours via

on textual content of shared messages,

digital DNA, namely strings of characters,

posting patterns, and social relationships.

each of them encoding one action of the



online account under investigation. Similar

techniques is to find commonalities and

to its biological counterpart, digital DNA

repetitions among DNA sequences. Indeed,

allows

of

via an analysis of common sub-sequences

information. In contrast, the characters

and substrings it is possible to predict

encoding the user actions are not restricted

specific characteristics of the individual

to four (as in the case of the four

and to uncover relationships between

nucleotide bases). Thus, digital DNA is a

different individuals. Online actions such

flexible model, able to represent different

as posting new content, replying to another

actions, on different social platforms, at

user, following an account can be encoded

different levels of granularity. Digital DNA

with different characters. The bases used to

sequences

create a digital DNA sequence are

a

compact

are

representation

extracted

from

the

behaviours of OSNs users and analyzed.

represented as a finite set of unique

The behavioural lifetime of a digital

symbols or characters. A digital DNA

account is encoded in a sequence of

sequence is an ordered tuple, or row

characters and, a similarity measure is

vector, of characters (i.e., a string) whose

defined for such digital DNA sequences.

possible values are defined by the bases of

The digital DNA and the similarity

its alphabet.

between groups of users are then used to

Considering Twitter for instance, a digital

characterize both genuine accounts and

DNA sequence can be obtained by

spambots.

scanning the tweets produced by a user on,

 ',*,7$/'1$
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Twitter and by assigning say the T
character to every retweet, the C character
to every reply, and the A character to every

The human genome is the complete set of

other tweet, in the same order of the tweets

genetic information on humans and it is

generated by the user. An excerpt of a

encoded in the form of nucleic acid (DNA)

digital DNA sequence generated will look

sequences. Currently, such sequences are

like s = (A,A,A,C,A,T,C,A,A,C,...).

stored in sequence databases and they are

 /21*(67&20021

analyzed by means of bioinformatics
techniques. Among the most well known

68%675,1* /&6 

and widely adopted analysis techniques are

The Longest Common Substring between

sequence alignment and repetition/motif

two or more DNA sequences is one of the

elicitation. One of the main goals of these

possible means to quantify similarities



between sequential data representations.

values) and on the y axis the length of the

Intuitively,

long

LCS common to at least k accounts.

behavioural patterns are much more likely

Therefore, every point in an LCS curve

to be similar than those that share little to

corresponds to a subset of k accounts that

no behavioural patterns. Given two strings,

share the longest substring (of lengthy)

si of length n and sj of length m, their

among all those shared between all the

longest common substring (henceforth

other possible subsets of k accounts. As a

LCS) is the longest string that is a

direct consequence of the definition of

substring of both si and sj. The extended

LCS, as the number k of accounts grows,

version of this problem that considers an

the length of the LCS common to all of

arbitrary finite number of strings, is called

them shortens.

users

that

share

the k-common substring problem. In this
case, given a vector A = (s1,...,sM) of M
strings, the goal is to find the LCS that is
common to at least k of these strings, for
each 2 <= k <= M. Notably, both

the

longest common substring and the kcommon substring problems can be solved
in linear time and space, by resorting to the
generalized

suffix

tree

and

by

implementing state-of-the-art algorithms.

Figure 1: LCS curve of Human vs Spambots

Solving the LCS k-common substring

As shown, the LCS of the group of

problem for each 2 <= k <= M, it is possible

spambots is rather long even when the

to plot an LCS curve, showing the

number of accounts grows. Also, a sudden

relationship between the length of the LCS

drop in LCS length is observed for the

and the number k of strings.

spambot group when the number of
accounts gets close to the group size,

For example, Figure 1 depicts the LCS
curves computed for a set of genuine
(human-operated) Twitter accounts as well
as a set of spambots. On the x axis is
reported the number of k accounts
(corresponding to the k strings, or digital
DNA sequences, used to compute LCS



namely at the end of the x axis. In contrast
to the remarkably high LCS curves of
spambots, genuine accounts show little to
no similarity as represented by LCS curves
that exponentially decay, rapidly reaching
the smallest values of LCS length.

These

preliminary

yet

considerable

among a large group of accounts might

differences between the LCS curves of

serve as a red flag for anomalous

genuine accounts and spambots suggest

behaviours.

that, despite the advanced characteristics

Provided the great level of flexibility of

of these novel spambots, the digital DNA

digital DNA, there is a possibility to

is able to uncover traces of their automated

exploit results of the Social Fingerprinting

and synchronized activity. Indeed, we can

technique as a feature in a more complex

consider high behavioural similarity as a

detection system and that makes it an area

proxy for automation and, thus, an

of continued research and study.

exceptionally high level of similarity

Beware Social Engineering
“When hackers can’t find a security vulnerability,
they’ll attack in other ways. Enter ƐŽĐŝĂů ĞŶŐŝŶĞĞƌŝŶŐ.
This type of attack is more of an attack on the mind of
the user, rather than on the device, to gain access to
systems and information. Especially with the
information publicly available online and over social
media, cyber criminals come up with creative ways to
dupe users”
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